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REFERENCE COPY 
NATIONAL RESEARCH COUNCIL FOR LIBRARY US£ ONi Y 

NATIONAL ACAOIMY OF SCIENCES NATIONAL ACA D E M Y  OF ENCINURINC . . 
2101 Can�tttution Avenue w .. hinlton. D.C. 20411 

January 26. 1984 

M!KOtWmUM 

TO: Committee on Science. Enaineerina and Public Policy (COSEPUP) 

FROM: Mitchel B. Wal lerstein. Office of Internation al Affair• 
Lawrence E. McCray. Commission on Physical Science• 

SUBJECT: Update o f the Cor s on Report 

As requested at the November COSEPUP meetina. we have prepared an updat ed 

account of issues related to the findinas and recommendation• of Scientific 

Co11111unication and National Security (the "Corson Re port " ) . which was completed 
under COSEPUP auspices in September 1982. 

This account is bas ed on the coll ection of available documents and inter
views with persons who have been followina events in thia field clos ely . We 
have not cons ulted with members of the ori ainal Corson Panel or with officials 
of the Academy complex; the views expressed are ours alonel 
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S c ient i fic Co.-unicat ion 
and Nat iona l Secur ity: 

The Issue s in 1984 

SUMMARY : In Sept ember 1982 the Na t iona l Academies ' Commi t t ee on Science, 

Eng ineering ,  and Pub l ic Po l ic y  re leased Sc ientif i c  Commun icat ion and Nat iona l 

Securi ty ( The "Corson Report " ) . Th is s tudy a s s e s s ed t h e  c os t s  and t he 

bene fit s o f  governmen t a t t empt s t o  res t ric t sc ient if ic ·  ac t iv i t ie s  as soc iate d 

with the unwanted trans f e r  o f  t echno logy that provides m i l itary advantages to 

Eas t ern b l oc nat ions . It a ls o  provided 15  s pec ific  rec ommendat ions . Th is 

memorandum , c ompi led by Co rson Panel s t a f f  members , reviews development s  s ince 

the report wa s comp leted, inc lud ing the dis pos i t ion o f  i t s  recommendat ions . 

I .  T HE  S I TUATION IN 1982: ORIGINS OF THE CORSON STUDY 

In rec en t years , Amer ica ' s  nat iona l  security has c ome t o  depend increas

ing ly on US  l ead t ime over its  adversaries in a rea s of  h igh t echnology -- t hat 

i s, a rea s in wh ich techno log ic a l  progres s is c lose ly re lated to new u.s. 
sc ient i f ic advances . Fu rt hermore , an inc reasing number o f  t hese t echnologie s  

-- hi gh-speed e lec tronic s and computer-based encrypt ion techn ique s  are 

exampl e s  -- h ave commerc ial  a s  we l l  as mil i tary applicat ions , meaning t hat 

re search funded by non-mi l i tary s ponsors frequent ly has mi l itary imp l i

c at ions . These  t rends l ed s ome in  t he past and current Adminis t ra t ions t o  

fea r tha t th e charac terist ica l ly open u.s. re sea rch c ommunity could  become a 

route of l eakage o f  m i l i tari ly s igni ficant t echno logy t o  t he S oviet Un ion . 

Such conc erns were  re f lec t e d  both in po l ic y  propos a l s  and pub l i c  pro

nounc ement s a imed in part a t  the  sc ient i f ic c ommunity . Po l icy proposa l s  

inc luded expanded c la s s i f ica t ion criteria, broadened app l ic a t ion o f  export 

c ontro l  regulat ion• to c over research resul t s , and government pre-p u b l ication 

c learance o f  resea rch paper s .  Pub lic  s tatement s in early 1982 inc luded 

warnings  by s enior o ffic ials  in DoD, the Department o f  Comme rc e , and the CIA 

tha t Soviet mi l itary int e l l igence e f forts  migh t  f ind too easy accesa  to 

sen s i t ive information t hrough what one of them c a l led the "s oft underbe l ly" 

represented by  th e  Americ an academic c ommun ity . 
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Many in the U�S .  re search c ommunity reacted t o  thes e government 

init iat ives with alarm. Some doub ted that t echnology l o s s  is, in f ac t, a 

seriou s prob lem; others stressed tha t freedom o f  c ommunicat ion among scien

t is ts was both a Cons t i tut ional pr ivi lege and a k ey t o  U. S .  scientific {and, 

there fore , technolog ica l)  pre-eminenc e. Mutua l fee ling s o f  uneasiness grew 

b etween s trong proponent s o f  m ilitary s ecurity and s t rong proponent s o f  

sc ient ific  freedom . 

Discuss ions be tween represent atives o f  NAS and DoD l ed t o  t he e s tab lish

ment , in  spring 1982, o f  an !! h2£ pane l chaired by Cornel l Univers ity 

Pre s ident-emeri tus Da le  R .  Co rson . The pane l inc luded eminent sc ientis t s, 

forme r senio r de fens e and na t iona l security o f f ic ials, and resea rch adminis

trators in indu s t ry and univers it ies.  I t s  charter  was to examine both the 

evidenc e on techno l ogy l eakage and me thods for contro lling it , and t o  seek 

pol icy measures by which the compet ing nationa l goa l s  o f  nat ional d e fense and 

int e l lec tua l freedom c ou l d  b e  sat isfac torily  accommodated . Support for the 

s ix-month project was provided by DoD, NSF , a n  interna l NAS fund, AAAS ,  and 

two professional societie s .  

I I .  KEY F IND INGS A ND REOOMME NDATIO NS O F  THE CORSO N PANEL 

After  rev iewing evidenc e on the bene f i t s  and costs o f  contro l  measure s t he 

Pane l  drew the g ene ral c onc lus ion t hat a nationa l s t rategy o f  11s ecurity by  

sec rec y11 has  the maj o r  flaw that ,  becaus e there i s  no practic a l  way t o  

re s tr ic t internat ional s c ient i f ic communicat ion without a l s o  dis rup ting 

domest ic  sc ient i f ic c ommunicat ion , such a stra tegy weakens American mi lit a ry 

( as well as c ivilian) t echnologica l  c apabilities. A nationa l s t rat egy o f  

"secur i t y  by acc omp l is hmen t" - - one that emphasiz e s  protec ting the U . S .  

t echnology l ead by promot ing s c ient i f ic produc t iv i ty -- s eemed t o  b e  a b e tte r  

alt ernat ive t o  t h e  Panel .  

More s pec i f ic c onclus ions and recommendations were a s  f o l lows:  
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A. Evidence on the Extent of Unwante d Techno logy Transfer via Sc ienti f ic 
Commun ication 

The Panel h ea rd extens ive b r iefings by the intell igence community, 

some at h igh leve l s  o f  c las a if icat ion . Wh i l e  noting that the avai lab l e  

evidence l e ft much t o  b e  d e s i red, the Panel reported t hat it h ad f ound no 

caae  o f  s igni f icant damage to security as soc iated wi th  research d is sem i

nation and c onc luded that : 

"in  c omparison wi th· other channe ls o f  techno logy trans fer , o pen 

sc ient i f i c  c ommun icat ion • • •  does not present a materia l danger 

from near-term military imp l icat ions " 

However, the Pane l  added two caveat s . First, it observed that the 

evidenc e on l eakage and the as sociat ed damage t o  u.s. s ecurity was st i l l  

onl y  fragmentary and anecdotal , i n  pa rt bec aua e the prob lem had only 

recent ly been ident i f ied. Second, it noted that Soviet inte l ligenc e 

e f fort s were extensive, and that un iversit ies and o ther resea rch s ites 

were i ndeed t argeted . I t  a l s o  noted (but took no pos it ion on) i nte l l i

genc e c ommunity  a rguments tha t research fac i l it i es are l ike ly t o  be  more 

heavi ly t arg e t t ed in the future . 

The Pa ne l  noted tha t the c lass o f  research information o f  greates t 

potent ia l c onc ern is no t the exp l ic i t f ind ings in re sea rch reports, but 

ra ther "know-how" the deta i led understanding of equipment use or 

opera t iona l proc edure s norma l ly ga ined only by d irec t part ic ipation in a 

research project. It f o l l ows that prot ection o f  sensit ive research 

informat ion is achieved better by prevent ing susta ined acces s to resea rch 

projec t s  than by prevent ing d issemination of wr itten researc h  reports . 

B. The Workabi l ity o f  the Current System o f  Control s 

The Co raon Panel  examined each o f  5 ty pes o f  c ontro l s : 

e� Clas s i f ication 

• Export Contro l Regulations 

• Rea t r ict iona in Government Fund ing Contrac t s  

• ''Vo luntary" Prepub l ication Cl earance 

• Control• on Foreign Via itors  
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Ita aeneral review of aovernment policiea and practice• led the Panel 

to two broad concluaiona: 

(1) Where control• are deemed neceaaary, the aoverament ahould uae 

contract reatrictiona in preference to export control reaulationa. Tbe 

contract mechani .. baa the advantaae• of informin& a reaearcher of 

hia/ber obliaationa in advance while leavina application in the banda of 

the moat technically qualified aovernment peraonnel. Export controla, 

devised for controllina the movement of tanaible objecta, are ill-auited 

to the control of information flow. 

( 2 )  The aovernment'a effort is uncoordinated and spread too broadly 

acroas many diverse technoloaiea. AD effort spread tbia thin cannot be 

effectively administered, and raisea unnecesaary feara a.ona reaearcbera 

workin& in areas of no military relevance. The Coraon Panel auaaeated 

that the aovertuDent adopt a atrateay of buildin& "tall fencea around 

narrow areas"; contract controla, for example, should be reatricted to a 

few "arey areas" defined as thoae in which !.!! of four criteria apply: 

• The technoloay is developina rapidly, and the tt.e fro• basic 
acience to application is short; 

• The technoloay has identifiable direct ailitary applications; or 
it is dual-use and involves process or production-relatea 
technique•; 

• Transfer of the technoloay would aive the U.S.S.R. a sianificant 
near-term military advantaae; and 

• The United Statea is the only source of information about the 
technoloay, or other friendly nations that could also be the 
source have control aystea. as secure as ours. 

Similar criteria should be uaed to narrow the ranae of technical fields 

for which export controla are applied. 

c. Mutual .Acco.-odation Between Science and GovernMnt 

The Corson Panel met with representative• of the acientific c�nity 

and with official• aaaociated with aeveral federal effort• to prevent 

unwanted technolo&Y transfera. It concluded that, perhapa because the 
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nat iona l obj ec t ive s  of  int e l lectua l  freedom and nat iona l  security had 

j ust recent ly b een s een t o  c ome into c onf lic t ,  there was a need for 

mutua l acc ommodat ion and open-mindedneas on both s ides. Some in the 

re search community doubted t hat the gove rnment c ou ld j us t i fy a c ase for 

cont rol s  on sc ient ific c ommunicat ion ; some fe l t  tha t the federa l c ontrol 

programs had been des igned w i th very l it t le  awarenes s of t he adverse 

e f fec t s  of c ontrols on sc ient i f i c  and techno l og ic a l progreas ; and some 

noted that the unc oordinated nature and unrea l i s t ically b road reach o f  

federa l enforc ement e f fort s unnec essari l y  subj ec ted many researchers t o  

unc ert a inty about the ir l egal obl igations . Some government o ff ic ials 

caut ioned tha t the sc ient i fic community rema ins naive abou t the mass ive 

Soviet  inte l l igenc e  c o l lec t ion e f fort and that s ome s c ient is ts are t oo 

re luc tant  t o  admi t that sc ient i f i c  freedom does pos e  r i sk s . 

Th e  Pa ne l there fore recommended measures to  ensure mutual a pprec i

a t ion o f  the c onc erns o f  government and sc ienc e , inc lud ing (a ) establ i s h

ment o f  a new forum under the ausp ice s  o f  the Ac ademy c omplex t o  fac i l i

tat e informal c ommunication , and ( b )  es tabl ishment o f  an academic 

adv i sory group t o  a s s i s t government dec i s ion making on int ernat iona l 

sc ient i f i c  exchange s .  

D .  Improving Government Dec i s ions 

The Pa ne l c onc luded that the dimens ions of t he t echno l ogy t rans fer 

problem were not yet  we l l  understood . Two type s o f  government dec is ion 

-- ( a )  pr iori ty s et t ing and re sourc e a l loca tion wi thin t he h ighly d is

aggregated federa l contro l e f fort and (b) the d isposit ion of ind ividual 

c ases -- c ould  be much improved i f  a bet ter  fac tual bas i s  were provided 

on the ac tua l  e f fec t iveneaa and cos t s  of government c ontrols . 

The Pane l there fore recommended that the government e s tablish  -

pre ferab ly within the O STP -- a focal  po int for eva luat ing the ac tual 

bene f i ts and cos ta o f  ex iat ing o r  propoaed restr i c t ions on s c ien t i fic 

communicat ion . 
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The Cor son report was r e leased on Septembe r 3 0 ,  1 982 . W i lliam Clark, 

then Nat iona l Securi t y  Adv isor , attended the pre -re leas e br ief ing and 

ind icated that he wou ld present i t s  imp l icat ions to the Pre s ident . 

Pre s ident ia l Sc ienc e Advisor  Geo rg e  Keyworth is sued a favorable s ta t e

ment , and NSF Di rector Edward Knapp a l so made favorable c omment s .  In 

Decembe r 1982 the Pres ident direc ted the Nat iona l Secur i t y  Counc il t o  

l ead a t wo-month int eragency review o f  the t echnology t rans fer problem. 

Th e  e f fo rt wa s t o  be t ied close ly t o  ideas conta ined in  the Corson Report . 

Over the fol lowing weeks and months the Report was endorsed by 

• Th e  DoD-Univers i t y  Forum and it s Working Group on Expor t  Contro l s ; 

• The Co unc i l o f  Sc ient i f ic Society Pre s ident s ;  

• The Scienc e and Re sea rch Committee  o f  the Assoc iat ion o f  Amer ican 

Un iver s i t ie s ; 

• Th e  board o f  d irec tors o f  the American Ch emic a l  Soc iety;  and 

• The Commi t tee  on Academic Freedom and Tenure o f  the AAUP . 

Misg iving s  about the report were o f  two type s . One c onc ern was t hat , 

by adopt ing an approach o f  eva luat ing a l ternat ive c on tro l mechanisms 

rather t han one o f  inve s t igat ing whether s c ient i f ic opennes s  c ontr i butes  

to  or  de trac t s  from nat iona l secu r ity , the Pane l may have in  e f fec t 

accepted a s  a g iven t he g overnment ' s  c ase that c ontro l s  a re warranted . 

It was suage s ted tha t a f ifth c r i terion be added for def ining area s o f  

scienc e that a re s ubj ec t t o  c ontro l -- name ly , t hat the poss ible d amage 

to nat ion al  security exceed the advers e e f fec t s  o f  res tr ic t i ons  on 

scient i f ic freedom, economic advance , e tc . 
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A second misg iving wa s  tha t the Corson Report ' s  proposed "grey area s" 

for which unclassified informat ion may require s pec ia l  c ont rols c ould 

provid e a dangerous invent ion . Al though the Report emphas ized that  such 

grey areas -- a s  def ined by t he four c r i teria -- are very narrow ,  s ome 

feared tha t in pract ice the new category , once es tabl i shed , would  be used 

much more l ibera l ly to apply the special  c ontro l s  t o  many scient i f ic 

f ield s .  

IV. THE SITUATION IN 1 9 84 

The immediate period f o l lowing the re lease  o f  t he Co rson report can 

be characterized as one o f  opt imi s t ic expec tat ion on the part of the 

re search c ommunity that the troubles which had led originally to the 

creat ion of the pane l f inal ly migh t  be resolved and a new work ing 

accommodat ion deve l oped . At t h i s  wri t ing ,  however , more than s ixteen 

month s have e lapsed s ince the i s suance o f  the report . Much of the 

init ia l hope has evaporated , and there have been a number o f  major new 

pol icy thrus t s : 

• ITEM: The interagency e f fort begun w i th Na t ional Securi ty Study 

Direct ive NSSD 14-82 ( now renumbered as NSSD l -83) , 

i s sued by Pre s ident Reagan , has yet to  be completed . The 

terms o f  reference for the interagency exe rci se have 

twice been a l tered in the interim and there have been 

mul t ip l e  changes of personne l at  O STP , which is 

re spons ible  for the coord ination of a majo r s ec t ion o f  

the report . Becaus e  the s tudy has been conducted at  the 

c las s i fied l evel -- and w ithout t he bene f i t  of out s ide 

input -- it is not known how the present product , wh ich 

i s  reported t o  be nearing complet ion ,  d i f fers  in scope or 

sub s tance from the orig ina l e f fort reque s ted by Wi lliam 

Cl ark. OSTP o ff ic ials see an advantage in re lease of 

some sort o f  unc lasai f ied document , but they are st ill 

unsure as to e ither the date of i t s  public availabil i ty 

or  i ts comprehens ivenes s .  
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Unde r a new Pres ident ia l d irec t ive , "Safeguarding 

Na t iona l Secur i t y  Informa t ion" (NSDD 84) , i s sued in Marc h  

1983 , government o f f icia l s  and thos e  who have undertaken 

work on contract to the govtrnment invol ving acc ess  to 

Sens i t ive Compartmented Informat ion ( SC I ) , which i s  

informat ion class i f ied a t  l eve l s  above t op s ecre t ,  will 

be requ ired t o  submi t for pre-pub l icat ion clearanc e a l l 

books , a rt ic les , e tc.  which they wr i t e  tha t bear upon 

nat iona l  secur i ty mat ter s .  The app l icat ion of t h i s  

d irect ive with respec t t o  a n  individua l i s  not 

t ime-bounded , s o  it presumably app l ie s  throughou t a 

person ' s l ife t ime . The regu l a t ion i s  c urrent ly in 

abeyanc e  for s ix month s as  a resu l t  of  an amendment 

a t tached t o  a S enate authori zat ion b i l l  by Ch arle s McC . 

Ma thias , and i t  i s  not known whether the Congres s wi l l  

act t o  mod i fy o r  prohibi t  eventual imp lementat ion . 

Given the de lays encountered in  the int e r-agency po l ic y  

review, t he De partment o f  De fens e ( DoD ) bas moved t o  

c omplete  an int erna l po l icy review wh ich wa s begun i n  

1 9 81 . Ac cording ly ,  a S teering Commi t tee on- Te chno logy 

Trans fe r  was e s t ab l i shed within DoD c ons i s ting o f  s ix 

s ubcommit tees each l ookina a t  a s eparate i s sue : 

contrac t s ,  visa c ontro l s , eme raing techno l og ie s , 

scient i fic conferences ,  publ ic at ions , and rules  for 

exempt ion to the Freedom o f  Informa t ion  Ac t .  The work o f  

the S teering Commit tee and i t s  subpane l s  bas now been 

l a rael y  completed and i t s  recommendat ions  are expected t o  

be implement ed short ly . ( The s pec i f ic d imens ions o f  the 

Steerina Commi t tee ' s  work app l icab l e  t o  scient i f ic 

communica tion are d i scussed later  in t h i s  memorandum. ) 

A prov i s ion included in the 1984 Defense  Au thor izat ion 

Ac t perm i t s  the Secretary of De fense t o  protec t c er t a in 

kind s  o f  unc lass i f ied technical dat a  in the pos sess ion or 

under the c ontro l of the DoD t hat otherwi s e  would be 
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subjec t t o  re lea s e  t o  fore ign nat iona l s  under the te rms 

o f  the Freedom o f  In formation Ac t .  Add i t iona l propos aLs 

have been c irculated within the DoD t o  s eek broade r 

authority t o  protec t sens i t ive t echnic a l  data produced by 

other federa l agenc ie s ( e . g . ,  NASA , DoE , etc . ) by 

fac i l itat ing the ir t rans fer  to DoD c ont ro l .  

Whil e the various intr a- and interagenc y po l icy stud ies have been 

under d eve lopment and d iscuss ion ,  there has been a cont inuing s er ie s  of 

"inc ident s "  over the pas t s ixteen month s  -- of vary ing degrees o f  

seriousne s s  - - s imi lar t o  those that provided t he origina l impetus for 

creat ion of the Corson pane l .  The princ ipa l di s t inc t ion fro• the 

pre-Corson environment is t hat mos t of the known inc ident s re late to  the 

withdrawa l of  paper s from meet ings , ra the r than othe r forms o f  sc ient i f i c  

c ommunicat ion. I n  fac t , t h e  only s ituat ion which i s  a t  varianc e with 

th i s  trend c once rns a "shor t  course" ( 2-5 day s ) on ' 'Meta l Matrix 

Compos ites" which is to t ake p lace June 1 1  - 1 5 ,  1 9 84 under the auspices  

of  the  UCLA Extens ion Program , that  has been advert ised as  res tric ted t o  

" U S  C i t i zens On ly . " 

The c ours e i s  t o  be c o-s ponsored by UCLA and the Me ta l �at r ix 

Compos i t e s  Informat ion Ana lys i s  Center  (MMCIAC) ,  a subs id ia ry of  the 

De fens e De partment , and is to be held in an open , on-c ampus  c onferenc e  

fac i l ity . The invo lvement o f  the MMCIAC nec e s s itates  the us e o f  the "US 

C i t izens On ly" r e s t r ic t ion ,  report ed ly because t he mater ia l to be  

d is tributed invo lve s technic a l  dat a  appearing on the  Muni t ions Contro l 

Li s t  that would be subject  t o  export c ontrol  under the I TAR. What i s  new 

abou t thi s  situat ion i s  tha t it  would appear t o  be the f irs t known 

instanc e where a front-rank researc h  univers ity has o f fered a c ourse 

dea l ing with mi litari ly-sensit ive techno logy in an unsecured , on-c ampus 

fac i l i ty and has advert ised the program as  o f fered on a r e s t ric ted bas is . 

Among the more s igni ficant recent examp l e s  o f  cont rac tua l ly-imposed 

re strict ion• on c onference paper presentations are t he f o l l owing : 

• Soc iety o f  Phot o-opt ica l Ins trumentat ion Eng inee r s ; 26t h  Annua l 
In terna t i ona l Technica l  Sympoaium; Septembe r  4-6 ,  1982; San 
D iego , ca l i fornia 
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More tha n 100 technica l  papers scheduled to be presented we re wi th

drawn a t  the reque st  of the Pe ntagon bec ause  they were s a id to  c onta in 

"technic a l  informat ion that c ould not , by law , be exported t o  Ame ric a ' s  

adversaries . "  Al though mos t  o f  the papers had been a pproved for pre

sentat ion a t  lowe r  leve l s  of the DoD , these  c learances  were subsequent ly 

overruled and papers mod i f ied or  w ithdrawn w i th only ten days remaining 

be fore the mee t ing . 

• E l ec t r ical and Ae ro S pace Systems , I . E . E . E . ; E l ec tr ic a l  Ae ro 
Spac e Conferenc e ;  September 2 0 ,  1982 ; Washington , DC 

It i s  report ed that j us t  be fore the opening o f  t he confe rence the 

cha irman wa s asked  by an Ai r Forc e re presentat ive to  des troy a l l  record s , 

abstrac t s , and papers and t o  c anc e l  a l l  presentat ions o f  c erta in papers 

tha t  were cons idered t o  be "compromis ing nat iona l security . " The 

cha irman r e sponded that the I . E . E . E . would c omp ly i f  the Ai r Fo rc e would 

bea r  the cos t ( e s t imated a t  between $2 5 , 000 - $5 0 , 000) . A day later the 

Air Fo rc e representat ive w i thdrew t he reques t .  

• I . E . E . E . ; Internat iona l  Tes t Conferenc e ; Novembe r 16-18,  1982 ; 
Ph i l adelph ia , Pennsy lvania 

F ive days be fore the c onference ( a nd after  abs t rac t s  baa a l ready been 

print ed ) , an o f f ic ial  of Texa s Inst rument s requested that three paper s on 

VLS I ,  prepared by TI eng ineers , be w i thdrawn because the c ompany had been 

not i fied by the Air Force tha t their re lease might be po tent ial ly 

damaging t o  US intere s t s . Af ter much adve rse public i ty (the p apers  had 

al l been c leared for re leas e) , the Ai r Forc e r e-reviewed the papers  and 

approved the ir pre sentat ion at the c onference . 

• U S  Organizing Commit tee , Pola r Resea rch Board , NAS-NRC ; 4th 
Internat i onal Conferenc e  on Pe rmafrost ; Un iver s ity  o f  Al aska , 
Fa irbanks; Ju l y  18-2 2 ,  1983 

Of the 2 90 papers s ubmi t ted for publ icat ion in t he c onference 

proceed ings , 24 were from the US Army Col d  Reaions Re search and Engin

eerina Laboratory .  It i s  re port ed tha t  pr ior t o  the c onference s ix of  

the s e  paper s were withdrawn wi thout exp lanat ion . Conferenc e  oraanize r s  

were puzzl ed t o  see that mos t  o f  the papers w ithdrawn c oncerned topic s 

where the Uni ted States holds a dubious or non-ex i s tent lead over the 

Soviet Union. 
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• American Vacuum Soc iet y; Annua l Mee t ina; Novembe r 3 ,  1983; 
Bos ton, Massachusetts 

Al fred Zehe , an  East Ge rman phy s ic i s t  and exchange s cholar a t  t he 

Un iversity  o f  Puebla ,  Mex ico , was arrested dur ing the mee t ing and charged 

with e sp ionage (a l though the s pec i f ic charges  s temmed from mat ters 

unre lated t o  the AVS conferenc e ) . A week be fore the conference , an  FBI 

agent had v i s ited the AVS o ffice and reques ted c omp l imentary badges t o  

permi t s ix agents t o  attend the meet ing under fa l s e  names . Short ly after  

Zehe was  a rre s t ed , the  FBI reque s ted a l ist of  the  2 600 ind ividuals  who 

had attended the meet ing and threatened a subpoena i f the l is t  was not 

suppl ied . Th e  AVS responded that i t  wou ld no t do s o  vo luntari ly but that 

it  would  c omply with  a subpoena . The FBI reportedly chose  not to  pursue 

the mat ter .  

• American Ce ramics Soc iety ; 8th Annual Conference  on Compo s ite  ana 
Advanced Cerami& Materia l s ;  Cocoa Beach , Flor ida; January ,  1984; 

Inc luded w i th the announc ement o f  the above c i ted c onferenc e of the ACS 

was a not ic e o f  a second , c ont iguous meet ing ent it led , "A Sympos ium on 

Compos ite  Ma terials , " wh ich wa s s ponsored s eparat e ly by DoD and NASA and 

res tr ic ted t o  "US Citizens Only . "  Although the announc ement of  the second 

meet ing was pr inted on a d i f ferent c o lor paper and d i s p l ayed t he kASA and DoD 

logos , the fac t that the two sess ions were to be held in the same hote l rooms 

appa rently l ed to subs tan t i a l  c onfusion , part icularly in Japan . A Japanes e  

newspaper ,  t h e  Nihon Ke iza i Shinbum , reported tha t t h e  US Government was 

a lleged ly  in the process o f  res trict ing Japanese  access to c ert a in "h igh 

technology informat ion" , inc luding the use o f  export c ontro l regu lat ions t o  

bar Japane se membership in "academic s oc iet ies c onc erning c omposi te mater ia ls 

techno logy" and the denia l  o f  research papers . The former a l legat ion 

subsequent ly proved to be fa lse , and the latter  is s t i l l  under inves t igat1on . 

The overa l l  pat tern o f  pol icy init iat ives and restric t ive ac t ions taken 

s inc e the publ icat ion of the Corson report suggest s that the prob lem of 

unwanted techno logy transfe r -- inc lud ing that which occurs  through open 

sc ient i f ic c ommunica t ion -- rema ins a subjec t o f  substant ia l c oncern both 

within the Reagan adminis trat ion and among the Amer ican sc ient i f ic and 

eng ineering committ ies . Fa r from the hoped-for "c oo l ing o f f" period a f ter the 
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re lease o f  the Pane l ' s f ind ings , during wh ich rat iona l  cho ic e s  could  be 

debated , i t  appears that pol icymakers i n  the De fense  Department and e l sewhere 

are moving forwar4 t o  implement  new regulat ions in advanc e o f  a c onsensu s on 

government-wide pol icy . 

As a re su l t , s ome members o f  the sc ient i f ic c ommunity  remain uncert a in as 

t o the i r r ight s  and obl igat ions c oncerning the publ icat ion and /or publ ic 

c ommunicat ion ( e . g  • •  through c onferenc e s , s eminars ) of s ens i t ive t echnical 

dat a .  There are a l s o  ind icat ions o f  growing a larm within the sc ient i f i c  

e s tab l ishment s o f  o ther Wes t ern, indu s t r i a l ized c ountr ies . Th i s  impress ion is 

d i fficul t to verify emp ir ic a l ly . Howeve r ,  a limited s ta f f  survey o f  s ome of 

the key American pro fe s s iona l s oc iet ies  revea led the fo llowing anecdota l 

informa t ion : 

• Ins t itute 
c ase s o 
o f  papers from c onfe renc e 
inc ident s ) . Als o  report s 
v i s i tors . 

• Amer i can Chemica l  Soc ie ty - r e port s no pres ent  drop-o ff e ither in 
techn ic a l  manus c r ipt s submi tted fo r pub l icat ion o r  i n  paper s  
proposed for mee ting presenta t ion . 

• Amer ican  Geophys ica l Union  - report s no c omments  from i t s  membership 
e i ther pro o r  c on on gove rnment res t r i c t ions s ince the re lease o f  
the  Corson report . Speculat e s  that , because AGU members  often work 
in appl ied areas , t hey may be more u sed to dea l ing w i th s ensit ive 
areas o f  resea rch . 

• Ameri can Va cuum Soc iety - repor t s  a s ign i f i cant reduc tion i n  the 
number o f  papers presented at mee t ing s  o f  i t s  Fus ion Techno logy 
Divis ion : 

1 9 81 7 8  papers presented 

198 2 5 8  paper s presented 

1 9 83 3 5  papers pr e sented 

Clearly , the s e  report s do not c ons t i tute  an iden t i f iabl e trend . They do 
s ugge s t , howeve r ,  t hat the recommendat i ons conta ined in the Co rson Panel's 

report  have no t succeeded in  removing the uncertaint ie s re lated to open 

publ icat ion in  c ert a in s c ient i f ic f ie lds . 
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A .  Ev idence o n  the Ex tent o f  Tr ans fer v i a  Scient i f ic Commun icat ions 

In lat e Decembe r  and ear l y  January , we were br iefed at the top secre t 

l eve l by representat ives o f  the inte l l igenc e  community . We c an report on t h is 

bas i s  tha t the s tate  o f  emp i r ica l  knowledge abou t techno loay leakaae and i t s 

e f fec t s  on nat ional s ecurity has not changed s igni f ic antly  in t he 1 8  months  

sinc e the  Corson Pane l was briefed by the US int e l l igenc e  community . The 

princ ipal ac t ivity in rec ent months has been the l arge ly qua l itat ive matter  o f  

ident i fy ing the many ways i n  wh ich leakage can occur in order tha t a 

c omprehens ive c ontrol  e ffort c an be fashioned . It appears that no maj or 

initia t ive has been undertaken t o  charac ter ize be tter  e i ther the overal l  

l eakage problem ( e . g  •• the re lat ive importance o f  var ious s ourc e s , channe l s , 

and type s o f  information ) or the re lat ive s ign i ficanc e of  sc ientif ic 

c ommunicat ion w ithin the large r  p i e ture . Evidence thus rema ins l arge ly 

anecdota l .  

Th e  inte l l igenc e c ommuni ty report s no d iscover ie s  dur in& this  period o f  

cases  i n  wh ich los s through the U . S .  sc ient i f ic c ommunity  has led t o  

ident i f iable  damage t o  nat iona l security . However , i nte l l igenc e  o f f ic ia l s  

rema in c oncerned about wha t  i t  s til l sees a s  the "sma l l  pe rc entage" o f  Sovie t 

inte l l igence  acqui s it ions that invo lve the American research c ommunity . Some 

in the DoD argue that , g iven the planned expans ion o f  federa l ly-sponsored 

appl ied researc h  in  US univer s i t ies , the number of such acquis i tions wou ld 

grow in the future unle s s  some thina is done . 

Two o ther development s  may be noted . Firat , as d i scus s ed be low ,  the 

number o f  foreign sc ient i f ic vis itors  has dec l ined subs tant ially  in 1982 and 

1983 ,  s omewhat a ll eviat ing c oncerns about this  s ourc e o f  potent ial  leakaae .  

Second , the Nat iona l Security Agency has increas ing ly emphas ized the problem 

of Soviet acquisit ion of c omput er data base s , inc lud ina those used in 

sc ient i f i c  research , and has beaun to  deve lop and promote measures ( l ike  the 

wide use of pub l ic key enc ryption devices ) to  thwart s uch losse s .  
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B .  Workab i l ity  o f  Controls 

1 .  Cl assi f ication - There is now be t t er informat ion on t he extent to  

which mi l itary resea rch is c lass i f ied o r  otherwise restric ted . Aa part of  the 

report o f  the Subc ommit tee on Publ icat ions of  the interna l  DoD S teering 

Commit tee  on Nat iona l  Secur ity and Techno logy Transfe r ,  a study was undertaken 

t o  determine how publ icat ions in federa l informa tion c enters were be ing 

treated in terms of the frequency of c lassi f icat i on or disseminat ion restric

t ions by subj ec t a rea or document sourc e .  Data  were d rawn from t he Defens e  

Technica l Informat ion Center , the Department of  Ene rgy ' s  Technica l Informa t ion 

Center , and the NASA S c ient i f ic and Technica l Informat ion Center . 

Analysis o f  the dat a supported the content ion tha t un iversit ies are 

responsible for l ess sensit ive research t han is done in o the r set t ings , no 

mat t e r  wha t  field of techno l ogy is invo lved ( See  Tab l e  1 ) . University

originat ed reports accounted for approx imate ly 1 9  p erc ent ( 2 3 , 119 )  of t he 

123 , 328 o f  the DoD-sponsored reports inc luded in the study ; onl y  1 .3 percent 

were c lassified and 3. 5 p e rc ent had any d istribu t ion l imi tat ions (see Ta ble  

l a ) .  The study a lso found that eve ry c lassi f ied report and approximately  50  

perc ent of  the l imited reports were genera t ed in  o f f-campus fac i l i ties a f f i li

ated with the universit ies . An add i t iona l 33 percent of the l imited report s  

from on-c ampus projec ts were j udged t o  be restr icted pr imar i ly i n  order t o  

protec t the universi t y ' s  propr ietary interest . As migh t  be expec ted , tech

n ical  report s tend to be more ava i l able from NASA and DoE than from the DoD , 

wh ich  i s  consistent with the d i f ferent missions o f  the three agenc ies . In 

NASA , for example , 9 3  perc ent o f  a l l  reports on aeronaut ic s are avai lable t o  

the publ ic  c ompared wi th 34 pe rc ent o f  those from DoD . 

The internal  DoD study c onc ludes that "c lassi f icat ion o f  publ ic at ions is 

st i l l a viab l e  opt ion as long as guide l ines are produced tha t d e f ine very 

spec i f ic a l l y  what e lements of a t echnol ogy a re real ly mi l itari ly c r i t ical ana 

the opera t iona l threshholds beyond which  the informat ion should  be c l assi f ied.  

Cl assi f icat ion w i l l  be  a use fu l  approach only  if  used very j ud ic iously in  

c learly ident i fied areas and in accordance with the  exis t ing Execut ive Orde r." 

Meanwh i le , through Execut ive Ord er 1 2356 , issued in Apr i l  1 9 82 ,  the Adminis

trat ion ha s changed the thrus t o f  its c lassi f icat ion pol icy , stat ing tha t 

rest r i c t ions a re t o  be imposed in c ases where reasonable doubt exis ts .  It 

a l s o  expanded the number of categories of c la ssi f iab l e  informat ion and made it 

poss ib l e  t o  rec l ass i fy informa t ion previously made publ ic . 
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Final ly , a l though not s trict ly  a c lass i f icat ion mat t e r , t he Adminis t rat ion 

has cont inued t o  pres s it s effort s t o  enlarge the scope of government re

s traint on the free f low of unc lass i f ied informat ion by add ing new protec t ive 

exempt ions to the Freedom of Information Act ( FOIA) to permi t the wi thholding 

o f  m i l itari ly-s ens it ive t echnica l data  he ld by federa l agenc ies .  ( In fac t , 

the DoD ha s proposed that i t  be  permit ted to  become a repos itory for the 

sens it ive document s of t he DoE , NASA , e tc . so  that they t oo might be 

protec ted . ) Adminis trat ion attempt s  t o  amend the FOIA fai led t o  ga in Senat e  

approval i n  1 9 83,  b u t  the execut ive b ranch has proceeded anyway t o  adopt a 

c onservat ive approach t o  the approva l o f  FOIA reques t s .  

2 .  Export Contr o l s  - The Ex port Admini s t ra t ion Ac t (EAA), and the 

attendant Expo rt Adminis trat ion Regu l at ions (EAR), rema ins the principa l 

re gulatory ins trument for c ontro l l ing trans  border f l ows o f  s ens i tive 

technic a l  data . During the f i r s t  sess ion o f  the 9 8th Congres s ,  the EAA came 

up for renewal . A numbe r  o f  b i l l s  were introduced in both Houses o f  Congress , 

with the Senate  vers ion tend ing t o  be more res t r ictive than the Hous e . 

Becau se the Senate failed t o  complete  work on a new export ac t ,  the EAR have 

cont inued in forc e  on the bas i s  o f  eme rgency authority  pend ing f ina l 

re s o lut ion i n  the next congr e s s iona l s e s s ion . 

Meanwh i l e , e f fort s c ont inue a t  a s l ow pac e within the Department o f  

Commerc e t o  c omp ly w ith the 1 9 79 c ongr e s s iona l mandate t o  incorporate t he 

Mi litarily  Crit ic a l  Techno logies  Lis t ( MCTL ) int o the Commod ity Contro l Lis t  

( C CL) , wh ich i s  the b as is  for the admin i s trat ion o f  the EAR . A s  o f  th1a 

writing , a pre l iminary dra f t  ex i s t s  for only � CCL category , 

e lec tron ic c omponent s ,  and i t  appears l ike ly that i t  may be ano ther  year or  

more be fore the  mass ive MCTL document i s  inc o rporated fu l ly within the  CCL.  

Moreover , a lthough a s an i t ized , unc l ass i f ied vers ion o f  the MCTL i s  s a id t o  

ex i s t  in draf t  form within the DoD , l i t t l e  h a s  been accomp l ished apparent ly t o  

ac t upon the Corson Pane l recommendat ion to  s t reaml ine the overal l l i s t . In 

fac t , given the mult iple  uses t o  wh ich the MCTL i s  put wi th in DoD , i t  is 

somewhat unl ike ly that such internal s t reaml ining may ever oc cur . 
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Whil e  t h e  outcome o f  the EAA rev i s ion i s  be ing debated in Congres s ,  the 

Adminis trat ion h as proceeded in a rather v igorous manne r with e ffort s t o  

contro l unwanted techno logy t rans fer . It can be  s tated in genera l  tha t the 

Department o f  Commerc e  present ly c onsiders s cient i fic c ommunicat ion to be a 

re lat ive l y  smal l  -- a lbe i t  s igni f ican t -- aspec t o f  the overa l l techno logy 

trans fer c ontro l pr ob l em.  There a re no known examp les  s ince 1 9 82 where the 

EAR have ac tua l ly been invoked t o  preven t the d i s s eminat ion o f  bas ic re search 

re sul t s .  On t he o ther hand , there a re recent ind ications that d raft  technica l 

dat a  regu lat ions  und e r  c onsiderat ion for inco rporat ion int o the EAR wou l d  

dramat ic a l ly a lter t h i s  s i tuat i on b y  remov ing t he genera l lic ens ing exempt 1on 

grante d  t o  "sc ient i fi c  and educ at ion dat a . "  They woul d  req uire a va l idated 

l icense for the export o f  v i rtua l ly a l l  "c r i t ic a l  t echnic a l  data . " S ince the 

de f init ion o f  "expo rt " inc lude s such thing s  a s  present at ion o f  papers  a t  

sympos i a  where f ore igne rs a re present , the hiring o f  a f oreign researc he r ,  anu 

so on , the proposed ru les seem to have the potent ia l to have a s ign i f ic an t 

e f fec t on t he U S  s c ient i f ic enterp r i se .  

The Adminis trat ion ha s a l s o  stepped up it s expo rt cont ro l  enforcement 

e f fort s , pr inc ipa l ly through t wo channe l s : ( 1 )  "Operat ion Ex odus " -- an 

e ffo r t  b y  th e Cus toms Service underway s ince lat e i n  1 9 8 1  t o  spot check h i gh 

t echno l ogy goods be ing read ied for shipment , which has resulted in t he 

detainmen t and s e i zure o f  some 2 ,300 forei gn-bound shipment s worth approx i

mate ly $14 9 m i l l i on and eventua l ind ic tment s in 2 2 1  c ase s ( a l though only 2 8  

invo lved s o-c a l led  "dua l us e"  t echno logy ) ;  and (2 )  creat ion o f  a new pos t 

w i th in the Commerc e De partment , known a s  the Off ice o f  the De puty As s is tant 

Secreta ry for Export Enforcement ,  wh ich was re spons ib l e  in  f i sca l  1983 for the 

refe rra l o f  3 7  d ua l-use t echnol ogy export c ases  to t he Ju s t ic e  De partment f or 

prosecut ion .  Th i s  two-track ap proach ref lec t s  unc ertainty between th e Cus t oms 

Service o f  the Trea sury Department and the Export Adminis t ration o f  t he 

Commerc e Department over which agency has lead responsib i l ity for export 

enforc ement . 

The o ther p rinc ipa l  export c ontro l mechanism i s  t he Arms Ex port Cont rol 

Act and the a t t endant Internat iona l Traffic  in Arms Regulat ions ( ITAR) . 

Revis ions o f  the I TAR ,  which has been pend ing for more t han two years , s till 

have not been c omp leted , a l though a lega l draft of the revised regu lat ions ia 

now s a id t o  exis t .  A l ike ly t a rget period for re lease o f  a new ITAR i s  
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mi d-1984 .  The ITAR is administered on the bas i s  o f  the Munit ions Contro l  

Li s t , ma inta ined b y  the Defense Department , which has been augmented i n  the 

pas t year by the add i t ion of mos t aspec t s  o f  the DoD VHSIC program . Howeve r ,  

there appear t o  have b een no ins tanc es i n  which the ITAR bas been appl ied t o  

wri t ten o r  ora l sc ient i f ic communicat ion s inc e the re leas e o f  the Corson 

report .  

3 .  Visa  and Exchange Re s t r ic t ions - When the ques t i on f irs t arose o f  

us ing visas t o  res t r ic t or  deny acces s t o  the U S  o n  the basis o f  concern abou t 

t echnol ogy t ransfer , there was sub s tant ia l uncert a inty wi thin the Department 

o f Stat e  ( DoS ) as to the prope r inte rpretat ion o f  the re levant law , the 

Immigrat ion and Na t iona l ity Ac t . There i s  a recogn i t ion within the DoS that 

the visa proces s i s  genera l l y  a c lumsy mechanism for control ling techno logical  

loss  and that  better  risk asses sment informat ion i s  requ i red from US embas s ies . 

In May 1983 , after  an inter-agency review , UnderSecretary o f  State Wi l l iam 

Schne ider a rt icul ated a new v i sa pol icy for hand l ing c ases  o f  ind ividua l s  

suspec ted o f  techno logy acquis it ion . Schne ider e s sent ia l ly reaf f i rmed that 

the exis t ing visa  l aw c an and shou ld be used to  l imit  the l o s s  o f  infor

mat ion in areas o f  sc ience and techno l ogy regu lated by : ( a )  the Atomic Ene rgy 

Ac t ,  ( b )  the Arms Export Contr o l  Ac t ,  ( c )  the Export Administ rat ion Ac t ,  o r  

(d ) by Execut ive author ity  ( i . e . , c la s s i f icat ion) . Moreove r ,  h e  ind icated 

that ac t ion may now be t aken on a v i s a  s o le ly on the bas i s  o f  the potent ia l 

for techno log ic a l  los s .  Depend ing on the nature o f  the risk ident i f ied , an 

ind ividua l appl icant may b e : ( 1 )  denied a v i sa , (2 ) o f fered a c ond i t iona l 

visa , or  ( 3 ) g iven an uncond it iona l visa . In cases  o f  c ond i t iona l visas , the 

re s t r i c tions may b e  imposed e i ther by the re levant c ount ry desk or by t he 

Immi grat ion Serv ic e  of the Department o f  Jus t ic e  - out s ide o f  the visa  proces s 

- a s  a c ond i t ion o f  entry . 

The pr inc ipa l c onc ern i s  w i th c ommerc ia l trade v i s i t s , wi th on ly a 

seconda ry focus on those  invo lved in academic research . Aga in , depend ing on 

the asses sment of the r i sk involved , a s ponsor may be  asked to modi fy a 

vis itor ' s  program or  a l ternative ly , the visit o r ' s  freedom t o  trave l may be  

res tr i c ted .  Because the  Visa Bureau of t he DoS s t i l l  does  not t rack 

t echnology t ransfer cases  per se , it is not pos sible  to provide accura t e  

numbers o f  sc ient i f ic v i s it  reque s t s  approved , denied or  made cond i t iona l .  
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Howeve r ,  the dat a in Tab l e  2 provide an ind icat ion o f  the trend in OOMEX 

recommendat ions b etween 1 9 81 - 1 983.  Th i s per i od may be s omewhat anoma lous , due 

t o  r i s ing tens ion� wi th the Sovie t  Union and Eas t Europe ove r Po land and other 

mat ters , but the data revea l :  ( a )  an ove ra l l  dec l ine in t he t o t a l  number o f  

c ases  rev iewed , ( b )  a a l ight dec l ine i n  the pe rcentage o f  c a se s  i n  wh ich 

s ign i f icant c oncern was expre s sed , (c ) a a l ight ( but errat ic ) dec l ine in t he 

percentage o f  case s rec ommended for visa  denia l , ( d ) a a l i gh t  (but  errat ic) 

increase in  the perc entage of c ases recommended for program mod i f icat ion , and 

(e ) a a l i gh t  (but errat ic ) dec l in� in the pe rcentage o f  cases rec ommended for 

outr i ght approva l .  Wh i le it mus t  be emphas ized that COMEX recommendat ions are 

not necessari ly adhered t o  by the DoS in a l l  cases , they d o  prevai l  in  the 

majori ty . Tab le 3 a lso  provides informat ion on the number o f  Sovie t s  and Ea s t  

Europeans rejec ted by the NAS , and visa  versa , for exchange v is i t s  during the 

period from 1 9 79-1 9 8 3 .  As may be observed , the numbers are too sma l l  and 

errat ic t o  be o f  any rea l s ign i f icance . 

One o ther intere s t ing a spec t o f  the v isa and sc ient i f ic exchange matter  

invo lve s  the  Peoples  Repub l ic of  China ( PRC ) . The COMEX data revea l that 

be tween 1 1% and 2 5% of the c ases from 1 981-1 983 in which s ignif icant c oncern 

about techno logy loss  was ex pre s sed by the c ommi t tee invo lved Chine s e  student s 

or sc ient is t s .  But , bec ause v isa and export c ont ro l pol ic ies towards t he PkC 

have been l ibera l ized sub s t ant ia l ly , none o f  the COMEX recommendat ions for  

v i sa d en ia l s  i nvo lved the Ch inese . The programs o f  s ome v i s i t ing Ch inese  

were , however ,  recommended for  mod i f icat ion . As one Stat e Department o ff ic ial 

put i t :  "The v isa process  for  Ch inese  -- e s pec ia l ly for graduate s tudent s 

i s  ve ry c omp l icated and tend s  t o  overwhe lm the sy stem .  The Ch ine se do  not 

unders tand o r  accept d e lays , and i t  is d oub t ful  whethe r  they themse lve s 

ac tua l l y  know the areas in which the i r  v i s i t s  are proscribed . "  

4 . Contrac t Co ntro l s  - One o f  the maj or recommendat ions o f  the Co rson 

Pane l  was that , where contro l s  on unc las s i f ied sc ient i f ic informat ion are 

warranted , they c an bea t be  accomp l i shed by means of � pr iori c ontrac t 

cons t ra int s . Th is mechani sm has been examined i n  the work o f  the DoD Steerin& 

Commit tee on Na t ional Securi ty and Techno l ogy Transfer ,  and t he resu l t  has 

been the eme rgenc e of a new po l icy  on "internat iona l t ransfers of techno logy , 

goods , services and mun i t ions" ( DoD D i rect ive 2040 . 2 ,  superc ed ing the 

s o-cal led  2040 . XX  memorandum) which art icu lates a numbe r o f  new mechanisms for 
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estab lishing standard de f in itions o f  what i s  mi l itarily  s ensit ive and for 

reso lving appea ls o f  c ontract ual ly imposed rest r ic t ions . The D i rec t ive 

estab l iehe s the  Pane l on Internat iona l  Techno logy Transfer to be chaired by 

Richard Pe r l e , Aesistant Secre tary o f  De fenee for Interna t ional Secur ity 

Po l icy , as the highest leve l appea l  mechanism for reso lving d i f ferences  wi thin 

the DoD on t echno logy t ransfer pol icy , and i t  c reates  two subpane l s : ( l) 

Export Contro l  Po l icy - a f irst leve l s t ruc ture , cha i red by Stephen Brye n ,  

Deputy Assis tant Secre tary o f  De fense for Interna t iona l Secur i ty Po l icy for  

deve loping coord inated DoD posit ions on  export c ontro l po licy mat ters , and (2) 

Re search and Deve lopment - a f irs t leve l struc ture , chai red by Dr .  Ed i t h  

Ma rt in , Deputy Unde rSe c reta ry o f  Defense f o r  Resea rch and Advanced Techno logy , 

for re so lving d i f ferenc e s  on technic a l  s tandard s , d efinitions , and t he 

d isseminat ion and exchange o f  technic a l  informat ion , inc lud ing appeals o f  

"t echno logy t rans fer research  c asee . "  

W i th regard t o  s ens it ive research undert aken spec i f ica l ly i n  academic 

s e t t ings , the DoD Steering Commi t t ee has made a number of add it iona l 

recommendations. Firs t i t  has c lari f ied pol icy on review o f  researc h  papers 

produced by DoD con trac tors , d i s t ingui shed by budge t category (i . e . , 6 . 1 ,  6 . 2 ,  

or 6 . 3) and by "s ens it ive" vs . "non-s ens i t ive" ( i . e . , a d is t inc t i on drawn 

ac cord ing t o  the de finit ion c onta ined in the pre face t o  the MCTL [s imi lar i n  

mos t  re spec ts t o  t h e  d e f init ions c onta ined in t h e  Bucy Report o f  the Defens e  

Sc ienc e Board]) . These po l ic ies are set  forth in t he ma t r ix be low .  I t  should  

be  noted that the  point of  these pol ic ies  i s  to  g ive the  researcher wri t ten 

no t ic e  of paper review procedures be fore he or she s igns a DoD c ontrac t . 

6 . 1 Budget Item 
( Ba sic Research ) 

6 . 2 and 6 . 3 Budge t 
It ems (Non-Ba s ic 
Resea rch) 

Non-Sensit ive Research 

S imu l t aneous submitta l 
t o  c ontrac t o f f icer  
and to pub l i she r .  DOD 
has no right to require 
changes or  to restr ic t  
pub l icat ion. 

Same ru les as  for 6 . 1 

Sens i t ive Re searc h 

Manuscript  mus t  be 
s ubmi t ted to c ontrac t 
o f f ic e r  60 day s prior to  
submit t a l  t o  pub lisher .  
Re searcher reta ins opt ion 
of whe ther o r  not to  
pub l i s h .  

Submit manuecrip t s  t o  
c ontrac t off icer  90 days  
pr io r  t o  submit t a l  t o  
pub l ishe r .  DoD reta ins 
righ t  t o  reguire changes 
be fore a l lowing pub l i
cat ion or t o  b lock 
pub l icat ion ou tright . 
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Two aspec ts o f  the ma t rix mer i t  spec ia l at tent ion : (1)  the 60-day pr ior 

review requirement on s ens i t ive 6 . 1  research i s  more re s t r i c t ive than 

recommended by th � Corson Pane l , wh ich cal led for s imu l t aneous review by the 

pub l ishers and DoD , and (2 ) the 90-day pr ior review and r ight to require 

change s i n  sens i t ive 6 . 2  researc h  are a lso far more res t r ic t ive than the 

Corson Pane l , which d id not d is t inguish between 6 . 1 and 6 . 2 research  i n  i ts 

recommendat ion s .  

Second , the DoD S teering Commit tee has recommended t he permanent implemen

tat ion o f  a series o f  six "d isseminat ion c on t ro l" stamps , a l ready ap proved on 

an interim b a s i s  by Secretary o f  De fense Ca spar We inberger , that will  clarify 

the standards used in dete rmining the extent o f  c i rculat ion o f  unc la s s i f ied  

documents produc ed th rough De fense  c ontrac ts (or  a t  g ove rnment l aboratories ) 

and he l d  by the Defens e Techn ica l Informat ion Cente r  ( DTIC)  and o f  o the r 

s econdary d is t r ibut ion fac i l i t ies.  The range o f  mark ings a re reported l y a s  

fol l ows: ( 1 ) re lease only on ap prova l o f  orig inato r ,  ( 2 ) re lease  within  DoD 

only ,  (3) r e lease t o  DoD a nd DoD c ontrac tors (who mus t  app ly for f ormal 

ap prova l )  only , ( 4) re leas e t o  u . s .  Government only , (5 )  re lease t o  u . s. 

Government and DoD c ontrac tors only ,  and ( 6 )  r e le ase t o  t he general  pub l ic . 

It i s  a rgue d tha t these  new d ist inc t ions wi l l  c i rcumven t  export  l ic ens ing 

requirement s  and s hou ld a c tual ly r esu l t  in b roader d ocument d issemination t han 

a t  present . On the othe r hand ,  i f  a c onse rvat ive approach i s  adopted towards 

the c ategorizat ion o f  documents,  further c ons t r i c t ion o f  i nformat ion avai l a

b i l i t y  could  re sul t . Fina l ly , i t  is useful  t o  not e  tha t COMEX is current ly  

upd a t ing an ex ist ing DTIC d ata base ,  repo r t ed now t o  be about 60 p ercent 

c omp l e ted , tha t  wi l l  make it pos s ib l e  to determine quickly the numbe r and type 

o f  DoD c ontrac ts i n  force on a g iven universi ty c ampus and t he i r  l eve l o f  

c lass i f icat ion o r  restric tion and t o  make researchers  aware o f  each othe r ' s  

work .  

5 .  Vo luntary Pre-pub l icat ion Review - W ith regard to t he agreement for 

volunt ary submit t a l  of papers for simu l taneous review by the Nat iona l Security 

Agency and professiona l j ourna ls,  de ve loped by t he Pub l ic Cryptography S tudy 

Group of t he American Counc i l  on Educ a t ion and the NSA, i t  appears tha t the 

mechanism is working in a manner that is reasonab ly sa t isfac tory to a l l  

part ies . The NSA reports that 1 7 5  pape rs have been submit ted for rev iew s ince 
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complet ion of the agreement . Of thi s tota l , 9 paper• have been cha l lenged , 6 

have been mod ified and 3 w i thdrawn . Pur suant t o  the agreement ,  a 6 member 

appeal s  commi t tee ha s b een es tab l ished , cons i s t ing o f  4 academic researchers 

and 2 f ormer NSA o ffic ia ls .  To date , there have been no appea l s  o f  t he NSA 

review dec i s ion s . 

6 .  Impl ement at ion o f  "Grey Area" Cr i ter ia - Pe rhaps t he major recommenda

t ion o f  the Corson Pane l c oncerned the need to buil d  "ta l l  fence s" around 

narrowly c ircumscribed t echno logies that c ou ld be ident i f ied as meet ing t he 

four princ ipa l  c r iteria  set  fo rth in the report . Pending the pub l ic re l ea s e  

o f  the inter-agency NSSD exerc ise , c oord inated by t he OSTP , i t  i s  impos s ib l e  

t o  determine w i t h  certainty the extent t o  which theee rec ommendat ions have 

been adopted a s  o ffic ial  pol icy . However , t here a re i ndicat ions that  t he 

government i s  moving t owa rd the adopt ion o f  a more res t r i c t ive approach than 

was re commended by the Co rson report . W i tnes s  the f o l lowing fac tors : ll ) 

there has been l i t t l e  or no progre s s  in s treaml ining the MCTL , ( 2 ) a new 

unc l as s i f ied M i l i tari ly-S ign i f icant Emerg ing Te chno l ogies  Awareness  Li s t  

( METAL ) i s  be ing created which  wi l l  ident ify " front i e r  te chno logie s "  jus t 

appearing on the hori zon but not yet embod ied , (3 ) de f ini t ions e s ta b l ished by 

th e Subc ommittee  on the Mon i t or ing of Eme rging Techno log ie s  o f  the DoD 

S t eering Commit tee on Na t iona l Secur i ty and Techno l ogy Tr ansfer for i dent i fy

ing mi l i tar i l y  s igni f ican t  eme rging techno log i e s  are more comprehens ive than 

the Co rson Pane l c r i teria (s ee below) , and (4 ) c ont inu ing e f fort s are unde rway 

with i n  CoCom t o  ident i fy add i t iona l technol ogies  tha t  may no t be exported t o  

Wa rsaw Pa c t  c ountr ies . 

Th e  DoD Subcommit t ee on Monitor ing o f  Emerg ing Technologies has made the 

fo l lowing recommendat ions for de f ining m i l itar i l y-s ign i f ic ant eme rg ing 

t echno l og ie s : 

"M i l i tari ly S iani f icant Emeraina Te chno lo&Y i s  an emeraina t echnology lnot 
the ear l y  ' f irs t proo f of princ iple ' experiment in  the Sc ient i f ic and 
Te chn ical  Knowledge Stage) , which is erc e ived to have s i  nif1cant 
mi l itary impac t [emphas i e  or1g ina l wh1ch 11 genera l ly unders tood t o  mean 
tha t potent i a l  m i l i tary u see have b een i dent i f ied and t he s ubj ec t tech
nology meet e one ( 1 ) or  more o f  thee e threat aeses ement fac tore : techno l
ogy is not poeses sed or ava i lable to the Soviet b loc ; i f  poesessed , t he 
sub j ec t techno logy and e tate o f  the art lage Wee t (U . S . ) ;  techno logy 
provide• advantage in performance , re l iab i l i ty ,  maintenance or cos t; a nd 
techno logy re late s t o  spec i f ic known de f ic ienc iee  in Bloc capabi l i t ie s ) . "  
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The Subcommi t tee went on t o rec ommend that , with c e rtain  except ions , the 

"re gion of emerg ence b e  d r awn at t he 6 . 1 / 6 . 2 [ budget c a tegories ] Program 

Element Line . Sinc e 6 . 2 , exp loratory deve lopment , i s  usua l ly the catego ry 

where s c ience i s  t rans i t ioned into M i l it a r i ly S i gnificant Emerg ing Te chno lo

g ie s , the subcommit tee  recommend s tha t al l 6 . 2  cont rac t s  and work un i t s  b e  

screened o n  a c ase-by-c ase bas is . "  C l ear ly , this  approach i s  f ar more c ompre

hens ive than tha t  envis ioned by the Corson Pane l .  Thi s is demons t rated 

part icu larly by two fact s :  f ir s t , t hat the Subcommit t ee u rged the c reat ion of  

a new pre l imina ry s c reening l i s t ,  the  METAL , t o  which a t echno logy might b e  

ass i gned pr i or t o  i ts movement t o  the 6 . 2 o r  6 . 3  c a tegory ; s econd , that t he 

"threa t assessmen t fac tor s "  used in s e lec t ing techno logies for the METAL a re 

far more restr i c t ive then the Co rson "grey a rea" c r i te r i a .  B y  DoD ' s 

es t imat ion , i t  would  take three or four years be fore techno log ie s l is ted on 

the METAL ( n eve r more than 7 - 10 at any given t ime ) would c ome to be 

contro l led under the MCTL , but the ent ire proc e s s  would  b e  far more l ike ly to 

inc lude add i t ional marg ina l t echnolog ies  than to  rule t hem out . 

C . Mutua l Acc ommodat ion Between the Government and the Sc ient i f ic Communi ty 

It  became c lear during the Corson Pane l inve s t iga t ion t hat a subs tant ia L 

port ion o f  the prob lem be tween the government and sc ient i f ic research communi ty 

s t emmed from a c omb inat ion o f  i gnorance o f  each other ' s mindset  and working 

env ironment and lack o f  channe l s  through wh ich  t o  c ommun icate . Accord ing ly , 

the Pa nel made s eve ral recommenda t i ons to  increase the l evel o f  interac t ion 

and exposure among the var ious int eres t s  both t o  improve genera l awarenes s and 

t o  reso lve s pec i f ic prob lems . Th ese recommendat ions have been imp lementea 

through the c reat ion o f  a var iety of pe rmanent and ad hoc mechanisms . 

1 .  DoD Un ivers ity Fo rum , Working Group on Export Contro ls  - Al ready in 

exi s tenc e prior t o  the creat ion of the Corson Pane l , the DoD-Un ivers ity  Forum 

Working Group ha s c ont inued to b e  the pr inc ipal  v enue th rough wh ich t he 

academic resea rch  commun i t y  cou l d  o ffer input int o the ongoing DoD po l icy 

review on t echno logy t rans fer . The Fo rum i s  c ons t i tuted a t  an extremely  h igh 

l eve l on  both s ide s , yet i t  i s s t i l l  d iff ic u l t  to determine the ac tua l extent 

of its  inf luence and impac t .  Ce rt a in ly t he Working Group has made a va luab le 

c ontribut ion to  the  d e l iberat ions o f  t he DoD Steer ing Commi t tee , and i t  has 

b ee n  kept reasonab ly we l l  informed on the work of t he S teer ing Commi t tee ' s  

subpane l s .  It has been made c lear repeated ly , however ,  tha t  the Steering 
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Commi t tee ' s  recommendat ions are no t subje ct t o  out s ide review or vet o  s inc e 

they c onc ern i nt ernal DoD procedures . De spite t he fac t  t hat t he Fo rum has b een 

g iven an in i t ia l  l ifespan of two years , some have que s t ioned wha t future ro le 

i t  c an ( o r  is  l ike ly  t o) p lay as a s tand ing mechanism for t he exchange o f  

informat ion and idea s . 

2 .  OOHEX ( Commi t tee on Ex changes ) Ac ademic Adv isory Gr oup - The Co rson 

Pane l recommended tha t  the interagency c ommittee res pons ib l e  for issuing 

adv i sory opinio ns t o  the S tate Department on visa approva l , denia l or  

c ond i t iona l ity  for  sc ient i fic vis itors from potent ia l adversa ry countrie s 

would b enefi t  from outs ide academi c input . Acc ord ing ly , COMEX i s  now i n  t he 

proces s o f  es tab l ishing a 15  membe r pane l intende d :  " t o  he lp ( ua }  avo id 

misunders tand ing s , prov ide a f orum where in we c an exp lain t he Governmment ' s  

techno logy transfe r concerns , fos ter discus s ion  lead i ng t o  more effec t ive and 

leas  intrus ive ways  for COHEX t o  do bus ines s ,  help  t hose o f  us  in government 

bett e r  unders tand the ' real i t ie s ' of the univers ity  env ironment s ,  and promo t e  

d isc uss ions among academic and gove rnment expert s  regard ing nat iona l s ecuri ty 

s ignificanc e o f  deve loping area s o f  techno logy . "  To date , 16 o f  the 20 

academic ians i nvi ted t o  part ic ipat e  have accept ed . 

3.  Governmen t-Univers ity- Indus t ry Research  Round t ab l e  - A thi rd permanent 

mechanism ,  recommended by t he Co rson Pane l ,  i s  a r ound tab le  cons t i tuted at t he 

highes t l eve l s  o f  government , indus t ry and academia tha t  ba s rec ently  been 

e s tab l ished in the Ac ademy complex and is chaired by Da le R. Co rson . 

Invitat ions t o  membership on the Roundtab le are s t i l l  being extended , and i t  

i s  hoped that t he f irs t meet ing w i l l  occur i n  Ma rc h 1 9 84 .  Thereafter , t he 

Round tab l e  i s  t o  mee t approximate ly  4-6 t ime s annua l ly . It s spec i f ic agenda 

wi l l  be determined by the chairman in c onsu ltat i on w ith t he mu l t i-faceted 

membership . 

4 .  Ad Hoc Mechanisme and Ac t ivit ies - S ince t h e  re leas e o f  t he Corson 

study , there have bee n a number o f  ad hoc ac t iv i t ie s  to broaden the frame of  

referenc e for d isc uss ion of t he i s sue o f  s c ient i fic c ommunicat ion and nat i ona L 

security . In May 198 3 ,  a sympos ium was convened a t  the annua l meet ing o f  the 

AAAS ,  e nt i t led "How Much Sc ience is  Secre t ? : Na t i onal Security and Sc ient 1 f ic 

Communicat ion" . Among those serving on the pane l t o  d iscus s  the Corson s tudy 

and the general prob lem o f  s c ien t i f ic c ommunicat ion were a number of ind ivid-
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ua l s  who have had c en t ra l role s  in  the debate , inc luding : Stephen Unge r ,  a 

Co lumb ia Un ive r s i ty pro fessor who has wr it ten w ide ly on the t op ic ; Ha rold 

Shap iro , Pres ident of the Univers ity  of Michigan and a member of the Corson 

Pane l ; Da vid W ilson , Co- Ch a ir of the Working Gr oup on Ex port Con t r o l s  o f  t he 

DoD-Univers ity  Forum ; Rosema ry Chal k ,  S ta f f  Director  o f  the AAAS Committee  on 

Sc ient i f ic Fr eedom and Re spons ib i l i ty ; and Lo uis Montu l l i , t hen c hair o f  t he 

NSC working group addre s s ing sc ient i f ic c ommunication . 

Du r ing the Oc tober 6-7 , 1 983 meet ing o f  the NATO S c ienc e  Commit tee , a 

forum d iscuss ion wa s he ld on open commun icat ion in sc ience .  In at tendanc e 

were the s c ienc e  representat ives o f  the NATO c ount ries . No c lear c onsensus 

emerged from the d iscuss ion , but there was genera l agreement on the importanc e 

o f  open c ommunicat ion ,  whi l e  the necess ity o f  c ontrols  i n  some easel was 

acknowledged . Where l ack o f  c onsens us eme rged wae on the subj ec t o f  wha t 

should  b e  c ontro l l ed and how and by whom such c ontrol•  shou ld be impos ed ? 

Fina l ly , there has been cont inu ing med ia at tent ion , and period ic 

Congre s s iona l overs igh t , on the mat ter  of s c ient i fic c ommunication and 

na t iona l security tha t has  served to ra ise  the leve l o f  pub l ic awarene11  o f  

and a t tent ion t o  the prob lem . Among the mos t  recent Congr e s s iona l hear ings t o  

take u p  the sub j ec t  were those conduc ted o n  November  2-3 ,  19 83 b y  the Sub

c ommi t tee on Court s ,  Civil  L ibert ies  and the Admin i s t rat ion of Ju s t ic e  o f t he 

Hous e Jud ic iary Commi t tee , cha ired by Re presentat ive Robert S .  Kaa tenme ie r , 

ent i t l ed :  " 1 9 84 : Civi l Libert ies and the Na t iona l Secur ity S tate . "  Inc ludee1 

among those invited to tes t i fy were : Frank Pres s ,  Pres iden t of the NAS ; c .  

Pe ter McGrath , Pres ident o f  the Un ive r s ity o f  M inne sota ; Ka r l  W i l lenbroc k ,  

Cha irman o f  the IEEE Techno logy Trans fe r  Commi ttee ; and othere . Witnesee s 

were unanimous in the i r  c ondemnat ion o f  re s t rict ions on s c ient i fic  communica

t ion as  an infr ingement o f  c ivi l l ibert ie s .  Throughout the per iod e ince the 

re l ease of the Co rson report , there has a l s o  been a l imi t ed but s teady f low o f  

a rt ic le s in  major  u . s .  newspapers and magaz ine s . Some o f  the more s ign i f icant 

examples  inc lude the  fol lowing : Ros emary Cha lk ,  " Secur i ty and Sc ient i f ic 

C0111DUnicat ion , "Bu l let in of the At omic Sc ient i 1 t 1  ( Augus t / Septembe r 1983 ) ;  

F l oyd Ab rams , "The New E f fort t o  Contro l Informa t i on , " The New York Times 

Magaz ine ( September 2 5 ,  1983 ) ; and Jon Zonderman , "Po l ic ing High-Tech 

Export s" , The New York Times Magaz ine , ( November 2 7 ,  19 83 ) .  
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D .  Improved Dec is ionmakina fo r  Contro l of Sc ient i f i c  Communicat ion 

One other major f ind ing o f  the Co rson Study was the need to  deve lop 

re l iabl e  dat a on which to bas e  a ne t asses sment of the damage t o  u.s .  na t iona l 

s ecuri ty from l os ses occuring through o pen s c ient i f ic c ommunic at ion.  In  1 9 84 ,  

the s ituat ion remains es sent ial ly the same : there i s  s t i l l  no net assessment 

c apab i l i ty . The internal DoD p o l icy review undert aken by  t he S tee r ing 

Commi ttee on Nat iona l Security and Techno logy Trans fe r is int ended t o  he l p  

s t andard ize de finit ions , he igh t en awarene s s  o f  emerging t echnologies , and 

fac i l itat e more uni fo rm  c ontro l dec is ions . Moreove r ,  i t  i s  assumed tha t t he 

NSC p o l icy exerc i se ,  i f  i t  i s  c arr ied t hrough t o  c omp le t ion , presuma b ly w i l l  

encourage o ther agenc ie s t o  d o  the same . But the fac t rema ins that  maj or 

changes  in  U . S .  t echno logy t rans fer po l icy a re be ing c ons idered and dec ided on 

the  bas i s  o f  incomp let e - and pos s ib l y  erroneou s - info rma t ion on the  exten t  

and s er i ousne s s  o f  the l os s  o f  s c ient i f ic and techno log ical i nformat i on . 

V I . Conc lus ion s 

A. Th e  g overnment h as not found it poss i b l e  t o  a c t  in a manner 

compa t ib l e  wi th the maj o r  Corson Report pr inc ip le� . In part icula r , 

a l thouah t he government has apparent ly accepted t he Report ' s  

c onc lus ion tha t  the bes t form o f  c ontro l  i s  the research-fund ing 

c ontrac t ,  b ot h  the s tr inaency and the subs tant ive reach o f  

re s tr ic t ions now proposed or in force  ao cons iderab ly beyond wha t 

was recommended in the report . Moreover , i f  recent report s  are 

accura t e  reaard ina the draft  technic a l  dat a  reau l a t ions under 

c ons iderat ion for incorpora t i on into t he EAR, it would appear t o  

mean that , contrary t o  the f indinas and rec ommenda t ions of the 

Corson Pane l ,  t he EAR c ould s upplant DoD-imposed c ont rac tua l 

res t r ic t ions as  the pr inc ipa l ( and moa t  res t r ic t ive ) mode of  contro l . 

The nature o f  the c ontrac t res tri c t ions s p e l led out by t he DoD i s  

subs �ant ial l y  more res tric t ive than the Corson Pane l recommendat ions . W i t h  

re spec t t o  DoD b udge t c a tegory 6 . 2 ( appl ied ) research t aking p lace in 

univers i t ie s , for example , the Corson report suggest s  a s  a maximum res t r ic t ion 

the c oncurrent s ubmis s ion of researc h  papers to the DoD c ont ract o f f icer  l for 
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c omment only ) and t o  th e prospec t ive pub l ishe r .  In c on t ras t , new OoD po l icy 

requ ires that the researchers rece ive an a f f i rmat ive c learance before 

submi t t ing papers - fo r  pub l ica t io n .  DoD res t r i c t ions for  6 . 1 ( bas ic ) research 

a re a l so somewhat more s tr ingent than those the Co rson Pa ne l recommended . 

Furthermore , the Corson Repo rt contemp lates that such res t r ic t ions be 

appl ied o nly t o  a few s pec i f ic grey a reas o f  research ( perhaps no more t han 

f ive )  def ined by the four exp l ic i t  c r i teria . Wh i l e  the range o f  appl icat ion 

under DoD pol icy is s t i l l  unc lear , the re is at present no ind icat ion tha t  it 

wi l l  be  pos s ib l e  to res tr ic t  i t s  scope as a ma t ter  of pr inc iple . DoD reports 

that  it found the four Corson c r i teria imprac t icab le ,  and there has been no 

pub l ic c ommitment by the government t o  the idea o f  ra i s ing "tal l fences  around 

narrow a reas" for the MCTL, the METAL , o r  the CoCom l is t s . 

B .  The c ont inuing lack of  e f fec t ive government -w ide coord ina t ion ra ises 

import ant r i sks , i nc lud ing : 

• d i spa rate agency po l ic ies  that  do  not  adegua te ly balance 

nat iona l goa l s  

• was te ful a l locat ion o f  na t iona l resourc es  among programs o f  

varying e f fec t ivene s s  

• c onfus ion and s kept ic i sm in t he research c ommunity . 

A centra l find ing o f  the Corson Pane l was that nat iona l po l ic ies  for  

c ontro l l ing unwanted t echno logy t r ans fer t ouch d i rec t ly on s evera l compet 1ng 

nat iona l goa l s : nat iona l securi ty , economic compe t i t ivenes s , dome s t ic scien

t i fic and t echnological  produc t ivity , and freedom of  expres s ion are among 

th em .  It  fol lows tha t na t iona l po l icy should  be s e t  according t o a process 

that p ermi t s these obj ec t ives t o  b e  balanced carefu l ly .  I t  was a t  f ir s t  hoped 
tha t the NSC review would be  such a proces s -- and tha t it would be ab l e  to 

c ap ital ize on the b road c onsensus reached in the Corson Report .  
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Given the succes s ive de laye in the NSC review ,  po l icy ini t ia t ive has 

natura l ly revert ed back to the ind ividua l agenc iee (moa t notably t he 

Department o f  Defenee) , whoee miee ione typica l ly re flec t only one among the 

aany relevant nat iona l obj ec t ivee . Once put into p lace , t heee uncoord inated 

ini t iat ive• may b e  d i ff icul t to adj ue t . 

The government ' s l ack o f  c ent ra l c oo rd inat ion a leo repreeente a mis sed 

opportunity t o  e e t  reaeonab le priori t iee  among the many o f f icee ( OSTP counted 

44 o f  them) reepone ible for address ing the many part e  o f  t he t echno logy 

t ranefer prob lem. 

There i s  a danger that the lack o f  e f fec t ive government-wide c oord ina t ion 

(and , more spec i f ica l ly , the fa i lure to acknowledge or addreee the ma in 

recom.endat ione o f  the Co r eon Report ) w i l l  unde rmine the perceived l egit imacy 

of gove rnmen t  programe among the research com.unity . 

c .  There i.e l it t le prosre11 t oward an improved obj ec t ive undere tand iy 

o f  the techno losx leakase prob lem and the e f fec t s  o f  contro l 

meaeure s . 

Our review revea led a lmoet no improvement in (and l it t le consc iousnes e  o f )  

the e tate o f  knowledge abou t the ac tua l e f fec t ivenee e o r  adverse e ffec t s  o f  

c ontro l e .  Na t iona l p o l ic ies neces sari ly rest o n  as sumpt ion• about t he 

re l at ive importanc e o f  var ioue leakage channe l e , about the capac ity o f  c on t ro l  

meaeure s  actua l ly t o  inhibit  the Soviet c o l lec t ion e f fort , and abou t the 

extent to which control e on interna t iona l dissemina t ion impede dome s t ic 

ec ient i f ic progreee . If t heee aeeumpt ione are in error , t here c ould be l arge 

coat e  t o  the nat ion . Howeve r ,  there appear• t o  be no conc e rted effort t o  

examine the. empirica l ly .  

D . For moat  a apec ta o f  the techno losx trans fer prob lem, we eeem to have 

moved from a period o f pub l ic controveray t o  a more aubdued period 

of pol icy deve lopaent and implementat ion. However ,  c ont inuins 

inc ident • resardins internat iona l sc ient ific  conference• remain a 

a ourc e o f  current acrimony . 

I 

,_ .  
I 

t-
1 

I. 
,� 
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The year s 19 8 1  and 1982 were marke d by severa l we l l -pub l ic ized contretemp s . 

Th e se inc luded c ontrovers ies over part icul ar s c ient i fic exchange v is itors , 

mi l itary resea rch res tric t ions , the ob l igat ions o f  c ryptography resea rcher s ,  

and h igh rh e toric i n  pub l ic s tatement s .  S ince l ate 1 9 82 , the overa l l  rate o f  

such inc ident s appears t o  have dec l ined . Mos t  o f  the recent inc ident s  have 

invo lved d i ff icu l t ies wi th int ernat iona l s c ient i f ic meet ing s .  Th i s  moce o f  

sc ient i f i c  communicat ion may now requ ire spec ia l at tent io n .  

I t  i s  poss ib le that , once there i s  a b roader unders tand ing w i th in t he 

sc ient i f i c  community o f  the recent change s i n  DoD contrac t po l ic ies and the 

dra f t  changes under c ons idera t ion regard ing the EAR, t he p reva i l ing c a lm o f  

the present c l imate ma y  we l l  b e  a l tered . 

E .  There is l it t le doubt that one useful  deve lo2ment s ince the Co rson 

Pane l wa s e s t ab l i shed ha s  b een an enhanc ed ab i l itl t o  d i s t inguish 

be tween the aenera l 2rob lem o f  unwanted t echno lo&l t rans fer f r om a l l  

sourc e s  and tho s e  as2ec t s  tha t 2ertain t o  the o2en communicat ion 

sc ient i f ic informat ion. De s2i t e  t he 2os s ib i l itl o f  inc reased 

t a raet ina in the future , unc lass i f ied sc ient i f ic c ommun icat ion 

c ont inue s at pre sent t o  be a sma l l  2art o f the overa l l  2rob lem .  

o f  
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TABLE 1 

Dis t r ibut ion Res tr ic t ions on DoD . DoE . & NASA kepo rt s  
by Sourc e and by F i e ld . FY 19 79 - 1 9 &3 

DoD Lab s Un ivers i t ie s  Indus t r:l Non-Pro f i t  

Number o f  Report s 61 , 694 2 3 , 1 19 32 , 806 5 , 609 
Pe rcen t Clas s i f ied* 12  1 . 3 2 1 1 7  
Pe rc ent Limited 44 3 . 5 3 5  1 5  
Percen t Pub l i c 44 9 5 . 2  44 68 

Tot a l  

1 2 3 , 3 28 
1 3  
3 3  
54 

The twenty-two maj or subj ec t f ie ld s , l is ted in o rder o f  percent w i thhe ld 
from aut oma t ic pub l ic re lease , are : 

Fi e ld ( Number o f  Report s )  % C l as s i f ied 

Mi s s i l e  Techno logy ( 2 , 524)  5 7  
Ord nanc e ( 6 , 740) 3 2  
Mi l i tary Sc ienc es ( 8 , 09 9 )  3 8  
Naviga t ion , Communica t ion , De tec-

t ion & Count ermeasures ( 1 3 , 4 90)  40 
Aeronaut ic s  ( 5 , 08 2 )  1 3  
Propu ls ion & Fue l s  ( 3 , 2 52) 14 
Spac e Technology ( 90 5 )  1 7  
Nuc lear S c ience & Te chno logy ( 1 , 2 59)  24  
Energy Convers ion 

( non-propu l s ive) ( 1 , 0 55 ) 3 
Elec t ronic s & E lec trica l 

Eng ineering ( 1 2 , 4 24) 3 
Mat eria l s  ( 5 , 64 3 )  1 
Me thod s & Eq uipment ( 2 , 288) 3 
Agr icu l ture (82 ) 1 
Mechanica l ,  Civ i l , Indus trial  

& Ma rine Eng ineering ( 9 , 2 84) 5 
Biolog ica l & Med ica l  Sc ienc es ( 10 , 09 3 ) 1 
Phy s ic s  ( 1 2 , 81 2 )  6 
Behaviora l & Soc ia l  Sc iencea  ( 1 0 , 529 )  2 
Earth S c iences  & Oc eanography ( 4 , 6 71 )  1 
Atmo s pheric Sc ience s ( 3 , 0 7 8 )  1 
Chemis try (4 , 042) 
As tronomy & As t rophy s ic s ( 584 ) 
Ma thema t ical  S c ienc e s  ( 5 , 2 92 ) 

% Limited % Pu b l ic 

3 2  1 1  
4 7  2 1  
3 3  2 9  

2 8  3 2  
5 3  34 
48 3 8  
44 39 
34 42 

54 43 

50  4 7  
4 6  53 
42 55  
44  55  

35  60 
3 2  6 7  
2 5  6 9  
20 7 8  
2 1  7 8  
1 6  83 
14 86 
13 87 
5 9 5  

*Genera ted a t  "reaearc h  i ns t i tutes"  a ssoc iated w ith the un ivers i t ies 

Sourc e : Report o f  the Subcom.it tee on Pub l ic a t ions , DoD Steering Commi t t ee 
on Na t iona l Se cur i ty and Techno l ogy Trana fer , November 9 , 1 9 83 , p p .  
23-24 . 
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C l ass i fie d  
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Pub l ic 
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TABLE la 

Univers i ty-Generated Report s - Numbe r  o f  Document s ( % )  

F Y  19 78 - 1 983  

DoD 

302 ( 1 . 3% ) 
823  ( 3 , 5% )  

2 1 , 9 94 ( 9 5 . 2% )  

NASA 

1 5 6  ( l . O% )  
1 , 3 1 8  ( 8 . 8% )  

1 3 , 568 ( 90 . 2% ) 

DOE 

NA 
NA 
NA 

Sourc e : Report o f  the Subc ommittee on Pub l icat ions , DoD S teering Commi t tee on 
Na t iona l Securi ty and Te chno logy Trans fe r ,  November 9 ,  1 983 , p p .  
23-24 . 
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TABLE 2 

OOMEX Ind ividua l Program Recommendat i ons 

1 9 81 - 1 9 83 

ill.!. .!ill 
Number o f  Fina l Ac t ions 3 7 2  148 

Ca ses o f  S ign i ficant Concern 1 7 2  l 4 6% ) * 6 6  (44% ) 

PRC case s o f  S i gn i f ican t Concern 9 6  ( 2 5% )  1 6  ( l l% )  

Cas e s  Recommended for De nial ( n o  PRC ) 5 5  ( 1 8% ) 35 ( 24% ) 

Programs Recommended for Approva l  
w i th Mod i ficat ion ( i nc ludes PRC ) 225 ( 60% ) 5 1  ( 3 9% )  

Programs Rec ommended fo r Approva l 9 2 ( 2 5% )  5 6 ( 3 8% )  

Sourc e :  Ba sed on data prov ided by the Commit tee on Exchanges , 
Techno logy Trans fe r Inte l l igenc e Commi tt ee 

1983 

194 

81  l 4 l % )  

3 9  ( 2 0% )  

28 ( 14% ) 

1 3 3  ( 69% ) 

3 3  l 2 2% )  

* Al l numbe rs in parentheses a re perc entages c a lcu lated o n  t he basis  o f  tota l 
f ina l ac t ions for tha t yea r .  

C o p y r i g h t  ©  N a t i o n a l  A c a d e m y  o f  S c i e n c e s .  A l l  r i g h t s  r e s e r v e d .

S c i e n t i f i c  C o m m u n i c a t i o n  a n d  N a t i o n a l  S e c u r i t y :   T h e  I s s u e s  i n  1 9 8 4
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TABLE 3 

Propoaed Soviet , Eas t European and Ame r ic an Sc ient i f ic 
V i s itors  Re j ec ted , 1 9 79- 1 9 83 

Fore igners  to  U . S .  .!ill. .illQ 1 9 8 1  .!ill. 

Soviet s 0 4 4 4 

Eas t Europeans - Tota l 1 4 1 0  4 

- Bu lgaria 0 0 1 1 
- Czechos lovakia  0 2 3 1 
- Hungary 0 1 0 0 
- Po land 0 0 1 0 
- Romania 0 0 0 0 
- Yugos lavia 0 1 0 0 
- GDR 1 0 5 2 

Amer ican s  t o  the USSR 0 2 0 5 

Americans t o  E a s t  Euro2e -
To t a l  6 1 2 3 

- Bu lgaria 0 0 0 1 
- Cz ech o s l avk ia 3 0 1 0 
- Hunga ry 0 0 0 0 
- Po land 0 0 0 0 

- Roman ia 0 0 0 0 
- Yugos lavia 0 0 0 0 
- GDR 3 1 1 2 

Sourc e :  Advis ory Commi t tee on t he USSR and Eas t Europe , O f f ic e  o f 
Int erna t iona l Affa i r s , NAS /NRC .  
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