
FR
O

M
 T

H
E 

A
R
CH

IV
ES

Find Similar Titles More Information

Visit the National Academies Press online and register for...

Distribution, posting, or copying of this PDF is strictly prohibited without written permission of the National 
Academies Press.  Unless otherwise indicated, all materials in this PDF are copyrighted by the National Academy 
of Sciences. 

To request permission to reprint or otherwise distribute portions of this
publication contact our Customer Service Department at  800-624-6242.

Copyright © National Academy of Sciences. All rights reserved.

Instant access to free PDF downloads of titles from the

10% off print titles

Custom notification of new releases in your field of interest

Special offers and discounts

NATIONAL ACADEMY OF SCIENCES

NATIONAL ACADEMY OF ENGINEERING

INSTITUTE OF MEDICINE

NATIONAL RESEARCH COUNCIL

This PDF is available from The National Academies Press at http://www.nap.edu/catalog.php?record_id=19253

Pages
93

Size
8.5 x 10

ISBN
030932193X

The Policy Planning Environment for National 
Security Telecommunications:  Final Report to the 
National Communications System (1986) 

Committee on National Security Telecommunications 
Policy Planning Environment; Board on 
Telecommunications-Computer Applications; 
Commission on Engineering and Technical Systems; 
National Research Council 

http://www.nap.edu/catalog.php?record_id=19253
http://www.nap.edu/related.php?record_id=19253
http://www.nap.edu/catalog.php?record_id=19253
http://www.nas.edu/
http://www.nae.edu/
http://www.iom.edu/
http://www.iom.edu/


REFERENCE COPY 
FOR LIBRARY USE ON'LY 

The policy Planning Environment 
for National Security 
Telecommunications 

Final Report to the National Communications System 

hy the Committee on National Security 
Telecommunications Policy Planning Environment 

Board on Telecommunications-Computer Applications 
Commission on Engineering and Technical Systems 
National Research Council { tl· 5.). 
,, 

NATIONAL ACADEMY PRESS 
Washington. D.C. July I�Ko NAS-NA� 

JUL 1 6 1986 

LJ!jkAHY 

Copyright © National Academy of Sciences. All rights reserved.

The Policy Planning Environment for National Security Telecommunications:  Final Report to the National Communications System
http://www.nap.edu/catalog.php?record_id=19253

http://www.nap.edu/catalog.php?record_id=19253


r,e. 

S/O�<.� 
·�v3 
/-9J.; 

C,l 

. • \ . 

NOTICE : The project that i s  the subject of  thi s refort was approved by 
the Governi ng Board of the Nati onal Research Counci • whose members are 
drawn from the counc i l s  of the Nati onal Acad� of Sc i ences . the Nati onal 
Acade� of Engi neeri ng . and the Insti tute of Medi c i ne .  The members of 
the commi ttee responsi bl e  for the report were c hosen for thei r spec i al 
competences  and wi th regard to appropri ate bal ance.  

Th i s  report has been reviewed by a group other than the authors . accordi ng 
to procedures approved by a Report Revi ew Commi ttee consi sti ng  of  members 
of the Nati onal Acade� of Sci ences . the Nati onal Acade� of Engi neeri ng . 
and the I nsti tute of  Medi c i ne .  

The Nati onal  Research  Counc i l  wa s establ i shed by the Nati onal Acade� of 
Sc i ences i n  1 91 6  to assoc i a te the broad communi ty of sc i ence and techno
l ogy wi th the Acad�' s purposes of  fu rtheri ng k nowl edge and of advi s i ng 
the federal government. The Counc i l operate s i n  accordance wi th general 
pol i ci es determined by the Acade� under the authori � of i ts congres
si onal charter of 1 863 ,  wh i c h  establ i shes the Acad� a s  a pri vate . non 
profi t ,  sel f-governi ng membershi p corporati on . The Counci l has become 
the pri nc i pal operati ng  agency of both the Nati onal Acad� of Sc i ences 
and the Nati onal Acade� of Engi neeri ng i n  the conduct of  thei r servi ces 
to the government .  the publ i c , and the sc i enti fi c and engi neeri ng communi 
ties .  I t  i s  admi ni stered joi ntly by both Academi es and the I nsti tute of  
Med i c i ne .  The Nati onal Acade� of Engi neeri ng and the Insti tute. of Med i 
c i ne were establ i shed i n  1 964 and 1 970, re specti vel y . under the charter 
of the Nati onal Acade� of Sc i ence s .  

Thi s i s  the fi nal report o f  work supported by Contrac t No. 
DCA-1 00-84-C-0024 between the Defense Communi cati ons Agency , on behal f of 
the Offi ce of the Manager ,  Nati onal Communi cati ons System {OMNCS ) .  and 
the Nati onal Acade� of Sc i ences . 

Th i s  document avai l abl e from : 

Boa rd on Tel ecommu n i cati ons  and Computer Appl i cati ons 
Co11111 f s s i on on Engi ·neeri ng and Techni cal Sy stems 
Nati onal Research Counci l 
21 01 Consti tuti on Avenue . N . W . 
Washi ngton . D . C .  2041 8 

Pri nted i n  the Uni ted States of  Ameri ca 
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PREFACE 

Thi s i s  the fi nal report of work by a commi ttee convened i n  January 
1 984 by the Nati onal Research Counci l ( Research Counci l )  at  the request 
of the Deputy Manager of the Nati onal Communi cati ons Sy stem ( NCS) . 
Fol l owi ng i mmedi ately on a precedi ng study of NCS i n i ti ati ves i n  support 
of nati onal tel ecommuni cati ons pol i cy ,  the commi ttee wa s asked to provi de 
uobjecti ve advi ce that the NCS can u s e  to effecti vely pl an and i mp l ement 
measures to enhance the Nati on ' s  tel ecommuni cati ons support of nati onal 
securi ty l eadershi p requi reme nts , "  concentrati ng o n  appl i cati ons of  new 
technol ogy, methods of capi tal i zi ng on l i kely strategies  of the tel ecom
muni cati ons i ndustri es , al ternate approaches to post-attack nati onal 
securi ty tel ecommuni cati ons reconsti tuti on , and the appl i cati on of tech 
n i cal standards i n  the changi ng tel ecommuni cati ons envi ronment . The 
Statement of Task for that work fol l ows th i s  preface .  

I n  response to t he  Deputy Manager ' s  request the Researc h  Counc i l  
establ i shed the Commi ttee on Nati onal Securi ty Tel ecommuni cati ons Pol i cy 
Pl anni ng Envi ronment ( Commi ttee ) .  The Commi ttee has conducted i ts revi ew 
over the peri od from March 24 , 1 984 to December 1 7 , 1 985 , l eadi ng to th i s  
fi nal report . Thi s report fol l ows the Commi ttee ' s  Annual Report , i s sued 
i n  Apri l  1 985 a nd havi ng the same ti tl e .  Si nce the Statement of  Task i s  
very broad and the tel ecommuni cati ons envi ronme nt fol l owi ng the actual 
di vesti ture of  AT&T has conti nued to exhi bi t rap i d changes , the commi ttee 
has had to treat certa i n ta sks i n  greater depth than others . Thi s 
trea tment i s  not i ntended to i ndi cate pri ori ty of i mportance of  the 
subject areas del i neated by the NCS . The Commi ttee bel i eves th i s cov
erage to be i n  accord wi th the NCS ' desi res . 

The members of the Commi ttee on Na ti onal Securi ty Tel ecommuni .
cati ons Pol i cy Pl anni ng Envi ronment have experti se i n  a vari ety of  com
pl ementary areas rel ated to pl anni ng , technol ogy , networki ng and i nter
operabi l i ty ,  standards for ,  survi vabi l i ty ,  and i ndustri al  operati ons and 
management of tel ecommuni ca ti on systems ; and the pol i c i es and regul ati ons , 
and i ndustri al tacti c s  and strategi es  that  the rap i dl y  changi ng tel ecom
muni cati ons envi ronment compri ses . Members ' backgrounds embrace such 
fi el ds  as  computer/communi cati on systems ; tel ecommuni cati on systems ; 
radi o transmi ssi on and p ropagati on ; satel l i te systems ; v i deo cabl e sys 
tems ; state , l ocal , and amateur tel ecommuni cati on systems ; mi c rowave , 

v 
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mi l l imeter-wave , and opti cal technol ogi es ;  equ i pment vul nerabi l i ty ;  nu
cl ear effects ; tel ecommuni cati ons  l aw,  pol i cy ,  and regul ati o n ; standards ; 
and government operati on and orga ni zati on . 

The Commi ttee • s  revi ew has exami ned new technol ogi es  and thei r 
e ffects on both surv i vabi l i ty and standards ; tacti c s  and strategi e s of 
the major contestants for tel ecommuni cati ons markets and the i nfl uence of 
the i r  acti ons on pol i cy and regul ation ; and state a nd l ocal tel ecom
muni cati ons systems as  poss i bl e  al ternate approaches to reconsti tuti on . 
Duri ng the course of  i ts acti v i ty i t  ha s had 51 bri efi ngs spread through 
seven of i ts ei ght quarterl y meeti ngs , the e i ghth bei ng devoted to 
drafti ng thi s  report , and has  d i v i ded i nto subcommi ttees that have eac h 
pursued a parti cul ar  area of concern through meeti ngs and exchange s of  
di scuss ion  papers . The 51 bri efi ngs compri sed 1 9  from federal govern
ment offi c i al s ,  1 3  from state and l ocal  emergency management/tel ecom
muni cati ons offi c i al s ,  1 6  from executi ves of communi cations and i nfor
mati on i ndustri es , and three from executi ve s of tel ephone i ndustry 
assoc i ati ons .  Si xty-n i ne revi ew a nd reference documents and extensi ve 
di stri buti on of  artic l es from the current i ndustry ,  pol i cy ,  and technical  
l i terature were provi ded to commi ttee members to support thei r revi ew a nd 
del i berati ons duri ng thi s  peri od . Between meeti ngs commi ttee members and 
the study di rector reviewed materi al s ,  conferred wi th one another 
i ndi vi dual l y  and through subcommi ttee acti vi ties , attended parti cul ar  
meeti ngs of NCS contractors a nd work i ng groups , and  prepared di scu ssi on 
papers and draft materi al  for thi s report . Wi th Commi ttee approval , the 
Di rec tor accepted the i nvi tation of the Presi dent of the Nati onal 
Emergency Management Associ ati on ( NEMA ) to addre s s  the NEMA annual 
meeti ng i n  March , 1 985 on na ti onal securi � tel ecommuni cati ons and the 
background of the Commi ttee • s  study . In addi ti on , commi ttee members drew 
on the two reports of the predecessor Commi ttee on Revi ew of I n i ti ati ve s  
i n  Support of Nati onal Securi t� Tel ecommuni cati ons Pol i cy a s  thei r 
sec uri ty c l earance s permi tted . To p rovi de conti nui ty ,  several members 
of th i s  commi ttee were recrui ted from the predecessor commi ttee . 

We conti nued to enjoy cooperati on and support from the Offi ce of 
the Manage r ,  NCS , duri ng the course of th i s  study , as  we di d duri ng  i ts 
predeces sor.  I n  parti c ul ar we apprec i ate the s upport we have recei ved 
from Mr . John G.  Gri me s ,  formerly Deputy Manager , NCS and now Di rector ,  
Nati onal Securi ty Tel ecommuni ca ti on s , Nati onal  Securi ty Counc i l ; Mr . B .  
E .  Morri ss , Deputy Manage r ,  NCS ; a n d  M r .  A .  L .  Henri chsen , Chi ef ,  
Government Acti vi t ies , NCS Joi nt Secretari at.  

*These reports are :  
( 1 )  Nati onal Joi nt Pl anni ng for Rel i abl e Emergency Communi cati ons .  
Nati onal ACade� Pres s , Washington , D.C., February 1983; and  
( 2) Tel ecommuni cati ons I n i ti ati ves Toward Nati onal Securi t' and Emer

Hency Preparednes s ,  CONFID£NflAL, National ACademy Press . asnington , 
.c . . February 1984. 

vi  
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Thi s Commi ttee , l i ke others i n  the Resea rch Counc i l whose members 
serve part-ti me and wi thout compensati on ,  mus t  rel y  heavi l y  on i ts pro
fess ional staff. I n  thi s regard we a re parti cu l a rly g rateful to R i chard 
B . Marsten for h i s sustai ned support of and  contri buti on s to ou r work . 

A major commi ttee e ffort l i ke thi s i mposes a heavy burden on i ts 
admi ni strati ve coordi nato r .  I t  i s  a pl ea su re to acknowl edge the ass i st 
ance of Karen Laugh l i n  for her support of a l l a dmi ni strati ve and other 
essenti al acti vi ti es . 

Fi nal ly ,  a s  the Commi ttee c hai rman , I want to express  my s i ncere 
thank s to commi ttee members for thei r dedi cate d  efforts . 

JACK A .  BAIRD* 
CHA I RMAN 

* Dr.  Bai rd d i ed o n  M� 23 , 1 986 , one month a fter h i s revi ew 
and approva l of  thi s report for submi s s i o n  to the Research 
Counc i l  report revi ew proces s .  

vi i 
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COMMITTEE ON NATIONAL SECURITY TELECOMMUNICATIONS 

POLICY PLANNING ENVIRONMENT 

BOARD ON TELECOMMUNICATIONS-COMPUTER APPLICATIONS 

COMMISSION ON ENGINEERING AND TECHNICAL SYSTEMS 

STATEMENT OF TASK 

I n a cl imate of unprecede ntedly rap i d  change i n  the tel ecommuni cati ons 
i ndustry and the servi ces i t  provi des , the Nati onal Communi cati ons System ( NCS) 
must pl an for an e ffecti ve nati onal securi ty/emergency p reparedness  ( NSEP ) 
tel ecommuni cati ons structure that can respond to the changes tak i ng pl ace . To 
support thi s effort the Commi ttee wi l l  i denti fy and recommend to the Manager ,  
NCS , pol i cy options  deri ved from the fol l owi ng tasks : 

1 .  Appl i cati ons of New Techni cal Devel o�nts . The Commi ttee wi l l  
i denti fy new technical devel opments , assess  th� impl i cati ons for nati onal 
tel ecommuni cati ons pol i cy and opti ons , and advi se the NCS on how to take 
advantage of them to enhance or  mai ntai n effecti venes s of  the nati on ' s NSEP 
capabi l ity or to reduce the rel evant costs . I t  wi l l  i ndi cate trends l i kely to 
affect  survi vabi l i ty or vul nerabi l i ty and wi l l  comment on the i nteracti ons 
between new tec hnol og i es and i nsti tuti onal probl ems rel ated to the obj ecti ves 
of Nati onal Securi ty Deci si on Di recti ves Number s  47 and 97 ( NSDD-47 and 
NSDD-97 ) .  

2 .  Tel ecommuni cati ons I n du stry Tac tics  and Strategi es .  The Commi ttee 
wi l l  exami ne compani es'  short- and l ong-term corporate strategi es and wi l l  
advi se the NCS on thei r i mpl i cati ons for NSEP te l ecommun i cati ons capabi l i ti e s  
a n d  pol i cy .  I t  wi l l  review NCS evol uti ona ry pl anni ng wi th i ndustry to meet 
NSEP tel ecommuni cations  pol i cy obj ecti ves and wi l l  recommend techni cal , pol i c y, 
l eg i sl ati ve , and regul atory i ni ti ati ves for NCS acti on . 

3. Al ternate A�proaches to Reconsti tuti on of Tel ecommuni cati ons . The 
Commi ttee wi l l identi y and assess opti on s , and sugge s t  approache s , that  the 
NCS coul d pursue for the reconsti tuti on of NS/EP tel ecommuni cati ons . Th i s  
acti vi ty shoul d i ncl ude ,  i n  coordi nati on wi th appropri ate federal agenc i e s , 
el ements of a program for survi vab i l i ty and management of  state and l ocal 
resources a nd a "bottom-up " approach to reconsti tuti on . 

4 .  l i cati ons of Techni cal Standards . The Commi ttee wi l l  rev iew 
exi sti ng an  emergi ng te ecommuni cati ons technol ogi es  and suggest areas i n  
whi ch NCS shoul d parti ci pate i n  standards acti vi ti es . I t  wi l l  suggest pol i c y  
opti ons for NCS consi derati on t o  addre ss  compati bl e standards  i n  a publ i c  
pol 1cy envi ronment that s tresses c ompeti ti on and i nnovati on . 

Comments , fi ndi ngs , and recommendati on s of  the Commi ttee wi l l  form the 
basi s of reports to be submi tted . Two formal , annua l reports wi l l  be submi tted 
to the NCS upon compl eti on of the norma l NRC revi ew processes . 

Da te : May 1 984 vi i i  
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I. INTRODUCTION 

Nati ona l Secu ri ty Tel ecommuni cati o n s  Pol i cy ,  most recentl y stated 
i n  Nati onal Securi ty Deci s i on Di recti ve Number 97 ( NSDD-97 ) ,  August 3 ,  
1 98 3 ,  decl are s  the nati on's domesti c a n d  i nternati ona l  tel ecommuni cati ons 
resources , i ncl udi ng c ommerc i al , pri vate , a nd government-owned faci l i ti e s  
a n d  servi ces , t o  b e  "essenti a l  e l ements i n  support of  u.s. nati onal  sec u
ri ty pol i cy and strategy . •• I t  requi res "a  survi vabl e tel ecoiiiiiJni cati ons 
i nfrastructure abl e to support nati ona l securi ty l eadershi p "  as embodi ed 
i n  the Pres i dent ' s  responsi bi l i ti es as Commander i n  Ch i ef ,  Hea d  of State , 
and  Chi e f  Executi ve . The l eadershi p i nc l udes , amon g  other th i ngs , gather
i ng i ntel l i gence and conducti ng d i pl omacy , e n su ri ng conti nui ty of  command 
and contro l of  mi l i tary forces , and provi di ng fo r conti nui ty of  govern
�ent and essenti al functi ons thereof.  An earl i e r  d i recti ve , NSDD-47 , 
Emergency Mobi l i zati o n  Prepa rednes s Pol i cy ,  requi re s  the preparedne s s  of  
tel ecommuni cati ons  to  s upport the c onti nui ty of  government and recove� 
of the nation  duri ng and  after any nati ona l emergency . Th e Nati onal 
Communi cati ons System , an o rgan i zati on of the federal government ' s  execu
ti ve branc h , i s  respons i bl e for ensuri ng the capabi l i ti e s  and  meeti ng the 
pol i c i es requ i red by both these d i recti ves .  The Federal Emergency 
Management Agency ( FEMA ) has  respon s i bi l i ty fo r hel pi ng  to support emer
gency pl ann i ng by state and  l ocal  enti ti es under  NSDD-47 . 

Th i s  repo rt of  the Committee o n  Nati ona l Securi ty Tel ecommuni cati ons  
Pol i cy Pl ann i ng Envi ronment i s  the final report of  i ts nearly two years of  
work exami ni ng i ssues of  new technol ogy a nd appl i cati ons . i ndustry tacti c s  
and s trategy , a nd the regu l ato �  and  pol i cy reactions ; state and  l ocal  
tel ecommuni cati on s ; and  the effects  of  new technol ogy on  sta ndards ; as  
they a l l may a ffect surv i vabi l ity and  i nteroperabi l i ty o f  tel ecommunica
ti ons  faci l i ti e s  and  servi ces  i n  a rap i d l y  changi ng  industri a l  and  pol i ti 
cal envi ronment.  Thei r e ffects o n  the a b i l ity to reconsti tute fac i l i ti es 
and servi ce s  after di saste r  stri kes a re equal l y  i mportant  i n  the changi ng 
envi rorrnent . 

The pr i nc i pa l  fea ture of that envi ronment i s  the absence of  a ny 
enti ty responsibl e for end-to-end serv i ce - - a di rec t consequenc e of  the 
d i vesti ture of  the Bel l  Operati ng Compani es (now Regi ona l Ho l di ng 
Compan ies ) from AT&T . I t  comb i ne s with the now i ndependent  and  h i ghl y 
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competi ti ve ac ti vi ti es  of  the seven Regi ona l Ho l di ng Compan i e s  and thei r 
vari ou s ( Bel l )  subsi di ari es prov i di ng l oc al ( exc hange ) servi ces ; AT&T, 
provi di ng l ong-d i stance ( i nterexchange ) servi ces ; a nd GTE, provi di ng 
both ; to compl i cate probl ems of i nteroperabi l i ty and reconsti tuti on . Al l 
ni ne corporate e nti t i es a re about equal  i n  s i ze .  Th i s g roup of  n i ne h as 
been joi ned i n  the competi ti ve area  by IBM. Wi th i ts recen t  exchange of 
Satel l i te Busi ness  Systems ( SBS ) for a 1 6  percent s hare of  MC I , IBM may 
now be regarded a s  a provi de r  o f  c omputer/communi cati ons , satel l i te ,  and 
terrestri al  l ong-d i s tance s erv i ces . Uni ted Tel ecommunications  and Contel  
al so provi de suc h  servi ces .  Uni ted and GTE ' s satel l i te and terrestri al 
l ong-di stance servi ces are u nde rgoi ng a merger i n  which both c ompa n i es 
wi l l  sha re approxi matel y equal ly . Satel l i te l on g-di stance service s  are 
a l so prov i ded by such other i ndependent competi tors as RCA a nd Western 
Uni on . I n  thi s competi ti ve envi ronment , and i n  a cl i mate o f  conti nui ng  
deregu l ati on , the si tuat ion  i s  further compl i cated by the abi l i ty of 
smal l er fi nms to enter the ma rket a nd compete . Thi s i s  the envi ronment 
i n  which  the NCS must ensu re survi vabi l i ty and i nteroperabi l i ty of faci l i 
ti e s  and  servi ces  to support rel i abl e ,  end-to-end nati onal  securi ty/emer
gency preparedness ( NSEP ) tel ec ommuni cati ons . 

The envi ronment remai ns  fl u i d .  Changes occ u r  rapi dl y , both i n  the 
l i nes of busi ness  that  the pl ayers a re competi ng for and  i n  j udi c i al and 
regul atory dec i s ions  that permi t or forbi d certai n tacti c s  and strategi es. 
It i s  i mportant to emphasi ze ,  as d i d  the p redecessor commi ttee i n  i ts 
f ina l  report* , that  Commi ttee i dea s conti nu e to be concei ve d aga i nst thi s 
changi ng background . The evol vi ng tel ecommuni cati ons e nvi ronment wi th i ts 
conti nui ng uncertanti es pervades a l l Commi ttee del i berati ons . 

I n  performi ng thi s study the Commi ttee has  focused on domesti c ,  
c i v i l tel ecommuni cati ons . As i ts Statement o f  Task ( page vi i i ) suggests , 
no cons i derati ons have been g i ven to probl ems o f  i nternati o na l  or d i pl o
mati c communi cati ons , nor to mi l i tary command  and control . Wi th i n the 
s phere of  c i vi l  commu n i cati ons , conti nui ty of  government and nati onal 
reconsti tuti o n  a re domi nant consi derati ons . These , togethe r wi th  the 
i nten s i ty ,  s i ze ,  scope , a nd type of d i sa ster to be contended wi th deter
mi ne the type s of acti ons  the NCS shoul d tak e  i n  ful fi l l i ng the requi re
ments of NSDDs 97  and  47.  

Th i s  report i s  d i vi ded i nto three ma i n  secti ons . The remai nder of  
Secti o n I state s the  bounda ry condi tion s and a ssumpti on s tha t the 
Commi ttee thi nks a re a ppropri ate for the NCS to cons i der  i n  p l anni ng i ts 
future . Assumpti ons a re set forth tha t  the Commi ttee cons i ders real i sti c 
about the threat scenari os , i ncl udi ng the t ime scal e o f  poss i bl e NCS 
response s to vari ous  di sasters . These are fol l owe d  by assumpti ons  abou t 
the futu re  structure o f  the tel ecommu ni cati ons i ndustry and  the technol o
gi e s  i t  wi l l  produce . I n  Secti o n  I I , Commi ttee fi ndi ngs and  recommenda
t i ons  a re presented .  These represent the v i ew the  Commi ttee th i nk s  the 

*See page vi 
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NCS shoul d  take of i ts own mi ssi on , the technol ogi es that wi l l  be at  hand 
to hel p i t  carry out i ts mi ss i on , and the organi zati ona l and  j u ri sdi c
ti onal probl ems that wi l l  have to  be  deal t w i th .  Secti o n  I I I  g i ves the 
supportin g  detai l ed cons i derations  tha t l ed the Commi ttee to state the 
spec i fi c  fi ndi ngs a nd rec ommendations g i ven i n  Secti on I I . 

A.  NSEP  Threat Model s 

As i n  i ts Annual Report , the Commi ttee d i sti ngu i shes three l evel s 
or type s of di sa ster: 

1 .  Li mi ted di sasters , l argely l ocal i n  extent , that wou l d i ncl ude 
storms , earthquakes , and vol canic eruption s among the natural 
causes , as wel l as c i vi l  d i sturbances , major  vandal i sm , c hemi cal 
spi l l s , or  a nucl ea r pl ant  acc i dent . These  represen t  '' i s l and s " o f  
di sa ster , whic h  a re a p t  t o  remai n isl ands , both i n  actual i ty and  i n  
the publ i c ' s  i mmedi ate perceptio n .  Stresse s on  communi cati on s  capa 
b i l i ty a re mostly l ocal i zed a nd rel ate to sudde n i ncreases i n  
vol ume , more severe demands on respons e time , and  sudde n c hange s i n  
the i denti ty and l ocat i on of  the most i mporta nt commu ni cati ng s ta 
tions . Sta te a n d  l oc a l  i nstituti o n s  have ha d mu c h  experi ence i n  
quick l y mobi l i z i ng re sources ( i nc l udi ng c ommuni cati ons ) for p rovid
i ng a i d and  reconstructi o n  i n  these cases . The federa l rol e i s  
u sua l l y  l i mi ted , but there i s  much that c a n  be done to hel p fund 
the creati on  o f  a publ i c-safety i n frastructu re before the fac t of  a 
d i saste r ,  a nd i n  occasi onal l y  supplyi ng some s pot need ( e . g . , 
l ocati ng spare parts ) a fter the fact . 

2 .  Li mited nuc l ea r  i nc idents , perhaps fewer than ten s i tes , i n  
whi c h  the damage i s  limited i n  geographi cal  area . In thi s case , 
too , the a reas can  be v i ewed a s  " isl ands " :  " i s l ands of  d i saster, " 
l arger and  more devastated tha n  i n  Threa t Mode l 1 but  sti l l wi thi n 
a functi on i ng national s tructu re .  However,  the p ubl i c  i s  u nl i kely  
to be su re of  thi s ,  and  wi l l  certa i n ly  exaggerate the si ze o f  the 
i sl ands . The U . S .  publ i c  has  no experi ence he re ;  and  mass hysteri a 
i s  l i kel y to be tri ggered by rea l casual ty l evel s ,  fea r  of  fal l ou t ,  
fea r o f  further detonati ons , i nfl uxes o f  refugees t o  s u rv i vi ng 
areas surroundi ng  the " i sl ands " , and  so forth . The probl ems  of 
recovery p l an ni ng  a re quite d ifferent from the first c a se ,  and  have 
strong nati onal i mpl i ca ti on s .  I n  contra s t  to 1 above , a l l roads 
a nd a l l transportati on faci l i ti e s  l eadi ng out o f  the d amaged 
communi ti e s  wi l l  probabl y be c rowde d to the poi nt  o f  i mpassabi l i ty , 
a nd l i ne s  o f  comnuni cations  a nd a uthori ty wi th the " i sl ands"  w il l  
be permanentl y di srupted . Wi thi n eac h " i sl a n d "  o f  destructi on  the 
s i tuati on wi l l  be the o ne described bel ow i n  3 . The nati onal 
i ssues a re very substanti a l  i n  th is second case and rel ate to ( a )  
rerouti ng the rest of the nation's c ommu n i cati ons a round the 
"islands," (b ) the i nward suppl y o f  a i d and  reconstructio n to the 
stricken a reas , a nd (c ) restoration o f  the commun ications re sou rces 
wi th i n them . 
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3. :aior nuc l ear inc i dents that wil l c reate di sa ster l evel s wi th 
whi c he Department of Defense must cope i n  the transattack peri od 
and i n  which de structi on i s  massi ve and wi despread .  Here the  after
math wi l l  l eave i sl ands of survi val  i n  a devastated l and wi thout a 
national tel ecommuni cati ons structure rather than i sl ands of 
disaster within a functioni ng structure . I n  thi s thi rd case , NCS 
respons i bil i ty for restorati on and reconsti tuti on  of communi ca
ti ons servi ces i s  understood to apply i n  the post-attack peri od -
starti n g  w1th the immedi ate post-event peri od ,  as  di scussed i n  
1.8.2. I t  i s  the Commi ttee's view that the l evel of  di srupti on and 
destructructi on of  prime power, communicati ons hardware , data 
needed to reconstruct the communicati ons hardware , and l i nes of 
authority wi l l  be so compl ete that pl anne rs shoul d a ssume i t  
i mposs i bl e with a fi ni te amount of money to prepl an  and pre-i nstal l 
a communi cati ons i nfrastructure that w11 1 be i n  any w� effecti ve 
over the broad areas of responsi bi l i ty that the Presi dent has a s  
Commander-i n-Chi ef ,  Head of State , a n d  Ch i ef Executi ve. It  i s  
poss i bl e,  however , to pl an for survi vabi l i ty of  systems that .eet 
speci fi c objecti ves , such a s  the warti me needs of the Pres i dent as  
Chief Executi ve .  

The necess i ti es o f  i ndi vi dual and fami ly survi val i n  the survi 
vors ' mi nds wi l l  outwei gh for some days or month s  the need for 
coordi nated efforts to rebu i l d l ocal , state , and federal l i nes of 
communi cation and authori ty .  Eventual communi cati ons restorati on 
and the restorati on of the peopl e and systems resources that rep
resent l i nes of authori ty wi l l  be a bottom-up proces s ,  us i ng what
ever human and techni cal re sources happen to be at hand . One thi ng · 

that the NCS shoul d hope to do about th i s  thi rd threat l evel i s  to 
encourage the prol i ferati on  of technol ogi es , u sual ly  of a • l ow
tec h "  nature, at the gras s -roots l evel that wi l l  a i d i n  the bottom
up recovery process . 

The d i sti ncti on between the most severe level 2 s i tuati on and 
the l east  severe level 3 s i tuati on i s  that  i n  the former case there 
i s  at l east one • i s l and• l eft with enough undestroyed capabi l i ty 
for i t  to act as a nucl eus of suppl i es ,  authori ty ,  and communica
ti ons for the recovery of the rest of the nati on . At the l ow end 
of 3 ,  there may be such an  i sl and or  i sl ands , but they wi l l  not 
have thi s  capabil ity , for exampl e ,  because they a re rural , rel a
tively resource-defi c i e nt areas . 

There are NCS re spons i b i l i ti es i n  al l three ca ses , and i n  al l 
of these the requ i si te approach i s  to use what's l eft . As one con
s i ders these th ree l evel s of  de structi on i n  sequence , it  i s  seen 
that not onl y i s  there l ess  and l es s  l eft , but the abi l i ty to pre
dict , to p lan , and to control what i s  l eft becomes more and more 
l imi ted . 
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B .  Ti me Scal es i n  Execution  o f  Pl anni ng 

The Na tional Governors • As soci ati on h as defi ned four p hases o f  
comprehensi ve emergency management a s  1 .  Mi ti gati on , 2 .  Preparedness , 3 .  
Re sponse , a nd 4 .  Recovery .  Th e Commi ttee wf l l  adopt those terms . 

MITIGAT ION . Th i s phase i ncl udes acti vi ti es that el imi nate or  
reduce the probabi l i ty o f  occurrence o f  a d i saster a nd acti vi ti es that 
reduce the effect s  of  unavo i dabl e di sasters. We wou l d i nc l ude i n  thi s  
phase the ha rdeni ng o r  bury i ng o f  c ri ti c al c ommu n i c ati ons fac i l i ti es ,  and 
design s to mi nimi ze the effects  of the vari ou s nucl ear radi ati o n s  on 
c ommunicati ons equi pment . In the present , h i ghly  competi t i ve envi ronment 
the NCS cannot expec t commerci a l  organi zati o n s  to mee t suc h cri ti cal  NSEP 
needs wi thout some fi nanc i al i ncenti ve . 

PREPAREDNESS .  The maj o r  acti vi ty i n  th i s  phase i s  pl anni ng . I t  i s  
h ere that the NCS p l ays a major  rol e .  Important acti v i t i es are trai n i ng ,  
emergency exerci ses , resource i nventori es , emergency contac t  l i sts , 
mutual ass i stance agreements , a nd ,  very i mportantly ,  t he establ i shment o f  
standard operati ng  procedures for anti c i pated emergenc i e s . I t  may al so 
be necessary i n  th i s  phase to get c h anges i n  exi sti ng l aws o r  regul ati ons 
where there a re currentl y barri ers to needed operati on s i n  emergency 
s i tuati ons . 

RESPONSE . We d i vi de th i s  phase i nto two p arts: 

1 .  I MMEDIATE PRE-EVENT PER I OD .  I f  i t  exi sts , th i s peri od  wi l l  be 
measured i n  m i nu tes or perhaps hours , dependi ng on the event.  The 
communi ti es i n  New Yo rk an d Connecti c u t  h i t by the Atl anti c hurri 
cane Gl ori a i n  September 1 985 h ad a ful l day to p repa re .  I n  
contrast  the earthquake whi c h  damaged Mexi co  Ci ty that same month 
gave no warni ng , a l though the a rea wa s k nown to be prone to quakes . 
I n  cases where warni ng  i s  gi ven , prepl a nned acti o n s  can  be take n to 
i mprove the effecti veness of s u rv i vi ng communi ca ti ons c apabi l i ty .  

2 . IMMEDIATE POST-EVENT PER IOD .  Thi s i s  the peri o d  o f  reacti o n  to 
make the best u se of what i s  a vai l abl e .  Where control o r  c oordi nat
i ng centers exi s t  and survi ve , they can begi n i mmedi atel y to take 
acti ons to control communi cati ons tra ffi c a nd make routi ng c hanges 
to maximi ze the effecti vene s s  of  fac i l i tie s tha t  rema i n i n  opera
tion .  Th i s has  been a charac teri sti c of the pl anni ng a nd o perati on  
o f  the  tel ephone i ndustry a n d  has  prove d very effecti ve  i n  l i mi ted 
d i sasters . To be effec ti ve pl ans  must be fi rml y i n  pl ace , wi th a l l 
pa rti c i pants  we l l  tra i ned for acti on . 

RECOVERY . Th i s  i s  the peri od of reconstruc ti on which  begi ns a s  
soo n a s  t h e  s i tuati on  permi ts . Dependi ng  on  the scal e of  the event , 
suppl i es ,  equ i pment , and  personne l  can  be moved to a ffected a reas to 
begi n the proces s  of res tori ng vi ta l  operati ons . I t  i s  importan t  to have 
as much in forma t i o n  as possibl e i n  the h a nds o f  peopl e at the l ower 
l evel s o f  operati on pri o r  to the event  to i ncrease thei r effecti venes s ,  

- 5 -

Copyright © National Academy of Sciences. All rights reserved.

The Policy Planning Environment for National Security Telecommunications:  Final Report to the National Communications System
http://www.nap.edu/catalog.php?record_id=19253

http://www.nap.edu/catalog.php?record_id=19253


i n  c ase th � must e nter the recovery p eri od w i th l i ttl e hel p from a 
central  agency . Standard operati ng procedures i n  pl ace for suc h s i tua
ti ons p rior  to  the event s hou l d have a h i gh pri ori ty .  

C.  Assumptions  Abou t  I ndustry Capabi l i ti e s  by the Yea r  2000 

I n  i ts An nual Report , dated May 1985, the Commi ttee i ndi cated i ts 
i ntenti on to devel op  assumptions  about the l i kely  nature and structu re o f  
nati onal tel ecommuni cati ons c apabi l i ti es i n  the year 2000 and to u se those 
assumption s in devel opi n g  a f ina l  set of recommendati ons . The purpose of 
thi s  secti on i s  to s tate the a ssumpti on s  that h ave emerged duri ng our  con
siderati o n  of the rapi dl y  changi n g  tel ecommuni c ations  structure i n  the 
Uni ted States . 

1 .  Tel ecommuni cati ons I n dustry Structure 

a .  Deregul ati on of the i nterc i ty tel ecommuni cations provi ders wi l l  
essenti al l y  be compl ete . Competi ti ve force s  wi l l  be the domi nant 
factor i n  determi n i ng wh at servi ces  are avai l abl e to the NSEP 
communi ty .  

b .  There wi l l  be a few ( perhaps three ) nati onwi de servi ce p rovi 
ders that provi de al l types of servi ce  to al l customers , i nc l udi ng 
message swi tch i ng ( voi ce and d ata) , pri vate l i nes and networks ,  
spec i al i zed o r  enhanced servi ce s  o f  the software-defi ne d  network 
( SON ) or  i ntegrated servi ces di gi tal network ( ISDN ) type , and v i deo  
and/o r  other wi deband data servi ces . 

c .  Th ere wi l l  be a much l a rger n umber of  regional o r  speci al i zed 
servi ce provi ders whose offeri ng s are targete d at parti cul ar  market 
segments . Exampl es  are : 

1 Parti cul ar  market segments 
- Resi denti al a nd busi ness  l ong-di stance c a l l i ng 
- Large corpora te u sers  ( pri vate netwo rk s , ISDN 

and WATS-l i ke serv ice s ) 
- Large-scal e i nfo �ti on prov i ders 
- Government 

1 Parti cul a r  i ndustry segments 
- Travel and l odging 
- F i nanc i al 
- Entertai nment 
- News medi a 
- Manufacturi ng 
- Reta i l sal es 

1 Pa rti c u l ar technol og i e s  
- Satel l i te 
- Opti cal  fi ber 
- Mob i l e/pagi ng/posi ti on l ocati on 
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These woul d a l l represent  " n i che 11 strategi e s .  They may prol i ferate 
rap i dl y .  Success  wi l l  come to tho s e  who know thei r customers ' 
needs and wi l l  c ater to  c u stomers by p rov i d i ng h i gh-qual i ty serv i 
c es tai l ored to the i r needs and havi ng  reasonabl e pri ce s - - not 
necessari ly the c heapest.  

d .  Deregul ati on wi l l  come much more s l owly i n  the  l ocal -exch ange 
servi ce areas .  There wi l l  be some movement towards deregul ati o n , 
but a t  a ve� u neven pace among the v a ri ous  s tate regu l atory 
authori ties . However ,  there wi l l  be i ncreasi ng  competi ti o n from 
al ternati ve suppl i e rs a nd u ser bypass  acti vi ty .  Agai n ,  the extent 
of th i s compe ti ti ve acti vi ty wi l l  va ry from state to state depend
i ng u pon the a tti tudes of the v a ri ous  state regul atory bodi es and 
l eg i sl atures . Thu s , l oca l  servi ce wi l l  probabl y  sti l l  have many of  
the characteri sti c s  of  the  regu l a ted-monopoly form o f  i ndust� 
structure . 

e .  There wi l l  be some compani es that offer to p rovi de tel ecommuni 
cations  management servi ces , i ncl udi ng end-to-en d  servi ce respon s i 
b i l i ty ,  for l arge government and  i ndustry u sers .  They may be 
ei ther  serv i c e  provi ders ( i . e . , common carriers ) o r  compani e s  tha t  
provi de only ma nagement  servi ces and that thereby c l a im  
i mpa rti al i ty .  

2 .  Te l ecommuni cati ons  Capabi l i ti es 

a .  Hi gh-qual i ty d i gi ta l  t ransmi s s i on w i l l  be p l enti fu l . An exten
si ve network of  fi ber-opti c cabl e wi l l  i nterconnec t a l l maj o r  popu
l ati on  a reas . S i ngl e-mode fi ber wi l l  domi nate the i nterc i ty area 
a n d  the el ectroni c s  wi l l  be operati ng  a t  speeds wel l above 1 gi gab i t 
per second . Satel l i te a n d  d i gi tal microwave wi l l  provi de " th i n
route " acces s  and  egres s to the maj or  fiber  route s . 

b .  Sa tel l i te t ran smi ssi on w i l l  be domi nant i n  b roadcast  a ppl i c a
ti ons  and  in those s i tuati ons  where rapi d extensi o n  o f  communi c a 
ti ons capabi l i ti e s i nto u n served or  i nadequately  served a reas i s  
needed .  Mobi l e  serv ices  in l i ghtl y popul ated area s , natio n -wi de 
pagi ng connecti v i ty ,  and  posi ti on-l ocati on serv i ces wi l l  a l so be 
provi de d ,  l argel y by satel l ite . On-board message switchi ng  syn
chroni zed wi th electroni ca l ly hopped s pot beams , ve�-smal l 
aperture antenna s fo r two-way communi cati ons  appl i cati ons , c ross 
l inked satel l i te s ,  h i gher power Ku- a nd earl y  Ka-b and s a tel l i te 
technol ogy wi l l kee p satel l i te service  hi ghl y competi ti ve wi th te r
restr i a l  fi ber-opti c systems for thi n routes a nd for ma� network 
appl i cati ons . 

Contrary to wi despread popul ar  bel i ef ,  the p rol i ferati on  o f  opti c al 
fi be r  wi l l  not  ease the radi o-frequenc y congesti o n probl em .  There 
wi l l  conti nue to be s uch a heavy demand for f requenci es that  the 
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NCS wi l l  need to have the most e ffecti ve possi bl e  mechani sm for 
sati sfyi ng  needs for NSEP channel s .  Better mechani sms than are now 
avai l abl e wi l l  have to be devi sed . 

c .  Integrated Serv i ces  Di gi ta l  Network ( ISDN ) servi ce,  i n  wh i ch 
the connectiv i ty o f  a s l owly evol vi ng h ardware fac i l i ty can  be re
defi ned rapidl y by program rel oad s of  network confi gurati on/contro l 
softwa re ,  w i l l be a va i l abl e  nati onwi de ,  a nd i nternati onal connecti 
vi ty to Western Europe ,  Japa n  and othe r devel oped countri e s  wi l l  
exi st .  There wi l l  be several  c ompani es supplyi ng such servi ce , 
parti cul arl y to i nterconnec t Local Access and Transport Areas 
( LATAs ) but a l so l i ke ly  i ntraLATA. I SDN standards wi l l  tend to 
domi nate i nteroperabi l i ty i s sues . 

d .  The number of tol l swi tchi ng centers i n  t he maj or na ti onwi de 
servi ce provi ders ' network s wi l l  be greatl y reduced a s  swi tchi ng 
machi nes  become much more capabl e a nd transmi ssi on becomes more 
pl enti ful , l es s  expensi ve ,  and more hi ghly concentrated i n  the 
maj or fi ber routes . As i nterconnecti v i ty among these swi tchi ng 
centers i nc reases , the fami l i ar hi erarchi cal  routi ng scheme wi l l  
g i ve way to non-h i e ra rc h i cal routi ng concepts .  There wi l l  be a 
concomi tant i ncrea se i n  concentrati on  of  network data bases re
qui red to provi de the ma� spec i al servi ces o ffered to the network 
users . 

e .  Much more rel i abl e ,  d i gi tal , sol i d-state subsystems , together 
wi th greate r use of more sophi sti cated automati o n  i n  network and 
fac i l i ty control acti vi ti es , wi l l  conti nue the l ong-term trend of 
furthe r reducti on s  i n  the operati ons  and  maintenance work force . 

f .  The present variegati on of  l ocal -a rea networks  CLANs ) w i l l  
continue i ndefi ni tely . Systems based on augmenti ng  PBX functi ons , 
computer-ba sed systems u s i ng ri ngs o r  buses , and  cabl e tel evi s i on 
( CATV ) -based systems wi l l  conti nue to fl ouri s h  i ndependently . 
Attempts to s tandard i ze o n  o ne LAN a rch i tecture wi l l  conti nue to 
fai l . However ,  pressure s to standardi ze on i nterLAN i nterfaces 
wi l l  succeed , wi th emphas i s  on  an I SDN-ba sed sol uti on .  

g .  Wi th the wi despread , conti nui ng growth o f  opti cal -fi ber 
network s , transmi ss i on c a pac i ty wi l l  be more than adequate a n d  
transmi ssi on costs  wi l l  drop . I nterconnecti o n  among fi ber-opti c 
network s  may offe r  grea t ,  a ddi ti onal redundancy for NSEP te l ecom
muni cati ons purposes . 

D .  Sta te a nd Local I nvol vement i n  N SEP Te l ecommuni cati ons 

The presentati ons heard by the Commi ttee from s tate a nd l ocal agen
c i e s  i ndi cated strongl y  tha t the state a nd l ocal  agenc i e s  have focuse d on 
l ocal a nd regi ona l probl ems only . Hi storical l y , they have been g i ven  to 
bel i eve by Federa l agenci e s  tha t nati ona l probl ems a re beyond the i r pur
v i ew and  a l so beyond thei r a u thori ty .  Th us  i t  i s  not surpri si ng that 
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they have not been made a part o f  the NSEP pl anni ng p rocess . V i rtual ly  
al l NSEP pl anni ng  ha s been and i s  bei ng  done by the Office  of  the 
Manager, NCS ( OMNCS ) ,  wi th pa rti c i pati on o f  s uch  NCS member a genc i e s  a s  
the Federal Emergency Management Agency ( FEMA ) . Thi s governmenta l "top
down • a pproach has  appeared l ogi cal because the ma i n  responsi b i l i ty of  
the NCS  i s  to  provi de cri tical  communi cati ons  serv i ce s  to support l eade r
shi p functi ons of the Federa l government . 

The predecesso r commi ttee recogni zed , however ,  that the mean s to 
communicate from the top down to outl yi ng a reas wi l l  not be avai l abl e 
after a nucl ea r di saste r .  Th i s Commi ttee fi rml y concurs i n  that conc l u 
s i on .  It  i s  therefore c l ear t o  u s  that a reconsti tuti on p l an based o n  
top-down reconstructi on a l one wi l l  not work . On the othe r hand , the 
state and l oca l  agenc i es have s hown time and t i me  agai n that each can  a nd 
w1 1 1  reconsti tute from the bottom up , bu t eac h onl y  fo r i ts own mi ssi on . 
The Commi ttee feel s that re sources at  s tate a nd l ocal l evel s a re now 
organi zed and managed effecti vel y wi th i n the capabi l i ti e s  o f  those enti 
ties ' resou rces to cope wi th the emergenci es for whi c h  s tate a nd l ocal 
emergency management agenc i e s  have respons i bi l i ty .  Some of  those eme r
genc i e s  may be nearl y  a s  seve re a s  those expected a fter a nucl ear attac k .  
State a n d  l oca l enti ti es , however ,  appea r t o  the Commi ttee t o  b e  preven
ted by Federal  regul ati ons from u s i ng certa i n resources that s houl d be 
avai l abl e to them when  they need them most to support emergency and 
recove� operat i ons ; but those resources are not i ncorporated i nto NSEP 
pl anni ng . Fo r exampl e ,  Federal l y  sancti oned use of Nati ona l Guard faci l i 
ties  and/o r uni ts , and the u se of  CB c hannel  9 m i ght wel l make emergency 
operations  more effecti ve .  

The Commi ttee v i ews the resul ts o f  domesti c nucl ea r d i saster,  for 
exampl e ,  a nucl ea r fac i l i ty expl osi on , as havi n g  characteri sti c s  s i mi l a r  
to those o f  l i mi ted nucl ear stri ke . Accordi ngl y ,  reconsti tuti on e fforts 
shou l d be model ed upon those advocated for Threa t Model 2 .  

Fo r these reasons  the Commi ttee s trongly reasserts i ts support for 
the bottom-up concept o f  reconsti tuti o n .  Al l meani ngful  pl anni ng  for 
reconsti tution  at the nati ona l  l evel s houl d begi n from that p remi se . We 
consi de r  thi s i ssue so i mportant tha t  th i s Fi na l Report o f  ou r work 
pl aces i t  fi rst i n  the sequence of  topi c s  the Commi ttee was a sked to 
consi der.  
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II. FINDINGS AND RECOMMENDATIONS 

A .  Change i n  Management Focu s of the Nati ona l Communi cati ons 
System 

I 

The NCS has the unenv i ab l e re spons i bi l i ty  o f  devel opi ng the a rchi 
tecture for and managi ng  the response o f  tel ecommuni cati on s operati ons 
a nd recove� over a ve� w i de s pectrum of emergency condi ti ons . The 
tradi ti onal vi ew of  these respons i bi l i ti e s  i s  tha t  i f  the emergency i s  
l oca l i zed and o f  l ow l evel of  s everi ty ,  then the matte r o f  i mmedi ate 
recovery i s  one for state and l ocal  j u ri sdi cti on s ; Federal  management o f  
t he  recove � scena ri os i s  a ppropri ate at  the h i gh end o f  the d i sa ster 
spectrum . · 

The Commi ttee feel s that a proper exami nati on of  Th reat Model 3, 
gi ven i n  Chapte r I ,  l eads  to a somewhat di fferent concl usi on . Thi s i s  
that a t  the h i ghest l evel s of  severi ty o f  d i saster,  Federal  action  prob
abl y cannot be effecti ve at al l .  State and l ocal  organi zati on s wi l l  be 
i n  only a s l i ghtl y  better pos i ti on to coordi na te recovery . 

The recovery of  tel ecommuni cati ons ( a s  wel l a s  othe r resources )  
w i l l be a bottom-up p rocess . Leadershi p wi l l  fal l to i ndi vi dual s havi ng 
no prepl anned l eadershi p responsi bi l i ty . Resource s for communi cati ons 
recovery wi l l  be found i n  t hose p l aces that h appen to have s u rvi ved .  
Li ne s o f  communi cati on  tha t wi l l  b e  mo s t  effecti ve wi l l  have l i ttl e t o  do  
wi th a� k nown or prepl anned p i cture o f  a nati ona l netwo rk . And the tech
nol ogi es tha t  wi l l  be most effecti ve i n  the proces s  a re l i kel y to  be " l ow
tech , "  s uch as amateur radi o ,  CB a nd other fonns o f  mobi l e  communi cati on ,  
and commerci al broadcast  fac i l i ti es .  

Severe damage l evel s wi l l  occur  not only i n  nucl ear-wa r-rel ated 
s i tuati ons , but a s  wel l i n  s i tuati ons  of severe natu ra l  di saster : the 
Mt . St .  He l ens erupti on a nd severe ea rthquake s a re two exampl es . In  a l l 
of  these restorati o n  of  servi ce  and  reconsti tuti o n  o f  fac i l i ti e s  depend 
heavi ly  on the prepa redne ss of the l oca l e nti ti es a nd popu l ation . Loca l 
"bottom up " recovery procedure s  and ••l ow-technol ogy " sol uti ons , whi ch 
hol d the key to such s i tuati o ns , need to be devel oped i n  thi s l i ght . 
Suc h procedure s and sol uti ons  wf l l  depend heavi l y  on  i nteroperabi l i ty o f  
Federal , state , a nd l ocal tel ecommuni cati ons fac i l i ti es .  
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1. Bottom-up Recove� 

The Commi ttee has concl uded that f t  f s  essenti al for Federal 
pl anners to endorse as  a matter of pol i cy the pri nc i pl e  that 
recove� and reconsti tuti on  of services  begi n at the l owest 
1 evel s .  

We recommend that a l l eme rgency-pl anni ng documents for NSEP 
tel ecommuni cati ons i ncorporate a pol i cy statement to thi s 
effec t .  In  l i ght of such a pol i cy statement , we further recom
mend that a l l emergency-pl anni ng documents be drawn i mpl emen
ti ng  f t . 

2. Federa l , State and Local lnteroperabf l f ty 

The Commi ttee has conc l uded that there shoul d be Federal pol i 
c i e s  that encourage or  requi re radi o communi cati ons equi pment 
empl oyed by state and l ocal agenci es to i ncorporate provi s i on 
for i mmedi ate acti vation  of  emergency communi cati on channel s .  
These emergency channel s shoul d reach several  other agenc i e s  
wi th whi ch emergency cooperati on f s  i mportant . We feel that 
Federal  l eadershi p f s  necessary s i nce frequency assi gnments 
are now spec i fi c  to each agency , and equi pment for each that 
supports only those spec i fi c  ass i gnments forecl oses i nter
agency communi cati on and cooperati on  under emergency 
condi ti ons . 

B .  State and Local Pa rti ci pati on  i n  NSEP Pl anni ng 

In i ts Annual Report the Commi ttee made a number of  recommendati ons 
that , f n  effect ,  coul d be gathered i nto a 11 program pl an  . .  for bottom-up 
restorati on ( see p p .  1 2 -1 3 ) .  Many of these recogni zed FEMA ' s re spon s i bi 
l i ty for supporti ng state and l ocal  emergency tel ecommuni cations , and 
were accordi ngly based on joi nt effort by the OMNCS and FEMA.  FEMA ha s 
no j urf sdf ctf onal authori ty over state or l ocal enti ti es , but becau se of 
i ts i nvol vement i n  state and l ocal  acti vi ti es  the Commi ttee recommends 
that f t  be charged offi c i al l y  wi th the respons i bi l i ty for achi evi ng state 
and l ocal coordi nati on wi th the NSEP tel ecommuni cati ons program . We 
recommend that the mandate for th i s responsi bi l i ty be spel l ed out f n  
f nf tfatfve form ,  much a s  the predecessor commi ttee recommended for u s i ng 
the NSTAC a s  an NSEP  tel ecommuni cati ons resource . The Commi ttee recom
mends the set o f  f n f tf atf ves to be found i n  I l l A-1 . pp . 24-25.  

The Commi ttee i ndi cated i n  i ts Annual Report that  i t  has seen pos i 
t i ve evi dence of  the dedi cati on and re sourceful nes s of  state and l ocal 
enti ties .  Some sta te and l oca l  enti ties  have made i nteresti ng techni ca l  
i nnovati ons to  overcome some of the restri cti ons  i mposed by federal  agen
c i e s .  They have been abl e to overcome frequency ass i gnment probl ems , for 
exampl e ,  by u se of  frequency-agi l e  recei v i ng equ i pment ( scanners ) .  Th i s  
has l ed to the re sol uti on o f  some probl ems that the frequency-al l ocati on 
system has c reated or been unabl e to sol ve . 
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Local enti ties  a re capabl e o f  p l anni ng,  testi ng and executi ng 
action s necessa ry to reconsti tute communi cati ons , gi ve n  the avai l abi l i ty 
of resources . Spectrum a nd ha rdware a re the c h i e f  re source l imi tations 
preventi n g  the i nc reased effecti venes s o f  l oca l  di saster-pl anni n g  i ntegra 
tion.  There i s  n o  p l an i n  exi stence that recogn i zes  t he overri di ng prec 
edence o f  recovery from a di saste r .  The spectrum avai l abl e t o  the state 
and l ocal  e nti ties , and a s  a resul t the h ardwa re to u se i t , i s  the same 
a s  tha t i n  u se duri ng bus i nes s a s  usual . To make matters worse , there i s  
no Federal  a gency recogni ti on o f  a ny  permi ssi ve u se o f  s pec trum outsi de 
formal , nonemergency al l ocati ons  duri n g  a n  emergency i n  the i nterest of 
savi ng l i ves ,  l et a l one for recovery and recon sti tuti on .  

1 .  A Program Pl a n  for Bottom-Up Restorati on 

• Our recommendations  from t he An nual Report begi n wi th the 
establ i shment o f  a governors • Presi denti a l  advi sory commi ttee , 
cognate to the NSTAC and  wi th s i mi l ar l i a i son to the 
Presi dent , compri s i n g  a l l 50 governors  or thei r desi gnates . 
Ba sed on  a joi nt i ni ti ati ve o f  the OMNCS a nd FEMA, the NCS 
Commi ttee of Pri nc i pa l  shoul d recommend thi s to the Nati ona l 
Securi ty Counc i l . The OMNCS a nd FEMA s houl d p ropo se thi s .  
Th e  Commi ttee suggests the Nati onal  Governors Assoc i ati on 
( NGA )  as an a ppropri ate o rgani zati on : there i s  no need to 
i nvent one . The NGA shoul d accept the responsi bi l i ty al though 
i t  may wi sh to desi gnate the Nati onal Emergency Management 
As soc i ati on  to represent i t . 

• The Commi ttee consi ders thi s step a n  e s senti al component o f  
a program pl a n  t o  achi eve state and l ocal  pa rti ci pati o n  i n  
NSEP tel ecommu n i cati ons . Wi th i t , t he p rogram that coul d be 
assembl ed from recommendati on s i n  o u r  Annua l  Report fol l ows . 

Wi th F8MA , the OMNCS shoul d : 

- Promul gate a n  NSEP  11nati onal purpose . .  amon g  Federal agen
c i es ,  promoti ng  reori enta ti on of ( thei r )  NSEP p rograms toward 
bottom-u p restorati on and reconsti tuti on . 

- Devel op a seri es o f  NSEP scenari os that FEMA woul d present 
to state and l oca l enti ti e s  i n  semi nars . The presentati ons 
woul d ge nerate awa reness o f  Fe dera l  NSEP p rograms , a nd i n  the 
semi nars the state and l ocal  enti ti e s  cou l d di scu s s  approache s 
to i ntegrated emergency tel ecommuni cati ons p l ann i ng ,  
pract i ces , a nd management wi th FEMA and wi t h  one anothe r .  

- Propose NSEP requ i rements t o  the FCC for i nterconnecti on a nd 
i nteroperabi l i ty o f  new Federa l tel ecommuni cati on s systems 
wi th s tate , l ocal , o r  regi onal systems . More b roadl y ,  not 
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restri cted to state and l ocal i nvol vement but certai nly i n
cl udi ng  i t ,  such proposal s coul d al so encompas s  i nterconnec 
ti on and i nteroperabi l i ty wi th non-carrier , pri vate systems . 

- Catal og a l l ex i sti ng state and l ocal systems and emergency 
management teams . 

- Exami ne spectrum i s sues a nd overa l l control at al l l evel s ,  
i n  order to 

- In i ti ate Federal pl ann i ng wi th state and l oca l pa rti c i pa
ti on .  Such pl anni ng shoul d i nvol ve resources not normal l y  
assi gned NSEP respons i bi l i ti es , such a s  the Nati onal Guard , 
and shoul d sti mul ate new programs to make radi o and other 
equi pment avai l abl e for emergency u se .  As a n  i ncenti ve , FEMA 
coul d make such parti c i pati on a condi ti on  for i ts conti nued 
support . 

- Bri ng states i nto NSEP tel ecommuni cati ons p l anni ng as  a mat
ter of urgency , and encourage extens i on of  state and l ocal 
pl anni ng i nto i nterstate and nati onal envi ronments . 

- Promul gate a nati ona l  pol i cy mandati ng  i nterconnecti on or  
the capabi l i ty to  i nterconnec t ,  and  i nteroperabi l i ty among 
state and l oca l  systems nati onwi de by a real i sti c date . The 
Commi ttee cannot emphasi ze the i mportance of th i s  acti on 
strongl y enough . We recommended i t  i n  our Annual Report . As 
part of thi s i ni ti ati ve , sti mu l ate more coordi nati on of spec
trum uses and the i r pl anni ng for publ i c  sa fety communi cati ons .  

- Pre-pos i ti on s i mpl e ,  s tanda rd operati ng p rocedures ( SOPs ) at 
a l l poss i bl e  tel ecommuni cati ons centers . Tha t wi l l  enabl e sur
vi vors to contact other fac i l i ti e s  or l ocal a uthori t i es , and to 
establ i sh emergency i nterconnect poi nts . Cl earl y ,  the state 
a nd l ocal  part i c i pants wi l l  exerc i se a maj or share of  the res
ponsi bi l i ty for  getti ng th i s  done . 

- Sti mul ate pre-stocki ng of  c ri ti cal pa rts and materi a l s .  The 
SOPs woul d establ i sh gu i del i ne s  for the i r di stri buti on and use . 

2. Organi zi ng fo r Effecti ve Bottom-Up Emergency Response 

The Commi ttee u rges three o rgani zati onal changes that i t  be
l i eves necessary for FEMA to be effecti ve i n  promul gati ng th i s  
program. 

1 One of the offi ces reporti ng to the Ma nager/Deputy Manager,  
NCS  ( e i ther the Joi nt Secretari at or Pl ans  and Programs ) shou l d 
have an i ndi v i dual  whose only respon s i b i l i ty i s  to devel op 
approaches and procedures to assi st FEMA i n  th i s program . 
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• The eo .. i ttee fi nds the conti nued absence of a FEMA rep
resentati ve from the NCC staffi ng roster di scouragi ng . FEMA 
shoul d have a ful l -time representati ve i n  the NCC , prefer
abl y as NCC assi stant deputy manager.  FEMA coul d then , on 
behal f of  the NCS , hel p to bring  NCC resou rces to bear  on 
assi sti ng the state s to devel op thei r emergency pl ans and 
procedures  for :  i ntegrati ng publ i c  commun i cati on s resources 
wi th i n each state , i ntegrati ng state and l ocal  resources among 
conti guous states , and i ntegrati ng a l l those resources wi th 
pri vately owned tel ecommuni cati ons . 

1 The NCS shoul d i denti fy or  e stab i sh  one organi zati on to 
work on a nati onwi de bas i s to coordi nate spectrum needs , equ i p
ment standards , and practi ce p l ann i ng of  al l ex i sti ng emergency 
communi cati ons systems and to i denti fy areas where no , or i n 
adequate , prov i s i on has  been made for s uch  systems . Th i s or
gani zati on , possi bly Technol ogy and Standards , coul d al so be 
charged to fol l ow acti vi ti es  at regul ato� agenc i es -- not only 
the FCC and the Interagency Radi o  Advi sory Commi ttee wi thi n the 
Federal government , but rel evant state groups as wel l -- and 
advi se the OMNCS so that i t  can comment on proposal s i n  ti mely  
fashi on and ,  together wi th FEMA, advocate pol i cy appropri ate 
to NSEP . 

C .  The Rol e of  the NCC 

The NCC , heavi l y  staffed wi th repre sentati ves of NSTAC membe rs ; i s  
an i mportant mechani sm for ensuri ng effecti ve u se of  i ndustry resources 
to susta i n conti nui ty o f  servi ce and i ts restorati on o r  reconstructi on i n  
emergenc i e s .  Al though the NCC h a s  been i n  operati on for two years , f t  i s  
premature to j udge i ts effec ti veness .  The Commi ttee i s  convi nced that 
effecti vene s s  coul d be greatl y enhanced through parti c i pati on of NCC mem
bers i n  p l anni ng and exerc i si ng for emergenc i es rather tha n  s imply res
pondi ng  to those i mposed on  the NCC from time to  time .  That  parti c i pati on 
i n  pl anni ng i s  i nhi bi ted by a concern over anti trust al l egati ons because 
of the parti a l  staffi ng  of the NCC by representati ves of  potenti al l y  com
peti ng fi rms .  

I n  addi ti on ,  one agency of the NCS - - FEMA - - has  a si gni fi cant 
overl ap of i ts day-to-day respons i bi l i ti es wi th i ts NSEP tel ecommuni ca
ti ons obl i gati ons .  FEMA i s  the Federal agency charged wi th oversi ght a nd 
support of state and l ocal  acti vi ti e s  i n  emergency management.  But FEMA 
i s  absent from the NCC ro ster.  

1 Accordi ngly , the Commi ttee recommends that the Depa rtment of 
Justi ce convene and chai r a meeti ng of  the General Counsel s of  corpora 
ti ons represented i n  the NCC , wi th parti c i pation  by the FCC and other 
appropri ate government agenc i es ,  to rev i ew the ri sk s associ ated wi th 
cooperati on among potenti al competi tors i n  the i nterest of NSEP tel ecom
muni cati ons  and to determi ne i f  these present any ser i ou s  i mpediment to 
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the cooperati ve pl ann i ng desi red .  I f  there i s  none , p l ann i ng acti vi ti es 
shoul d be l ed by one of  the NCC i ndustry representati ves , sel ected  espe
c i a l l y  for ( h i s )  p l anni ng abi l i ti es a nd k nowl edge of the c ommerc i al p l ant. 

• The Commi ttee ha s al ready recommended ful l -time FEMA parti c i pa
t ion in  the NCC , on the precedi ng page . However , we  feel so  strongly 
about the necessi ty for that pa rti c i pati o n  i f  the NCC and  the bottom-u p 
program a re to be ful l y  effecti ve that we take thi s opportuni ty to repeat 
and emphasi ze tha t recommendati on .  

D .  Joi nt State and Na ti onal Emergency Pl anni ng 

Th i s  Commi ttee a nd i ts predecessor have emphas i zed that s tate and  
l ocal  enti ti e s  mu s t  be  part of  nati ona l NSEP  pl anni ng , s i nce reconsti tu
ti on o f  the nati onal communi cati ons resource s mu st begi n from the bottom 
up unde r Threa t Model s 2 and 3 .  Th i s means  tha t the reconsti tuti o n  wi l l  
commence a t  l ocal -j uri sdi cti on l evel s -- the s u rvi vi ng 11 i sl ands 11 -- a nd 
expand outward . A mul ti pl i ci ty o f  such i sl and recoveri e s  i s  anti c i pated . 

I t  i s  c l ear  that the tool s to be empl oyed duri ng a ny such reconsti 
tuti on  wi l l  be onl y those at  hand  at  the ti me .  Any addi ti onal equi pment 
o r other resources needed for commu n i cati ons recovery wi l l , i n  a l l  l i kel i 
hood , tak e  a back  seat  to such bas i c necessi ti e s  a s  shel ter ,  medi cal  su p
pl i e s ,  food , water , power equi pment , fuel , a nd c l othi ng.  As a resul t ,  
prepl anni n g  l eadi n g  t o  the preposi ti oni n g  o f  the neces sary resource s i s  
e s senti a l . Obvi ou sl y ,  max i mi zed u se o f  a l l on-s i te resources i s  
cri ti cal . 

The Commi ttee ha s tal ked about a s sets that a re acce ss i bl e  to s tate 
and  l oca l  enti ti e s  i n  the precedi ng  secti on s o f  th i s  report . Othe r re
sources a re a vai l abl e i n  l oca l a reas wh ich  mu st a l so be i ntegrated i nto 
state and  l oca l  enti ty pl anni ng , i n  the form o f  spectrum and  equi pment 
unde r federa l  a gency control . Ma ny a genc i es o f  the federal gove rnment 
have personnel , equ i pment and spectrum assi gnments at prec i sel y the l oc a 
ti ons where they a re needed most . In  the event o f  a d i saster these re
sources need to be a va i l ab l e to the survi vi n g  l oca l  enti ti es  freel y and 
wi thout cavea t .  The natu re a n d  pu rpose of the mi ssi on of  each enti ty 
duri ng  the pre-di saste r epoc h mu st automati cal l y  become subservi ent  to 
the reconsti tuti on mi ss i on .  

The fi rst step i n  a proce ss wh i ch woul d l ead t o  thi s posture woul d 
need to be taken by the OMNCS , wi th  suppo rt from FEMA. The state s fi rst , 
and then sel ected l ocal  j u ri sdi cti ons , need to be made total l y  fami l i ar 
wi th Executi ve Orde r 1 2472 redefi ni ng the NCS , i ts mi ss ion , i t s functi on , 
and the Executi ve Offi ce respon si bi l i ti es o f  t he NCS a nd other government 
agenci es  for NSEP tel ecommuni cati ons . They then nee d to be ful l y  i n
formed of the acti ons taken by the NSTAC a nd those acti on s u nder way . 
Fol l owi ng  thi s ,  the resul ts  o f  the work o f  th i s  Commi ttee shoul d be di s
semi nated to  these j uri sdi cti ons . The Commi ttee hope s  t hat the states 
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woul d pursue the i r own efforts , i n  cooperati on wi th the NCS and FEMA, to 
hel p achi eve establ i shment of a state-l evel organi zation cognate to the 
NSTAC . 

Emergency communi cati on i s  a nati onal probl em. It  must not be a 
probl em seen onl y i n  tenns of the federal  gove rnment ' s  acti vi ti e s .  Pl an 
n i ng for federal government systems mu st al so consi der and be responsi ve 
to state a nd l ocal  communi cati ons systems and refl ect the State Governors • 
l eadershi p  rol e i n  respondi ng to emergency s i tua ti ons accurately . The 
Commi ttee conti nues to see thi s as an urgent matter.  We recommend that 
the OMNCS and FEMA approach the NGA and the Nati onal Associ ati on for State 
Infonnati on Systems to coordi nate and support the i r proposed peti ti ons 
( see I I I .  C . S . , pp . 69-71 ) to the NSC for i ncl u s i on i n  the NSEP pl anni ng 
process .  Thi s  i s  a good opportuni ty to  establ i sh the governors ' commi ttee 
cognate to the NSTAC. 

State and  l ocal  enti ti tes , and organi zati ons under state control 
such as the Nati onal Guard , have communi cati ons  assets i n  geographi c 
a reas that  wi l l  be i mportant i n  ma� types of  emergenc i e s .  Thei r use 
shoul d not be restri cted onl y to the case of  a nucl ea r di saster. Thus ,  
parti ci pati on of the states i s  i mportant to the fi nal sel ecti on of the 
systems sol uti on as wel l as to the operati onal i mpl ementati on of that 
sol uti on .  The NCS needs to i ncl ude thi s aspect of p l anni ng i n  i ts prepa
rations for i nc l udi ng state and l ocal j u ri sdi cti ons i n  the NSEP pl anni ng 
proces s .  

o A most cri tical  aspect of  j oi nt federal a n d  state NSEP pl anni ng 
i s  the pa rti c i pati on of FEMA i n  thi s proce s s .  The need for ful l -ti me FEMA 
parti c i pati on was st�ted i n  the Commi ttee ' s  Annual Report .  The Commi ttee 
cannot emphasi ze thi s strongl y enough . We consi der  FEMA ' s l eadershi p 
v i tal  to state and l ocal  pa rt i c i pati on i n  NSEP tel ecommuni cati ons .  FEMA 
has the respons i bi l i ty for these major and i mportant rel ati ons wi th state 
and l ocal enti ti es . It  shou l d be the focal poi nt wi thi n the NCC for 
Federal acti vi ti es i nvol vi ng the state and l ocal j uri sdi cti ons ' effecti ve 
i ntegrati on i nto the NSEP pl ann i ng and  i mpl ementati on processes . 

E .  The Trend Toward A Software-Defi ned Envi ronment and i ts 
Effects on  NSEP Tel ecommuni cati ons 

As competi ti on and tech n i c a l  i nnovati on p roceed i n  the years ahea d ,  
the communi cati ons fabri c of  the U . S .  wi l l  undergo l arge i nc reases i n  
capaci ty ,  i n  avai l ab i l i ty o f  a l ternate paths , and i n  decentral i zati on of  
functi on . The impl ementati on of  these trends i nvol ves the executi on of 
software i n  l i teral l y  thou sands of  i nterconnected mi c roprocesso rs and 
medi um- and l arge-scal e machi nes . Thi s mi xture of i nteracti ng 
technol ogies has a number of  NSEP con sequences .  

The retenti on o f  network confi gurati on data i n  software rather than  
i n  the structure of the hardware has several  NSEP i mpl i cati ons . For 
moderate l evel s of damage , the fl exi bi l i ty o f  modern software-based net
works i s  a n  advantage . As  one cons i ders more severe l evel s of damage , 
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the dependency on software becomes a l i abi l i ty .  s i nce computer systems 
are rel ati vel y  fragi l e .  the requ i red databa se s  are l arge and fragmented , 
and the sk i l l  l evel s to reconsti tute them are h i gh .  

Dynami c routi ng offers a sel f-heal i ng property for netwo rk s  that 
have been damaged , and th i s capabi l i ty i s  more effecti ve for NSEP the 
more compl etely  i t  can be automated.  AT&T has made commendabl e progress  
i n  at l east i mpl ementi ng a manual Dynami c Non-Hi erarchi cal  Routi ng ( DNHR ) 
system based on predi cted traffi c l oads . Other carri ers have yet to fol 
l ow  sui t .  Ul ti mate automati on of  dynami cal l y  computed rerouti ng capabi 
l i ty i s  des i rabl e ,  s i nce i t  al l ows response to new emergency-i nduced 
traffi c patterns never before expe ri enced and mi n i mi zes rel i ance on off
l i ne computati on and  h i stori cal  data . 

U . S .  parti c i pati on  i n  I SDN s tandards  acti vi t i e s  shou l d i nc l ude 
emphasi s on such NSEP cons i derati ons as a l ternate route provi s i on and 
avoi dance of a f�w catastrophi c fa i l u re s .  The Commi ttee notes wi th sati s
faction that the NCS i s  pl ayi ng an  acti ve rol e i n  the work of the Exchange 
Carri ers Standards Assoc i at i on ( ECSA ) i n  seei ng that these aspects of the 
standardi zati on effort are recei vi ng attenti on . We u rge the OMNCS to con
ti nue thi s emphas i s  on I SDN standards even i f  i t  means l eavi ng to other 
U . S .  pa rti ci pants the rol e  of pushi ng for other  i mportant but nonNSEP
rel ated i ssue s .  

• Th e  Commi ttee u rge s the OMNCS t o  take acti on to ensure that 
user-defi ned servi ces i n  ISDN a nd more immedi ately avai l abl e networks 
i ncl ude spec i fi cati ons of NSEP-rel ated parameters . e . g  • •  the abi l i ty of  
the custome r to  order a set of  connecti ons gua ranteed to  have p�s i ca l  
route di ve rs i ty .  

New softwa re-defi ned functi ons shou l d not be concentrated i n  a 
smal l number of  centers . The Commi ttee recogn i zes that thi s i s  counter 
to economi c pressures wi thi n the carri er ' s busi ness ; i t  i s  one of those 
NSEP measures tha t we feel the OMNCS shoul d try to fi nd ways of  mak i ng 
attracti ve to the ca rr i ers by spec i al fund i ng arrangements . 

Advanced PBXs that embody cal l i ng-route opti mi zati on for cost reduc 
t i on may al so be reprogrammed to provi de opti mi zati on for ava i l ab i l i ty of  
routes . Th i s  i s  a n  i mportant capabi l i ty of  these new systems that may 
j usti fy the i r procurement on a wi de r and more acce l erated bas i s for 
government i nsta l l ati ons . 

• The Commi ttee recommends that sma l l send-recei ve earth stati ons 
be procured earl y by emergency agenc i es . tested for the i r usabi l i ty .  and , 
a s  found sui tabl e ,  stockpi l ed for use i n  provi di ng hi gh-speed , di g i tal . 
poi nt-to-po i nt and broadca st NSEP connecti ons wi th vari ous communi cati ons 
satel l i tes . 
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F .  Cri ti cal  Technol ogies  tti th NSEP Leverage 

1 .  Concl us i ons  from the Annual Report 

Ba s i c  component vul nerabi l ty was treated i n  the Commi ttee • s  Annual 
Report.  Bri efl y , the concl us i ons were : 

a .  Optoel ectroni c components i n  a fi ber opti c system may be some 
what more rugged than the usual metal -oxi de -semi conducto r  ( MOS ) or 
gal l i um arsen i de ( GaAs ) el ectronic  components , but the extensi ve 
u se of the l atter wi l l  make the overal l vul nerabi l i ty the same as  
that of  an e qu i val ent-s peed e l ec troni c  system. 

b .  Some fi ber systems now bei ng i nstal l ed empl oy metal l i c strength 
members or power 1 i nes i n  the cab 1 e ,  and thus coul d have the poten- · 

tia l  of  pi ck i ng u p  EMP radi ati on to about the same l evel s a s  conven
ti onal coaxi a l  cabl e .  Recent tests have shown , however , that re
pl ac i ng metal l i c strength members wi th nonmetal l i c ones i s  not 
necessary .  It i s  far  more i mportant to protect repeate r and termi 
nal el ectroni cs  from pul ses that coul d come through the power sup
pl i e s .  Thi s can  be done wi th s i mpl e ,  i nexpensi ve penetrator protec 
ti on such a s  gas tubes or zener di odes • 

. Opti cal fi bers of  the type cu rrently empl oyed i n  tel ecommuni ca
ti ons  are subj ect to darkeni ng from nucl ear radi ati on at h i gh ex
posure l evel s .  Rad i a ti on-resi stant fi bers exi st , but a re c urrently 
too expens i ve to use i n  regul ar commerci al appl i cati ons . The actual 
NSEP l everage i n radi ati on vul nerabi l i ty l i kel y depends more on the 
type of i nstal l ati on ( e . g . , the depth of buri al ) than the particul a r  
type o f  f i ber and cabl e .  As the predecessor commi ttee observed and 
as  th i s Commi ttee has noted f n i ts Annual Report , normal engi neeri ng 
precauti ons for such th i ngs as  l i ghtni ng protecti on i n  the construc
ti on of  the l i nk s  shou l d provi de sati s factory hardeni ng .  

c .  Extens i ve u se of  compl ementary MOS ( CMOS ) devi ces i n  equi pment 
wi l l  reduce the overal l power consumpti on  and offer prol onged ope r
ati on from battery ,  sol ar ,  or other e�ergency power sources . Th i s  
i s  espec i al l y  important i n  hand-hel d or  mobi l e  equi pment , but the 
use of l ow-power-consumpti on techni ques wi l l  occur natural l y  i n  
such equ i pment.  Use of CMOS i n  othe r equ i pment ( fo r  exampl e , PBX 
and central offi ce swi tc hes ) may not occur natural l y ,  but shoul d be 
encouraged for NSEP reasons . The cost/benefi t rati o  wi l l  be di f
ferent for each s i tuati on , dependi ng on  what fraction of the power 
i s  consumed di rectl y i n  the el ectron i c s  and i n  the cool i ng system 
for the e l ectroni c s .  

2 .  Optical  Li nks  

Optica l  swi tch i ng ,  ampl i fi cation , and  other s i gna l proce ss i ng func 
ti ons wi l l  very l i kely not be competi ti ve wi th thei r e l ectroni c equi va
l ents i n  the next two decades , so the vu l nerabi l i ty of  the se components 
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need not be cons i dered . I n  a ny c a se ,  they woul d not be l ess vul nerabl e 
than  the el ectroni c s  that dri ve the optoel ectroni c devi ce s .  Opti cal  
swi tchi ng wi th o pti cal s i gnal s i s  even l ess l i kely to devel op beyond the 
l aboratory curi osi ty stage . Sel ected , i ntegrated opti cal  components such 
a s  h i gh-speed modul ators may f i nd some appl i cati on i n  c ommerc i a l  systems , 
but no i nherent NSEP l everage woul d deri ve . 

S i nce the technol ogy for c entral  swi tchi ng remai n s  el ectroni c ,  the 
Commi ttee fi nds no NSEP i mpl i cati on s  for vul nerabi l i ty tha t i t  ha s not 
a l rea� stated.  Perhap s the l argest  c hange that c oul d have NSEP  l everage 
i s  the overcapaci ty and potenti al l y  i nc reased redundancy tha t  are devel op
i ng wi th the wi despread i nsta l l ati on of  o pti ca l -fi ber systems by c ompeti ng 
carri ers .  Advance pl anni ng  and agreements amon g  the carri ers wi l l  be 
needed , a nd the OMNCS may wi sh to s timul ate that . 

3 .  Automated  Informati on  Processi ng  ( A l P ) Suppo rt for 
Te l ecommuni cati ons Operati ons 

To achi eve i nte roperabi l i ty among the competi ng carri ers a nd there
by acqui re l everage for survi vabi l i ty and restorati o n  of tel ecommunica
ti ons , standa rdi zati on a nd access to  i nfo rmati on a bout supporti ng A l P  
systems a re needed . Standardi zati o n  of  operati ng  system s  among di fferent 
manufacturers o f  computers i s  a po si ti ve factor i n  NSEP.  Cu rrently , 
there i s  a de facto standard operati n g  system -- UN I X  - - i n  pl ace i n  the 
tel ecommuni cati ons i ndu stry .  Many records e s senti a l  to recovery a nd 
reconsti tuti on  are stored  on commerc i a l  computers , both mai nframe and 
mi ni proces sors . To take advanta ge of the de facto s tandard , the NCS 
shoul d encourage portabi l i ty enhancement brough t abou t by a common 
operati ng system s uch a s  U N IX for the computers on  wh i c h  these data a re 
stored and processed .  A wi del y depl oyed , standard operati n g  system i s  a 
strong , posi ti ve factor for NSEP tel ecommuni cati ons , a nd the Commi ttee 
recommends cons i derati o n  of UN I X fo r suc h a standard . 

G .  I ndustry Strategi es a nd Government Po si ti ons 

1 .  Government 

The Commi ttee bel i eves that the NSEP p l a nners i n  government shoul d 
take the fol l owi n g  i nto cons i derati on  a s  poss ib l e strategies , g i ven the 
k i nds of changes we expect i n  the tel ecommuni cati ons i nfra structure o f  
the U . S .  and the resul ti ng  i ndustry strategi es  we foresee . 

One shoul d expect an  accel erati ng trend away from very heavy rel i 
ance upon hard-wi red , pri vate-l i ne c i rcui ts  a s  we know them today . In
stea d ,  there wi l l  be  much greater  u se made o f  v i rtua l pri vate l i nes , 
software defi ned network s ,  and ISDN and  othe r ( a s  yet undefi ned )  new 
servi ces a s  they become a vai l abl e .  But t he NSEP p l anne r  must recogni ze 
that , as p l anned by i ndustry ,  these wi l l  depe n d  upon a rel ati ve l y  few 
central data ba se s .  Al though su ffi c i entl y redundant fo r normal  opera
ti ons and mode s t  di sasters , such central i zed  data cou l d resul t i n  dange r 
o u s  vul nerabi l i ti es i n  a nuc l ear  war.  Addi ti onal ly , the trend away from 
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tradi ti onal pri vate l i ne s  w i l l  resul t from the ready avai l abi l i ty  of 
transmi ssi on  for l ease  by bandwi dth rathe r tha n  as  i ndi vi dual  c i rcui ts . 

Dedi cated ( i . e . , gove rnment-owned ) mi l i tary systems desi gned wi th 
survi vabi l i ty a s  a foremo st consi derati on mu s t  be reta i ned for mi l i ta� 
command and control purpose s .  But the extensi ve di versi ty of commerc i al 
network s make them the onl y real i sti c asset sui tabl e for general recon
sti tuti on i n  the post-attack period . Commerci al  systems s hou l d be  exten
si ve l y  used to compl ement the government-owned network s ,  to i mprove the 
robustne s s  of the command a nd control systems by a c areful ly pl anned mi x 
of l eased transmi ssi on  ( satel l i te , fi ber and mi c rowave ) and sel ecti ve 
access to the vari ous network i ng systems of d i fferent tel ecommuni cati ons 
suppl i ers .  

Fi ber and satel l i tes s houl d be v i ewed a s  c ompl ementary ,  not com
peti ng , technol ogi es . Each ha s advantage s and di sadvantage s : 

I 

Fi ber i s  much more re si stant to i ntercept acti vi ti es and EMP ef
fects . I t  i s  al so l es s  expensi ve where l arge vol ume s  of traffi c 
requ i re cross-secti ons of  many c hannel s o f  c ommu n i cati on . I t  pro
vi de s  hi gh-qual i ty ,  essenti al l y  error-free , and  hi ghl y rel i abl e 
communi cati ons c hannel s .  The di sadvantages a re  the t i me  requi red 
to i nstal l new systems , the ti me requ i re d  to restore maj or break s , 
and the l arge number of  c i rcui ts i nterrupted  when a fa i l ure occurs . 

Satel l i te s  have a uni que advantage i n  broadcast appl i cati ons ( poi nt
to-mul ti poi nt ) , permi t rapi d depl oyment to serve new a reas or for 
restorati on  purposes , can provi de end-to-end network s to the cus
tomer premi ses a nd thereby bypass exchange faci l i ti e s ,  and  a re cost 
competi ti ve o n  thi n routes . They are easi ly  i ntercepti bl e ,  have 
some vul nerabi l i ty to h i gh-a l ti tude e l ectromagneti c pul se ( HEMP ) , 
and depend upo n  earth stati ons  whi c h  are vul nerabl e to va�i ng 
degrees a nd have transmi s s i on del �s that affec t voi ce conversa
ti on s to suc h  an  exten t  that cal l s  transi ti n g  more than two or 
three hops are general ly u nusabl e .  Wi thi n the conti nental 
Uni ted States , however , si ngl e -hop transmi ssi on can easi l y  span the 
country .  

The Commi ttee bel i eves that t he government s hou l d exami ne carefu l ly 
the i dea of  l easi ng  transmi ssi on i n  uni ts of  bandwi dth ( e . g . , 1 . 544 mega 
bi ts/s ) and u se mul ti pl exers to deri ve c hannel s for voi ce a n d  data c i r
cui ts i nstead of  l easi ng i ndi vi dual  ci rcui t s .  There appea r t o  b e  fou r 
advantages :  s ubsta nti al cost savi ngs ; s pare mul t i pl ex c hannel c apaci ty ,  
i f  ava i l abl e i n  the ri ght pl aces , fo r qu i c k  c i rcu i t turnu p ; rou ti ng  (c i r
cui t ,  path and medi a )  control  i n  s uch a way a s  to provi de control l ed di 
versi ficati o n  of  cri ti ca l  c i rcui ts  and path s ; and  a suffi cient  numbe r o f  
suppl i ers to a l l ow competi ti ve acqu i s i ti on of both tran smi ss i on a nd 
mul ti pl exers . 

Impl ementati on woul d be based u pon the ab i l i ty to g roup suffi c i ent 
c i rcui ts and acqui re and l ocate the mul ti pl ex equi pment , and to do so 
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cost-effecti vely .  I t  represents a management ta sk not unl i ke that 
presented by the earl ier , very extensi ve TELPAK network and the present 
DoD Mul ti -pl ex network . Such a p rogram woul d be c ompati bl e wi th the 
Communi cati ons  Services  Indu stri a l Fund ( CS I F ) operated by the DCA . It  
coul d i ncl ude Defense Di gi tal Ne twork ( DON )  a nd AUTOD I N  c i rcui ts a s  wel l 
a s  conventi onal pri vate l i nes--voi ce , data , tel etype o r  facs i mi l e .  

Wi th respect to carri er-suppl i ed network i ng faci l i ti es o f  the S ON 
or ISDN type , the NSEP communi ty mu s t  try to i nfl uence the suppl i ers  to 
di sperse or  repl i cate the control l i ng data bases . An i deal sol uti on 
woul d be for the user customer premi se s equ i pment ( CPE ) or nearest end 
offi ce to have a capabi l i ty to back u p  t he central data bases i f  the 
central control l er i s  i nterrupted . 

The Commi ttee i s  p l eased to note that the Off ice of  Technol ogy a nd 
Standards , OMNCS , i s  concentrati n g  a s i gni fi cant porti on  of i ts tec hni cal  
effort on p arti c i pati on i n  the work of the ECSA commi ttee on I SDN stan
dardi zati on . Addi ti onal ly , through  peri odi c bri efi ng s o f  other govern
ment agenc i e s , Technol ogy and Standa rds has taken the l ead to see that 
I SDN standards consi derati ons  are i ntegrated appropri atel y and i n  timely 
fashi on i nto the NSEP tel ecomuni cati ons of the NCS member a genc i e s .  
These acti vi ti e s  have anti c i pated  o n e  of  ou r recommendati ons . 

I n  addi ti on to the need for i ncorporati ng s tate a nd l ocal resoures  
i nto NSEP pl anni ng  to support bottom-up restorati on , there i s  a need for 
acce ss to i nfonnati on on emergency tel ecommuni cati ons i n formati on across  
corporate boundari e s  to  the NCC  to  support top-down restorati on .  The 
Commi ttee consi ders i t  p roper and necessary for the NCS to bu i l d  documen
ted arrangements i nto NSEP pl anni ng  so  tha t maj or carri ers ' network con
trol centers may draw upon o r  i nteroperate wi th l ocal or corporate resour
ces to hel p wi th restorati on efforts from the peri phery of a di saster 
area.  Neverthel ess , the pri nc i pal responsi bi l i ty for organi z i ng and 
overseei ng such pl anni ng  wi th ci ty ,  county , and state organi zati on s de 
vol ves upon FEMA. 

• Accordi ngl y ,  the Comi ttee recommends that such pl anni ng be 
i ni ti ated j oi ntl y by FEMA and the OMNCS , wi th FEMA taki ng  the l ea d  i n  
coordi nati ng c i ty ,  county ,  and  state p l anni ng . The OMNCS shou l d take the 
l ead , as i t  ha s al ready begu n to do , i n  coordi nati ng  pl anni ng wi th such 
nati onal organi zati ons as the radi o amateurs a nd p ri vate non-carri er  com
muni cati on s systems ( e . g . , those of  Boe i ng , Ci ti corp , GE , GM , I BM , and 
oi l and gas pi pel i ne compani es ) , wi th FEMA coordi nati ng the p l ann i ng for 
the state s .  Suc h pl anni ng acti vi ti es mi gh t wel l be carri e d  out wi th NSTAC 
a nd the recommended cognate governors ' commi ttee parti c i pati ng.  

2 .  Commerc i a l  carri er  strategi es  

The expected strateg i es l i sted i n  our An nual Report o f  new, poten
ti al l y  unregul ated , servi ce offeri ngs ; l owe r pri c i ng  of  ful l servi ce , 
sometimes at  reduced qual i ty ;  mergers a nd acqu i s i ti ons ; and ( pri vatel i ne )  
bypa s s  of  l oca l  exchange i denti fi ed  for the tel ecomuni cati ons serv i ce 
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suppl i ers sti l l  appear val i d  wi th one exception .  That exception has been 
the rapi d accel erati on and expans i on of those servi ce suppl i e rs i n  the 
i ndu str,y pl ann i ng and i nstal l i ng opti cal fi ber systems i n  both the i nter
c i ty and l ocal -exchange area s .  ( See Secti on I I I . C. l  for an overv i ew of 
those companies  and the i r  pl ans  as known at thi s ti me . ) That excepti on 
rei nforces the Commi ttee • s  general conc l us ion that abundant , hi gh-qual i ty 
transmi ss i on ,  wi th potenti al ly  hi gh redundancy for NSEP tel ecommuni 
cati ons , wi l l  be avai l abl e qui ck l y  and that the effects on suppl ier  and 
u se r  al i ke wi l l  be revol uti onary .  As stated i n  E .2 above , the NCS may 
wi sh to take advantage of the potenti a l  for i nc reased survi vabi l i ty by 
stimul ati ng pl ann i ng a nd agreements among the c a rri ers that woul d faci l i 
tate easy u se of the added network redundancy avai l abl e .  
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III. DISCUSSION 

A. State and  Local Tel ecommuni cati ons  

At  the Commi ttee ' s  f i rst meeti ng o n  March 2 6 ,  1 984 John Grime s , 
then Deputy Manager of the NCS , i denti fi ed the fol l owi ng  a s  a maj or area 
for the Commi ttee ' s  a ttenti on : 

• Probl ems of  i nteroperabi l i ty a re l i kely to be ra i sed by i nde
pendent ,  an d po ss i b l y  uncoordi nated , acti ons  of state regul atory 
commi ssi ons .  The state regu l atory commi ssi ons a nd thei r a s soc i a
ti on , the Nati onal As soci ati on of Regul atory Uti l i ti e s  
Commi ssi oners ( NARUC ) , c hose not to j oi n  the Presi dent ' s  National  
Securi ty Tel ecommuni cati ons Advi sory Commi ttee ( NSTAC ) . Thi s  
seemsto i ndi cate on t he part of  the NARUC a l ack of awareness and/o r 
a l ack  of consensu s on  wha t i s  bei ng done , and wha t needs to be done 
to ensure • • •  coherent a pproaches toward i ntegrati on of s tate and 
l ocal systems i nto NSEP tel ecommuni cations  functi ons .  How can  the 
states be made aware of the desi rabi l i ty a nd necessi � of c oordi nat
i ng the i r acti on s i n  the fiel d of  tel ecommuni cati on s toward the 
obj ecti ve of nati onal p reparedness ? "  

gbservati ons  made by the Commi ttee on  th i s topi c i n  i ts Annual 
Report a t  pa ge numbers i nd i cated a re summari zed a nd wi l l  be a ddressed 
bel ow.  

• Because of deregul ati on there a re substantia l  changes a nd wi de
spread depl oyment of new tel ecommuni cati ons  systems at  the 
l ocal l evel . These new a nd val uabl e resources a re be i ng de
pl oyed wi thout any cons i derati on  of  NSEP  needs ( p . 61 , #2 , 
p .  6 2 ,  #4 ) .  

• State a nd l ocal emergency tel ecommuni cati ons a genc i e s  a re  re
markabl y di ss imi l a r i n  thef r response s to emergency condi 
t i on s .  Not only i s  emerge ncy pl anni ng l ocal i zed a nd 

*The Pol i c� Pl anni ng Envi ronment for Nati onal  Securi ty 
Tel ecommun cati ons . Annual Report to the Nati onal Communi cati ons 
System. Nati onal  Academy of Sc i ences  Press , Washi ngton , D . C . , 1 985 . 
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i ndependent but there i s a strong feel i ng that upper l evel s o f  
government -- state o r  Federal -- shoul d not i ntru de other than 
suppl yi ng money and resources .  The re  i s no sen se of national 
concern ( p .  62 , 15 ) .  

• The Federal government agenci es have not extended thei r pro
grams i n  the di recti on of bottom-up reconsti tuti on . Local enti 
ti es have therefore recei ved l i ttl e tang i bl e  support from 
Federal program pl ann i ng for NSEP tel ecommuni cati ons 
( p .  63 ,  11 ) . 

• Ve ry l i ttl e i ntegrati on ex i sts wi thi n a state among i ts vari ous 
tel ecommuni cati on systems , or between states . 

• In  some states va ri ous enti ti es have thei r own emergency task 
force wi th wel l devel oped procedure s .  However , each operates  
i ndependentl y of  the others . The states  do  not have the organi 
zati onal structure nor the techni cal experti se to devel op sys 
tems that i n tegra te the many sepa ra te tel ecommuni cati ons fac i l 
i ti es ( p . 64 ,  #2 & 4 ) . 

• New fede ral systems be i ng devel oped shou l d be made to i nterface 
and i nteroperate wi th i n-pl ace l ocal  systems ( p .  65 , #1 ) .  

• FEMA provi de s  a central l ocati on for a i d agenc i es but ha s no 
j u ri sdi cti onal authori ty over state agenc i e s  ( p .  65 , #4 ) . 

After prepari ng the Annual Report , the Commi ttee recei ved presenta
ti ons from the Nati onal Emergency Management Assoc i ati on ( NEMA ) , the 
Assoc i ated Publ i c  Safety Communi cati ons Offi cers ( APCO ) , and the Nati onal 
Governors Assoc i a ti on ( NGA ) , fu rther enl argi ng i ts u nderstandi ng of the 
si tuati on  wi th state and l ocal tel ecommuni cati ons and c l ari fy i ng i ts 
v i ews . 

1 .  Expanded Scope for  FEMA 

For the NCS to obtai n coordi nati on and i ntegrati on of i ts NSEP pl an
ni ng wi th state and l ocal  j u ri sdi cti ons i t  must assi gn respons i bi l i ty for 
thi s acti vi ty to one of  i ts pa rti ci pati ng members . A management axi om 
states  that i f  a probl em i s the responsi bi l i ty of everyone , i t becomes the 
respons i bi l i ty  of no-one . The Commi ttee recommends that the OMNCS and 
FEMA take acti on to have FEMA , whi ch  i s  al ready s i gn i fi cantly i nvol ved i n 
state and l ocal affai rs , be offi c i al ly charged wi th th i s  responsi bi l i ty o f  
achi evi ng state a n d  l ocal  coordi nati on wi th the NSEP tel ecommuni cati ons 
program . The mandate fo� thi s acti vi ty mu st be spel l ed out as a set of 
i nti ati ves i n  the same way that i ni ti ati ve s  were enunci ated for us i ng 
NSTAC as an NSEP tel ecommuni ca ti ons resource.  The se i ni ti ati ves , or res 
ponsi bi l i ti es ,  wou l d i ncl ude : 
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t Joi nt pl anni ng for NSEP purpo se s .  Lay out the mai n c ourse to 
be fol l owed . De scri be i n  general terms the ki nds of  worki ng 
rel ati onshi ps  requ i red among the vari ous o rgani zati ons and 
between them and FEMA and the NCS ; 

1 An education p rogram for s tate and l oca l orga ni zations regard-
i ng NSEP  requi rements ; 

• A l i ai son poi nt i n  each o rgani zati on ; 

1 Trai ni ng for emergency operations ; 

1 Procedures to be fol l owed i n  emergency s i tuati ons ; a nd 

1 Worki ng  at  the pol i cy l evel only , but coveri ng al l i ssue s  neces
sar,y to the devel opment of  practi cal  sol uti ons a t  t he deta i l  
l evel . 

Two organi zati onal c hanges a re  necessary for F EMA  to be  e ffecti ve 
i n  thi s coordi nati on rol e : 

t There s hou l d be a person i n  one of  the o ffi ces ( or  departments ) 
reporti n g  to the Manage r ,  NCS - - probabl y  i n  the Joi nt  
Secreta ri at o r  Pl ans a nd Programs -- whose only respons i bi l i �  
i s  to devel op approaches and procedure s  to assi s t  FEMA i n  di s 
chargi ng thi s new respons i bi l i ty .  

• FEMA shoul d have a representati ve on the NCC ,  preferabl y as  NCC 
assi stant deputy manager. 

2. Achi evi ng State and  Loca l  Coordi nati o n  wi th Federa l  Agenc i e s  

There i s  n o  need to devel op o r  i nvent new o rgani zati ons to achi eve 
the state and l oca l  i ntegrati on des i re d  by the NCS . Based on data pre
sented , the Commi ttee i s  convi nced that wel l establ i shed and  s i gni fi cant 
organi zations  are al ready a re i n  pl ace to achi eve the des i red coordi 
nati on . The pri nc i pal ones a l rea� i n  ex i stence a re the Na ti ona l 
Governors Assoc i ation , the Nati ona l Emergency Management Associ ati o n  
( NEMA ) , the Assoc i ated Publ i c  Sa fety Communi cati ons Offi cers , I n c . , 
( APCO ) , the Nati ona l Associ ati on of Regul atory Uti l i ty Commi s s i one rs 
( NARUC ) , and vol unteer radi o o rgani zati ons compri s i ng the Ameri can Ra di o 
Rel ay League ( ARRL ) , the Amateur Radi o Emergency Servi ce s ( ARES ) , the 
Ra di o Amateur Ci vi l Emergency Servi ce ( RACES ) a n d  the Mi l i tar.y Affi l i ate 
Radi o System ( MARS ) .  The objecti ve s of eac h of  these organi zati ons 
rel ate to coordi nati on among thei r consti tuents for emergency operati ons 
and do reference i ntegrati on wi th the Federa l establ i shment , though not 
di rectly wi th NSEP ; nor a re they necessari l y  aware of NSEP requ i rements . 

- 25  -

Copyright © National Academy of Sciences. All rights reserved.

The Policy Planning Environment for National Security Telecommunications:  Final Report to the National Communications System
http://www.nap.edu/catalog.php?record_id=19253

http://www.nap.edu/catalog.php?record_id=19253


· a . The Nati onal Governor ' s Assoc i ati on ( NGA } . 

In  Au gust 1 978 the NGA voted on  a nd u nan imously passed a s tates 
emergency management pol i cy .  It  stated tha t si nce the presi dent has 
fol l owed the NGA recommenda ti on a nd was movi ng to e stabl i sh an i ndepen
dent emergency management offi ce ( FEMA , 1 979 } governors shou l d undertake 
s imi l ar acti on a t  the s tate l evel . A premi se for thi s new NGA pol i cy i s  
tha t a n  equal  l oca l -state-federa l partnershi p  i s  the mos t effecti ve ap
proach to a comprehensi ve nati onal system of  emergency management. The 
governors al so hoped that  the mayors woul d decl a re a s i mi l a r pol i cy at  
the l ocal l evel to c ompl ete the  sy stem .  

Federal Publ i c  Law 81 920 di rects  state s t o  establ i sh di rectors of 
emergency management p l ann i ng .  Each s tate and a l l the terri tori es have 
Emergency Operati on s  Centers ( EOCs } whi c h  pl a n  fo r and  coordi nate res 
ponses to n atural d i sasters a nd poss i bl e  attac k .  The majori ty of  gover
nors and Sta te Emergency Operations Office  ( SEQ } di rectors consi de r res
ponse to  natural d i sa ster as  the SEC ' s  respons i bi l i ty .  Al l c onsi der 
attack , whether nucl ea r or  conventi onal , a s  fal l i ng wi thi n the respons i 
bi l i ty of the adj u tant-general and Na tional Gu ard .  An NGA s tudy i n  1 978 
found  that many state emergency operati ons  we re fragmented and that thi s 
was encouraged to a l arge extent by u ncoordi nated Federal  programs . I f  
FEMA i s  assi gned to s tate rel ations  representi ng  the Federa l establ i s h
ment,  i t  can  resol ve these fragmentati on probl ems a nd provi de the founda
ti on  wherei n Federal , state and l ocal  emergency management organi zati ons 
become equa l partners i n  a coordi nated approac h to t he probl ems. 

The Commi ttee bel i eves strongl y i n  the NSTAC , wi th i ts I ndustry 
Executi ve Commi ttee and  partic i pati on i n  a Na ti onal Coordi nati ng Ce nter 
( NCC } . The government i s  fortunate tha t the pri vate secto r has recog
n i zed the pres s i ng need for nati onal pl anni ng and preparedness  and has 
commi tted si gni fi cant resou rces to vari ou s  pl anni ng tas k  forces .  The 
Commi ttee has  al ready recommended i n  i ts Annual Report that a n  equi val ent 
organi zati on shou l d be i denti fi ed  whi c h  represents the pol i ti c a l  l eader
shi p of the count� . One s uch o rgani zati on i s  the NGA. I t  may be neces
sa ry for the Presi den t  to take the l eadershi p i n  getti n g th i s organi za
ti on i denti fi ed as a maj or parti c i pant i n  NSEP as he d i d  wi th the i ndus 
try l eaders . The Commi ttee bel i eve s that  for i ts part the NGA shoul d 
accept the responsi bi l i ty ,  bu t  i t  mi ght a ssi gn actual  parti c i pati on to 
the NEMA. 

The FEMA , acti ng on  behal f of  the NCS , coul d then work wi th the 
NEMA i n  several necessary areas wi th the state s , to : 

• devel op an  awareness  of  the i mportance of  a nd need for NSEP 
pl anni ng ; 

• ass i st the states to devel op emergency p l ans and  procedures for 
the i ntegrati on  of a l l publ i c  communi cati on s resources wi thi n a 
s tate ; 
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• a ss i st the s tates to devel op emergency pl ans a nd procedure s  for 
i ntegrati ng s tate-owned or -control l ed , communi cati ons fac i l i 
ti es wi th conti guous s tate s ,  a nd i nterstate general ly ; 

1 assi s t  the states to devel op emergency pl an s and procedure s for 
i ntegrati ng s tate-owned , or -control l ed ,  commun i cati ons faci l i 
ti e s  wi th the pri vately owne d  fac i l i ti e s wi thi n the state . The 
NSTAC i ni ti ati ves s hou l d i ncl ude thi s s ame poi nt ; and 

1 i denti fy de si rabl e and penni ssi ve spectrum al l ocati on s duri ng 
recovery from a d i saster  and a l so rec011111end , a nd perhaps pro
cure for the state s , the opti mum hardware for recovery .  

b .  The Nati onal Emergency Management As soc i ation ( N� )  

The NEMA i s  a n  o rgani zati on o f  s tate di rec tors o f  emergency 
management �  I t  was fonned to promote the i nterests , serve the 
needs , a nd advance the obj ecti ves of emergency management at the 
state l eve l of government , i n  partnersh i p  wi th the FEMA and  l ocal  
governments across  the nati o n .  I n h i s  presentati on to the 
Commi ttee i n  Marc h 1 98 5  the Presi den t of NEMA repeated wha t the 
Commi ttee has heard many times , namely , that emergency tel ecommuni 
cati ons  pl anni ng  i s  the weakest  el emen t of  programs that shou l d be 
responsi ve to emergency s i tuati ons . The organi zati on wants to be  
i nformed . - and  consul ted , on  the  probl ems a nd i ssue s associ ated wi th 
nati onal emergency tel ecommuni cati ons p l anni ng . FEMA a nd N EMA ,  i n  
concert wi th state and l ocal  governments , shoul d addres s the de
vel opment of  mul ti j uri sdi cti onal emergency tel ecommuni cati ons sys
tems that  a re fl exi bl e enough to be uti l i zed  for the range of 
hazards l i kely  to occur.  

The Commi ttee recommends that NEMA be b rought i nto the p l ann i ng 
framework i mmedi ately , wi th FEMA acti ng a s  the l eade r .  

c .  As soc i ated Publ i c  Safety Communi cati ons Offi cers , I nc . ( APCO ) 

APCO , whi ch  has been i n  exi stence for 50 years , i s  a n  o rgani za 
ti on wi th ove r 6 , 000 members representi ng al l a spects  of  publ i c  
safety commu ni cati ons .  Al though i t  i s  a stri ctly vol unteer o rgani 
zati on  wi th a pe nnanent staff of onl y 1 2 , i ts members are a l l em
pl oyed at l ocal , s tate or federal l evel i n  c ommuni cati ons sy stems . 
These systems i ncl u de tel ephone and mi crowave systems a s  wel l as  
mobi l e  radi o .  One  of APCO ' s  most i mportant functi ons i nvol ves the 
coordi nati on of radi o frequenc i e s .  It i s  formal l y  recogni zed  by 
the FCC a s  the sol e coordi nator for the Po l i ce Serv i ce , but  i t  a l so 
operate s i n  l aw enforcement , fi re ,  l ocal  government servi ce , spe
c i al  emergency c i vi l  de fense a nd emergency preparedness , forestry , 
and conservati on  and h i ghway mai ntenance . 

- 2 7  -

Copyright © National Academy of Sciences. All rights reserved.

The Policy Planning Environment for National Security Telecommunications:  Final Report to the National Communications System
http://www.nap.edu/catalog.php?record_id=19253

http://www.nap.edu/catalog.php?record_id=19253


APCO i s  concerned a l most e nti rely wi th publ i c  s afety a nd i ts 
dependence on  good communi cati ons . I n  keepi ng wi th thi s concern i t  
ha s i denti fi ed four key needs whi c h  i t  bel i eves shou l d be 
addressed : 

1 the need for nati onal l eadershi p .  uwe need to k now who our 
l eader i s  and begi n joi nt pl anni ng wf th  that l eade r .  Some one 
agency mu st be recogni zed as the l eader  of  t h i s Federal , s tate 
and l oc al p l anni ng  partnershi p ; " 

1 the devel opment of a comprehensi ve l ong range p l an.  Th i s  wi l l  
probabl y  cost $500, 000 even though  APCO members wi l l  parti c i 
pate at  no cost to the government ; 

1 a requ i rement fo r sui tabl e and adequate rad i o frequency spec
trum ; a nd 

t the need for a dequate fi nanci al resou rces .  

These four  poi nts  are c l osel y rel ated . 

The Commi ttee sees i n  APCO , a non-profi t o rgani zati on wi th an  exce l 
l ent reputati on  based o n  50 years of publ i c  servi ce , a remarkabl e resource 
which  shou l d be fonmal ly recogni zed by the NCS and made a partner i n  p l an
ni ng under the l eadershi p of FEMA. APCO and FEMA are al ready i n  the pro
cess of drafti ng a memorandum of  u nderstandi ng i n  support of  FEMA ' s con
cept o f  a n  Integrated Emergency Managament System ( IEMS ) .  The Nati onal 
Emergency Management As soc i ati on ( NEMA ) s trongly supports APCO - - the 
work i t  i s  doi ng a nd i ts obj ecti ves for the future . 

APCO had d i rected i ts e fforts l argel y  to t he FCC because that 
agency makes  the deci sions  that affect the publ i c  safety al l ocati on s of 
the radi o-frequency spectrum. A more fonmal a s soc i ation  w i th FEMA can  
di rect APCO ' s  efforts al so i nto those area s  so i mportan t to  NSEP  whi c h , 
of course , are a l so concerned wi th publ i c  safe�.  

d .  Spectrum Management 

Over the l ast two years , the Commi ttee has heard extremely 
di scou ragi ng  exampl e s  of  the way the radi o-frequency spectrum i s  
pl anned and a l l ocated.  Some exampl es : 

1 A state troope r goi ng north on  an  i nterstate hi ghway cannot 
communi cate wi th a trooper goi ng east ; 

1 I n  one county i n  Fl ori da there a re 39 frequenci e s  u se d  f n  
l aw enforcement but only one common frequency between l aw en
forcement and drug abuse agenc i e s  statewi de . Loca l  government s  
work a t  5 7  d i fferent frequenc i e s .  I n  many cases  pol i ce c a nnot 
communi cate wi th fi remen ; 
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• Other than te l etype there i s  only  the tel ephone system pro
vi di ng  communi cati ons between state s and the Federal government . 

Incremental rel ease o f  frequenc i e s  by the FCC and the ensu i ng s cram
bl e  for al l ocati on s has  c reate d  th i s  c haoti c condi ti on . I t  ha s l ed 
di rectly to the i nabi l i ty to communi cate ac ross servi ces o r  j u ri sdi cti ons 
because of  i ncompati bl e and somewha t random frequency al l ocati ons . 
Cooperati ve p l anni ng by F EMA ,  NEMA a nd APCO i s  a f i rst step toward 
resol vi ng th i s maj or probl em.  

3 .  NSEP Awareness a nd Na ti onal Purpose 

The predecessor commi ttee e ndorsed the concept of bottom-u p re
covery and reconsti tuti on i n  i ts fi nal  report . Thi s commi ttee al so  e n 
dorses that concept.  The OMNCS a nd FEMA seem to support i t  a s  wel l .  

The bottom-u p concept mean s  that  di saste r recovery and communi ca
t i ons reconsti tuti on wi l l  occur from l ocal i sl ands outward. Reconsti tu
ti on cannot occ u r  from Washi ngton downward to the state s and l oca l  com
muni ti es .  After a severe d i saster,  i sl ands of  vary i ng s i zes havi ng s i g
ni fi cant re sou rces wi l l  survi ve . The se resources , however , wi l l  ei ther 
be rapi dl y consumed , as i n  the cases  of food a nd fuel , or wi l l  be  i so
l ated from nei ghbori ng  areas , as i n  the case of communi cati ons .  Acti ons  
i ni ti ated or managed from the seat o f  government , Washi ngton , can do 
nothi ng  to bri dge these survi vi ng i s l ands . The bri dgi ng  acti o n s  mu s t  be 
taken at the survi v i ng i sl and l evel . 

At thi s ti me al l programs o stensi bly o ri ented toward the NSEP prob
l em have been i ni ti ated  at the federa l l evel  and have a s  the i r underlyi ng 
concept top-down management a nd control . Thi s  phi l osophy mu st c hange i f  
any meani ngful prog re s s  i s  to be made toward the c reati on  of a v i abl e 
nati onal p l an for NSEP communi cati ons restoral a nd reconsti tuti on .  

The commi ttee ha s heard from severa l state and l ocal  government 
e nti ti es .  We  a re convi nced that the l ocal enti ti es  ( town s ,  pari shes , 
counti es , pol i ti c a l  subdi v i s i ons , and state s ) a re capabl e of  executi ng 
the acti ons necessary to reconsti tute . I t  i s  our observa ti on that wi th 
the hel p  of vol unteers , suc h as amateu r radi o operators , these e nti ti es  
have done remarkably wel l wi th the  re sources a t  the i r di sposal . However,  
there i s  a notabl e l ac k  of purpose permeati ng the  proces s .  The Federal  
government agenci es  have not  extended thei r programs i n  the d i recti on o f  
bottom-up reconsti tuti on . Every Federal program the Commi ttee ha s ex
ami ned has been desi gned to s ati sfy the agenc i es ' top-down requ i rements . 
As a resul t ,  the l ocal  enti ti e s  have recei ved  l i ttl e or  no tangi bl e ,  
u sefu l  benefi t from these Federal p rograms.  

Federa l programs may support the provi si o n  of hardwa re suc h as  
radi o equi pment and emergency generators . A suggested c hanne l for provi 
si on of equ i pment i s  through the Department of Defen se to Nati ona l Guard 
u ni ts . The Na ti onal Guard i nvari ably i s  empl oyed duri ng d i sasters a nd 
the equ i pment wou l d a l way s be present , ready for u se .  
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The Commi ttee al so s uggests the e stabl i shment of  procedures a nd 
pol i c i e s  that  wou l d enabl e the use  of other re sources not commonly 
brought i nto u se duri ng di sasters .  Radi o s pectrum , for o ne ,  i s  a n  
urgentl y requ i red  resource , currently poorl y appl i ed . We offe r two 
exampl es o f  possi bl e i mprovements for emergency p repa redness .  The Pa rk 
Servi ce mobi l e  and fi xed radi o equ i pment and the radi o spectrum i t  uses 
shoul d be d i rected to the l ocal  Emergency Coordi nator for the peri od of  
the di saster . Ci ti zens • Band frequenc i e s  wi th restri cted-use power ampl i 
fi ers for overcomi ng i nterference a nd ensuri ng contact w i th c i ti zens  i n  
thei r vehi cl es  shou l d be permi tted . 

Many other resources i nvol vi ng personnel , s pectrum and  hardware 
coul d be made ava i l abl e at the l ocal  l evel . The barriers that now exi st  
at the Federa l l evel mu st be  e l imi nated fi rst .  Th i s ,  we suggest , must 
begi n by dec l ari ng a nati ona l pu rpose from whi c h  these  and  other acti ons  
wou l d fl ow. We woul d a nti c i pate i n  re sponse a surge of  i deas and  sugges
ti ons for eval uati on that eventual l y  coul d be sti tched togethe r as  the 
fabri c of a genu i nely nati onwi de pl an for NSEP communi cati ons . 

4 .  Need for Federal and  State Integrati on  

States a nd l ocal  enti ti es have extensi ve re sources i n  c ommuni ca
tions faci l i ti es usual ly  associ ated  wi th thei r servi ce agenc i e s  suc h  a s  
pol i ce ,  fi re ,  publ i c  work s ,  and the Na ti onal Gu ard . The amateu r radi o 
network 1 s  both a l ocal  and a nati onal resource of maj or i mportance . The 
Commi ttee has  not found a ny g reat degree of i ntegrati on among the vari ous 
systems wi th i n the state s or on  a mul ti -state basi s .  There i s  i nforma
ti on that such i ntegrati on c a n  be a nd i s  bei ng accompl i shed  on a l ocal 
basi s ,  dri ve n by concern s pecul i a r  to parti cul a r  area s . Th i s  i s  mani fe s 
ted i n  the procedures a nd practi ces evol vi ng from the i ngeni ous appl i ca
ti on  of  tool s that  happe n to be avai l abl e to l oca l  pl anner s by i denti fy 
i ng what wi l l  be access i bl e  to them duri ng a d i saster.  

Loca l  and state governments have shown tha t  they are capabl e of 
p l anni ng for the emergencies  they foresee or  have been exposed to . They 
routi nel y exerci se and execute thei r p l a n s  wi th great succes s .  When the 
new dimensi on of NSEP i s  a dded they wi l l  need techn i cal a nd fi nanc i al 
support to be equal l y  e ffecti ve . I n  the absence of suc h support i t  i s  
not surpri si ng that s tates p l anni ng to confi gure a s tate-owned and -o per
ated system would i gnore NSEP  factors .  However ,  there are cons i derati ons  
that can work to  favor NSEP . These factors c ommon to  NSEP a nd other 
dri vers , i f  appl i ed , coul d make state network s val uabl e ,  nati ona l NSEP 
assets . Because of  c l assi cal fundi ng constrai nts a t  the s tate l evel , 
the i r funds wou l d probabl y  need to be suppl emente d to achi eve suc h goal s .  
Th i s  offe rs F� a n  o pportuni ty to coordi nate s tate and l ocal emergency 
communi catons  pl anni n g  wi th i ts own i n  way s tha t advance NSEP  objecti ve s .  

NSEP consi derati ons coul d l ead to c ommi ngl i ng o f  proj ects between 
the states and othe r government agenc i e s , thereby suppl ementi ng state 
funds . An e xampl e i s  the F EMA u nderground fac i l i ties  i n  some s tate s .  
These si te s  nee d t o  b e  i nterconnected wi th compa rabl e state faci l i ti e s . 
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I n  a t  l east one case a state and FEMA had p l ans to p ut i n  a f i ber-opti c 
cabl e al ong i dentical  route s to the same pl aces . A commi ngl i n g of the 
FEMA and state proj ects woul d be h i ghly desi rabl e .  The a i ms of the two 
coi nc i de i n  ma ny key area s .  The resul t o f  such combi ned pl anni ng  and 
engi neeri ng woul d be systems capabl e of p rovi di ng i nc reased s u rvi vabi l i ty 
and reconsti tutabi l i ty o f  communi cation s among Federal , state , and l oca l 
government agenc i e s .  

Mobi l i zation i s  a key probl em that must b e  addre ssed i n  a ny p l an 
i nvol vi ng j oi nt  federal  and state pl anni ng fo r reconsti tuti on . The NSTAC 
and the NCS have c reated a j oi nt i ndustry/government t a sk force to ex
ami ne thi s i ssue . Some corporati ons , fo r exampl e ,  conti nue to  draw upon 
reti red peopl e  for u se duri ng di saster recovery peri ods . Th i s  concept 
shoul d be extended to the enti re nati on .  Avai l abl e ,  qual i fied  peopl e 
shoul d be d rawn upon to a ssi st i n  t he reconsti tuti on e fforts . S i mi l arly , 
the assets that may be drawn upon for use  duri ng  recovery need to be 
i nventory -control l ed for earmark i ng and  di stri buti on duri ng di saster
recovery operati ons . These assets shoul d be i ntegrated wi th those al 
ready earmarked , s uch a s  amateur radi o ,  a nd mol ded i nto a v i abl e package . 
As soo n a s  feas i bl e ,  the tel ecommuni cati on s assets of  pri vate systems 
such a s  the Ci ti corp , rai l roads , oi l a nd gas p i pel i nes , a nd other s i mi l ar 
systems woul d be consol i dated and pri ori ti zed wi thi n the framework of 
l ocal , s tate and nati onal reconsti tuti on pl ans .  

I n  genera l , the state s have nei ther the organi zati ona l struc ture 
nor the techni cal experti se to i ni ti ate a nd ma i ntai n systems to i ntegrate 
the many separate tel ecommu n i cati ons fac i l i ti e s  tha t they own . They have 
no c apabi l i ty today to i ntegrate a nd manage pri vately owned systems wi th
i n  thei r j u ri sdi cti ons . They are even l e s s  capabl e whe n i t  come s to the 
operati ons p l anni ng of the u se of communi cati ons servi ce s uppl i er re
source s to recover from di sasters . They need pl anni n g  to hel p on  a very 
l arge scal e .  Th i s  hel p c an only c ome  from the OMNCS and F EMA. 

5 .  The Rol e o f  FEMA 

FEMA i s  c hartered to support state and  l ocal governments i n  the 
ful fi l l ment of thei r emergency pl anni ng , preparednes s ,  mi ti gati on , res 
ponse , and recovery responsi bi l i ti es .  As nece ssary ,  t he a gency p rovi de s  
fundi ng , technical  assi stance , serv i ce s , suppl i es , equi pment , and di rec t 
federal support . I t s  F Y  1 984 b udget i s  a bout $1  b i l l i on ,  wi th $1 69 mi l 
l i on earmarked for c i vi l  defense . It has  a sta f f  of  2500 , 1 500 of whom 
are i n  Washi ngton , D . C . 

FEMA furni shes  acti ve ass i stance i n  a n  emergency s i tuati on only 
when l ocal and sta te offi c i al s deci de a s i tuati on  i s  beyond thei r capab i 
l i ti e s  and an a ffected governor requests hel p from the Presi dent.  The 
l atter mu st decl a re an  emergency or  maj o r  di saste r ,  whereupon FEMA eval u 
ates the damage a nd requi rements for suppl emental federal a s si stance a n d  
makes a recommendati o n  to the Presi dent . I f  approved , i t  then estab
l i shes one or more Di sa ste r  As si stance Ce nters i n  the a ffected a rea p ro
vi di ng a central l oca ti on  or  l ocati ons for a i d agenc i e s .  Thi s i s  an 

- 31 -

Copyright © National Academy of Sciences. All rights reserved.

The Policy Planning Environment for National Security Telecommunications:  Final Report to the National Communications System
http://www.nap.edu/catalog.php?record_id=19253

http://www.nap.edu/catalog.php?record_id=19253


exampl e o f  the top-down concept , b a sed o n  col l ecti ng data to be sent to 
Washi ngton , whe re dec i s i on s  a re made for the state or l oca l  enti ti es . 
Th i s  cumbersome Federal  response to emergency o r  d i saster i s  a l l the 
nati on  ha s becau se the bottom-u p concept ha s not bee n  adopted a s  nati ona l 
pol i cy .  The Commi ttee i s  c onvi nced that FEMA resources now i n  exi stence 
and those currently  unde r procurement coul d be reori ente d to produce si g
ni fi cant a dvances toward achi evement of  the nati onal NSEP obj ecti ves .  
The Commi ttee bel i eve s tha t suc h advances  woul d take  pl ac e i f  FEMA were 
offi c i al l y  assi gned respon s i bi l i ty for i ntegrati ng s tate and l ocal orga n i 
zations i nto the NSE P proces s  and coordi nati ng  i ts acti vi ti e s and thei rs 
i n  respondi ng to emergenci es or d i sasters . 

The Nati onal  Governor • s  Associ ati on • s  ( NGA ) Offi ce  o f  State Ser
v i ces  has publ i shed documents addressi ng Comprehensi ve Emergency 
Management ( CEM ) i n  substanti al  detai l from the sta te and l ocal 
government v i ewpoi nt .  The NGA pol i cy s tatements i ndi cate that the 
state • s  rol e i s  to devel op and mai nta i n a program of  emergency management 
that suppl ements and provi des l eadershi p ,  when needed , to l ocal e ffort 
before , duri ng , and  afte r  emergenc ies . The state al so cooperate s at  
mul ti -state l evel s when appropri ate a nd i s  responsi bl e for  requesti ng sup
pl emental federa l assi stance for maj or emergenc i e s .  Pl anni n g  to date i s  
defi c i ent because of  constrai nts i mposed by t he top-down ph i l osophy of 
management a nd restri cted avai l abi l i ty of resources permi tted to state 
a nd l ocal enti ti es i n  thei r p l anni ng process . The Commi ttee feel s that 
the state s are ready to cooperate wi th FEMA shou l d i t  be gi ve n  the i nteg
rati on and  coordi nati on responsi bi l i ty desc ri bed above . FEMA must carry 
out that respons i bi l i ty i n  ways that take  advantage of  and do not i nte r
fere wi th the autono� of the s tates . 

6 .  Nati ona l  Pl anni ng and Regul atory Matters 

A revi ew of the regul ati ons of the Federal  Communi cati ons 
Commi ssi on ( FCC )  i ndi cates  that whi l e  certa i n part s of the spectrum a re 
currently set asi de for publ i c  safety serv i ce s ,  some a reas of  the country 
have al ready made u se of  al l of thi s spectrum , and  there i s  no assurance 
i n  a ny event that al l s tates  woul d be operati ng on the same frequency for 
the same pu rpose s .  The staff of the FCC has  tol d the Commi ttee tha t on 
most radi o questi ons they deal wi th i ndi vi dual states , and there has  been 
no overal l attempt to advocate a nati onal emergency communi cati ons pol i cy 
[other than the Emergency Broadcasti ng System ( EBS ) ]  at  the FCC.  I n deed ,  
al though  the Nuc l ea r  Regul atory Commi ssi on ha s passed regu l ati ons  requi r
i ng that the nucl ear power i ndu s try i nstal l a l ann systems for the a rea 
wi th i n 1 2  to 1 4  mi l e s  of a nucl ear pl ant , nei the r i t  nor the i ndustry ha s 
come to the FCC seek i ng a ddi ti onal s pectrum o r  a dvocati ng i nterconnecti ng 
or at l ea s t  i nteroperabl e systems from one pl ant  si te to anothe r o r  to 
adj oi ni ng s tates . 

The Commi ttee has a l ready strongly recommended i n  i ts Annual Report 
that a nati onal pol i cy be adopted mandati ng  i nterconnecti on  and  i nte r
operabi l i ty of  emergency communi cati ons systems nati onwi de . I n  i mpl emem
ti ng such a pol i cy ,  the Commi ttee bel i eves tha t the assi stanc e of APCO 
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shoul d be sought.  One major a rea o f  i mmedi ate i mportance shoul d be the 
i ntegrati on  of 80a4Hz trunki ng systems i nto nati ona l NSEP  reconsti tuti on  
p l anni ng . APCO has devel oped a Publ i c  Safety Communi ca ti ons Standard 
Operati ng  Procedure s  Manual whi ch wou l d seem a key el ement i n  any 
nati onal scheme .  

The Commi ttee u rges that the OMNCS i denti fy or  e s tabl i sh one o rgani 
zati on to work on a nati onwi de basi s to coordi nate spectrum needs , equi p 
ment standards and practi ce pl anni ng of  a l l exi sti ng emergency communi ca
ti on systems and to i denti fy area s whe re no , or  i nadequate , provi s i o n  ha s 
been made for such a system. Th i s  o rga n i zati on coul d a l so be c harged 
wi th fol l owi ng acti vi ti e s  at rel evant regul atory agenc i e s  suc h a s  the FCC 
to comment upon proposal s and to a dvocate pol i cy a i med at emergency p re
parednes s .  The Tec hnol ogy and Standard s  Di v i si o n  o f  the OMNCS stri ke s u s  
a s  a good candi date . 

7 .  I ntegrated State NSEP Networks 

Some s tates have conducted stud i e s  wh i ch show that state-owned and  
-operated systems woul d be  cos t-effecti ve ove r thei r l i fe cycl es . As a 
resul t ,  some states have a l ready moved to i mpl ement s tate-owned and  
-operated systems . These are suppl ementary to  the exi sti ng  MTS and 
substi tute for spec i al constructi on performed by the carri ers .  

The Commi ttee consi ders  i t  urgent to i nvol ve the state s i n  the NSEP 
process to permi t them to consi der NSEP needs early  i n  t hei r p l anni ng . 
We a ssume tha t  al l of the nati onal resources i nc l udi ng  state network s a re 
candi dates for i ncl u s i on i n  NSEP p l ann i ng .  Preparati on of  a n  NSEP p l an 
i s  a maj o r  p robl em .  State enti ti es  do not have experi ence wi th l arge
scal e p l anni ng nor wi th operati ng systems of  s uch  magni tude and com
pl exi ty .  One cri ti ca l  el ement tha t  affects  the cos t i n  pl ace and  annual 
operati ng costs of  a system i s  the phys i ca l  confi gu rati on of  the s up
porti ng transmi ssi on pl ant . Some state s have very di ffi cul t probl ems  to 
desi gn agai nst , such a s  h i gh tornado i nc i dence , d i ffi cu l t terra i n ,  o r  
severe weathe r extremes . Sol uti on s  to these probl ems ten d  to coi nci de 
wi th NSEP desi gn c ri teri a sol uti ons .  

I n  many cases the actual  transmi ssi on equi pment costs a re over
s hadowed by the cost of l and i nvol ved .  Th i s  may be a h i gh-c ost i tem , 
parti cul arl y where cabl e transmi s s i o n  i s  i nvol ved . State taxp�ers ' 
funds may be hard to j u sti fy for a '' hard 11 system wi thout consi derati on of  
nati onal need and  woul d l i kel y resul t i n  the constructi o n  of 11 SOft 11 sys
tems . I n  thei r future e fforts to  b ri ng s tate a nd l ocal e nti ti es i nto the 
NSEP  pl anni ng p roces s , the a4NCS and FEMA shoul d gi ve seri ou s thought to 
the need for hardened systems and  the extent to whi ch they woul d be p rep
ared  to fund the hardeni ng .  
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B .  Technol ogy and S tandards 

1 .  I n tegrated , Cu stomer-Confi gurabl e Network s  

Underlyi ng the expected evol uti on of  the worl d 1 s tel ecommuni cati ons 
i n  the next decade i s  the compl ete i ntegrati o n  of voi ce and data traffi c 
over a s tandardi zed 11b i t  p i pe ,  .. the I n tegrated Serv i ces Di gi tal  Network 
( I SDN } . At the very mi n imum ,  thi s servi ce  provi de s  swi tched , di gi tal , 
customer-premi ses i nterfaces to c i rcui t-swi tched connecti v i �  on  t he  two 
641cbs 118 11 channel s and pos s i bl y  packet-swi tched servi ce  o n  the 1 6  kb s 11 D 11 
( or s i gnal i ng }  c hannel . At most i t  p rovi de s  a g reat deal more , namely ,  a 
repertoi re of  network and data-processi ng  servi ce s to be provi de d  wi thi n 
the network by the network p rovi der.  The vari ous carri ers of  the worl d 
di ffer i n  the i r v iews of  how muc h of thi s functi on  a parti cul a r  I SDN 
shoul d provi de :  whether i t  i s  to provi de only s tanda rdi zed i nterfaces 
and swi tchabl e b i t p i pe s  or  whethe r i t  i s  an  11 i ntel l i gent 11  network to 
wh i ch the user attaches 11dt.111b 11 machi nes a nd tel ephones . 

Thi s di chotomy i s  al so vi si bl e i n  the l arger cl a s s  of  11software
defi ned network s  .. evol v i ng today , of  whi ch  ISDN i s  a parti cul ar  standard 
subcl ass . The fas i onabl e and muc h -abused term 11 Software-defi ned network .. 
can mean a nythi ng from a speci fi c  set of AT&T o fferi ngs u nder the trade
marked name 11Software Defi ned Network 11 to the generi c noti on  of any net
work wi th i n  whi ch the hardware confi gu rati on e vol ves only s l owly over 
time , whi l e  i ts connecti vi ty i n  the overal l system can  be redefi ned 
rapi dly by program rel oads . In th i s  report we s hal l adopt a conventi on 
much nearer the l atter approac h and refe r to a l l suc h  modern systems , 
whether obeyi ng the ISDN standa rdi zati on or  not , a s  11C ustomerconfi gurabl e 
network s .  11 

As a parti cul ar  exampl e of a typi ca l se rvi ce f rom a c u stomer
confi gurabl e network , consi der the customer-control l ed ,  pri vate-l i ne 
reconfi gurati on c apabi l i ty bei ng made a vai l abl e by AT&T. The fi rst s tep 
wa s to make  i t  possi bl e for a si ngl e operator wi thi n the network to set 
up a seri e s  of swi tc hed connections at s uccessi ve swi tc he s  remotel y ,  on a 
path to consti tu te a pri va te l ea sed-l i ne connecti on for a customer. 
These connecti ons were l atched i nto p l ace at  e ach node by c omma ndi ng the 
Di gi tal  Acces s  and Crossconnect ( DACS } System swi tc h at that node re
motely from the operator posi t ion , thu s  setti ng up an e nti re point-to
poi nt l eased  connecti on s i mply  and qui ck ly , sometime s  over very l arge 
di stance s .  The process i s  seen to expl oi t software control ra ther than 
the more expensi ve hard-wi ri ng and rewi ri ng by techn i c i ans . It wa s an  
obvi ous next step from operator control to  s ubsc ri ber control , and  thi s 
step i s  now bei ng i mpl emented by some carri ers . 

One may l ook at thi s trend i n  c ustomer-confi gurab i l i ty a s  extendi ng 
common channe l  i nteroffi ce s i gnal i ng ( CC I S } from i ts forme r pl ace  en
ti re ly  wi th i n  the network out to t he c u stomer 1 s p remi ses .  Fi rst the b i t 
pi pe i s  extended to cu stomer premi se s and then the si gna l i ng .  The 11 D 11 
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c hannel of  I SDN c an pl � the rol e not only o f  a 1 6kbs packet-swi tched 
channel  fo r user data , but a s  an order wi re or out-of-band  si gnal i ng 
channel exactly a nal ogous to that u sed i n  CC IS .  

The avai l abi l i ty of custome r  defi ni tion  of  network confi gurati on 
parameters i s  not l imi ted to tel ephone networks . Several satel l i te 
offeri ngs have the "bandwi dth on demand " character , and thi s capabi l i ty 
has l ong been o ne of the reasons for the a ttracti veness  o f  packet 
swi tchi ng .  

There i s  a s pectrum o f  fl ex i bi l i ty of  c ustomer-defi nabl e functi ons 
and servi ces . The most i nfl exi bl e ,  di ffi cul t to c hange , and one requi r
i ng the h i ghest ski l l  l evel s for recovery ,  woul d be t hat of hardwi red 
functi ons  requ i ri ng some system el ement to be changed phYsi cal ly . Some
what more fl ex i bl e  a re  those that requ i re a new system p rogram l oad for a 
new confi gurati on . The most fl exi bl e a re those termed 11dynami c , "  i n  
whi c h  the software i s  desi gned to c hange i tsel f wi thout a re l oad . Exam
pl e s  of the l a st  category are dynami c route sel ecti on  and dynami c capa
c i ty al l ocati on.  

The wi de adopti on of  ISDN has  a n umber of  NSEP i mpl i cati ons .  At 
the very mi nimum the standardi zati on  of  al l attachments wi l l  fac i l i tate 
recoverabi l i ty by easi ng today ' s  i ncompati bi l i ty of i nterfaces ,  maki ng i t 
possi bl e to rebui l d  damaged end-use r envi ronments and  reconfi guri ng  whol e 
networks more easi ly than today . The network functi ons a re al l c a rri ed 
out i n  software , whethe r network control ( the routi ne s i gnal l i ng ) , net
work management ( for exampl e ,  probl em determi nati on ) ,  o r  u ser a ppl i ca
ti ons .  Those network s that are today not dependent  on  compute r  software 
wi l l  soon become so.  Thus  the recove� of a n  i ndi vi dual system wi l l  
i nvol ve havi n g  hi gh ski l l l evel s ,  s i zabl e program l oads and sometime s  
l arge supporti ng databases i mmedi ately a t  hand , even i f  the system h a s  
not been damaged . The time taken to restart a n  undamaged compute r system 
from scra tch can someti mes be s i gni fi cant i n  NSEP terms (mi nutes  to tens 
of mi nutes ) .  To reconfi gure a damaged system ofte n requi re s confi gura
ti on data about l i nes , spare parts , a nd other  detai l s  that can  only be 
gotten from remote sources , most l i kel y ove r the very network that  one i s  
tryi ng to recover .  

2 .  Central i zati on and  Decentral i zati on of I n tel l i gence 

Effi c i ency i n  computer-con trol l ed networks c l early favors central 
i zed network control at  the present time .  Thi s ,  o f  course , make s the 
network more vul nerabl e to c a ta strophi c fai l ure i n  c a se the control 
center i s  destroyed than wou l d be the case wi th  di stri buted control . Two 
thoughts about thi s m� be worth pursu i ng .  

1 Conti nui ty of  servi c e  i s  a n  i mportant attri bute o f  commerc i al 
network s ,  so o ne s houl d not as sume that a h i gh degree o f  v ul 
nerabi l i ty wi l l  be al l owed to exi s t  eve n i n  the absence of  NSEP 
consi derati ons . De s i gners o f  new software-defi ned-type net
work s , o r  of  di g i tal  network s general ly , mi ght provi de i nteres 
ti ng i ns i ghts abou t how they a re deal i ng wi th thi s c hal l enge . 

- 35 -

Copyright © National Academy of Sciences. All rights reserved.

The Policy Planning Environment for National Security Telecommunications:  Final Report to the National Communications System
http://www.nap.edu/catalog.php?record_id=19253

http://www.nap.edu/catalog.php?record_id=19253


. • Hi story m� be repeati ng i tsel f .  Ten  years ago there was a 
pattern of l arge , time-shared , computer centers , but then 
economi cal ly v i abl e d i stri buted p rocessi ng c ame a l ong . It i s  
not c lear  that the same trend i s  now occurri n g i n  network con
trol , but there are neverthel ess good reasons to a voi d exces
si ve concentration s of control and i t  may be  tha t the mean s  to 
do so economi cal l y  a re approachi ng. 

There are obviou s NSEP impl i cati on s of  the pl acement of  functi ons  
i n  a few easi ly d i srupted faci l i ti e s  compared wi th d i stri buti on of  t hat 
same functi on over many geographi cal l y sepa rated faci l i ti e s .  Muc h o f  the 
software behi nd the c ustomer-defi ned networks  i s  d i stri buted ac ross mul 
ti pl e ,  i nterconnected systems , and the number ,  mutual prox i mi � ,  and 
mul ti pl i c i ty of paths between nodes i n  these systems have a l ot to do 
wi th thei r robustness and recoverabi l i ty . In addi ti on  to these geometri c 
survi vabi l i ty i ssues there i s  a l so the c l osely rel ated i ssue of  whether 
the functi on i s  to be pl aced wi thi n the network i tsel f o r  around i ts 
peri phery i n  customer-a ttached systems a nd termi nal s .  

The pus h  by carri ers toward i ntel l i gent network s wi th uni ntel l i gent 
a ttachments goes i n  the opposi te d i recti on from that of  t he computer a nd 
PBX i ndustri e s , whi c h  have for years been successful l y  pl aci ng  ever 
ri cher communi cati ons functi ons i n  thei r attached machi nes , requi ri ng 
from the carri e r  only  a rel i abl e web of i nterconnected , l eased faci l i 
t ies .  An exampl e of c ompeti ti on between the carrier and computer cul 
ture s i s  the questi on of Centrex versus  PBXs fo r s i mpl e cal l -support 
functions .  

Te l ephone operati ng compani es a re anxious to maximi ze the opportun
i ti e s  for servi ce and profi t wi th offeri ngs  dependent upo n  central i zed 
equi pment a nd data bases . The contrary a pproach , i n  whi ch i ntel l i gence 
and storage resi de i n  termi nal equi pment ,  i s  open to competi tio n .  Thi s 
d i fference i n  c ul tures wi l l  not d i sappear ;  and hence , the carri e rs • 
greater vul nerabi l i ty because of that concentrati on  mu s t  be taken i nto 
account.  

Ou t-of-band s i gnal i ng u s i ng CCIS  was o ri gi nal ly  moti vated by the 
recogni ti on that  mul ti pl exi ng  and central i zati o n  o f  si gnal i ng devices  
woul d be  more economi cal than havi ng i ndi vi dual s i gnal i ng for every 
trunk .  Out-of-band si gnal i ng soon proved t o  b e  the i dea l base o n  whi ch  
to  buf l d  the new u ser-defi ned servi ces , s tarti ng wi th 11 80011 servi ce . 
Thi s ha s l ed to consi derabl e central i zati on  of functi on wi th  negati ve 
NSEP i mpl i cations : for exampl e ,  the concentrati on i nto a smal l number of  
i mpl emented and pl anned Swi tchi n g  Transfer Poi nts  greatl y i nc reases 
vul nerabi 1 i ty . 

Decentral i zati on of  functi on i s  a l so taki ng p l ace , wi th posi ti ve 
effects  on the recoverabi l i ty of the network . Packet swi tchi ng was 
ori gi nal ly u sed i n  11 datagram11 mode so  that p ackets f i nd thei r way to 
thei r desti nati ons  wi thou t a redi a l , even i f  a path i s  cut .  Ci rcui t 
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swi tchi ng ,  burst swi tchi ng , and modern fonns of p acket swi tchi ng requ i re 
a rei ni ti ati o n  of the cal l over a new route at the i ni ti ati ng si gnal i ng 
center when the c hosen path cannot be t raversed becau se a node i s  down . 

AT&T ' s  Dynamic  Non-Hi erarchical  Routi ng ( DNHR ) , al ready i mpl emented 
o n  1 6  out of 96 Number 4ESS tol l offi ces for reasons of  t runk effi ci ency , 
i s  a step i n  the same di rec ti on and i s  typi ca l of  carrie r-confi gured net
work s .  A s  presentl y i mpl emented , the former fi ve-l evel  h i erarchy i s  re
pl aced by a topol ogi cal l y  unconstrai ned mesh  whose connection s  are recom
puted every four hours u s i ng data from previ ous days at the s ame time of  
day .  The reconfi gurati on  i s  today ba se d on hi stori ca l  data and entered 
by hand , because i t  i s  sai d to c apture 80 to 90 percent of  the theoreti 
cal l y  avai l abl e economi c benefi ts  i n  reducti on  of  trunk s requi red . How
eve r ,  there i s  no i nherent reason why thi s techni que c oul d not i n  p ri n
c i pl e be extende d to U$e £ontrol based on current traffi c condi ti on s and 
entered by mach i ne ,  thus gai ni ng much better responsi veness  to emergency 
condi ti ons . 

3 .  OXerati onal Te l ecommuni c ati ons Au tomated I n formati on Processi ng 
( IP ) Support 

a .  Cu rrent Archi tecture a nd Capabi l i ty 

A I P  support i n  the nati onal tel ecommuni cati ons i ndustry today 
cons i sts of two bas i c  confi gurati ons of hardware , software , and envi ron 
ment.  The fi rst confi gurati on i s  u sed primari ly  f o r  l arge , nati onwi de 
i nventory and  admi ni strati ve functi on s . The second confi gurati on  i s  used 
for l ocal l y  focus sed and real -t ime func ti ons . 

Maj or servi ce i nventori e s  and admi ni strati ve data are genera l l y  
p rocessed a nd stored i n  v e ry  l a rge , commerc i a l , ma i nframe computers i n  
commerci a l offi ce bu i l d i ng s  dedi cated  to data process i ng . These appl i c a
ti ons a re  accessed by compl ex , pri vate , data network s .  A wel l -k nown 
exampl e of th i s  type of system i s  the AT&T Trunk s I ntegrated Record 
Keepi ng System ( TIRKS ) ,  whi c h  ma i ntai ns i nventori e s  of  faci l i ti es ,  equi p
ment , cu stomer c i rcu i ts , and network trunk s .  It al so "des i gn s  c i rcui ts , 
assi gns faci l i f i e s  a nd equi pment , a nd i ssues work o rders for the i nsta l l 
ati on peopl e . " Major serv i ce i nve ntori es a re requ i red for a top-down 
restorati o n  of the type tha t woul d be desi rabl e and effecti ve unde r l es s  
severe threat condi ti on s .  S ome  s i te rel ocati on and  restorati on pl ann i ng 
i s  part of the normal , operational , emergency pl anni ng for these systems , 
primari ly  as  a protecti on agai nst damage to o r  l oss of  a speci fi c computer 
center . For the most part , however ,  suc h pl ans  have no t been  coordi nated 
wi th l ocal or nati onal emergency preparedness i n i ti ati ves . S i nce the 
user l ocati o n s  for these i nventori e s  a re nati onwi de , there i s  general l y  
si gni fi cant d i vers i ty o f  c ommuni cati ons access .  However,  the access 
network s have been  des i gned primari l y  for cost-effecti venes s and not for 
threat resi stance . 

l sel l Laboratori e s  Record , September 1 982 . 
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La rge mai nframe computers requ i re spec i al envi ronments a nd a re 
suscepti bl e to hi gh  o r  l ow temperatures , poo r a i r qual i ty ,  powe r fl uctua 
ti ons , a nd other envi ronmental d i srupti ons . Some requ i re compl ex water 
cool i ng systems . Many Al P s i te s  contai ni ng  l arge i nventory systems a re 
not bl ast-hardened , al though most have u n i nterrupti bl e power and  auxi l 
i a ry power generati on .  However ,  a s  tel ephoni c equi pment become s  smal l er 
due to modern sol i d-s tate technol ogy ,  Mtel ephone equi pmentM bui l di ng 
space i s  bei ng reused to house ma i nframe compute r operati on s i n  the trad i 
ti onal tel ephone companies ( the BOCs and such e stabl i shed l ocal exchange 
carri ers a s  GTE and Uni ted Tel ecom ) .  A numbe r of  these bui l di ng s  are 
shiel ded ; ma� a re  bui l t wi thout  wi ndows to gai n a measure of b l ast
resi stanc e ; and al l a re equi pped fo r emergency operati on s at a l eve l not 
found i n  commerc i al offi ce space . Th i s  re-u se of  s uch  b u i l di ngs 
strengthens the NSEP capabi l i ti e s  of  tel ecommuni cati ons  A l P  • 

. 

Local -servi ce i nventori es a nd analysi s o f  servi ce s tatus a nd qua
l i ty ,  a s  wel l a s  acti ve control  of  service-provi di n g  equ i pment , i s  gene r
al ly performed by mi ni computer-based systems col ocated wi th tel ecommun i 
cati ons  equ i pment . Users may be at the same l ocati o n  o r  remotely l oca
ted .  The Network Servi ce Ce nter System ( NSCS ) i s  a system o f  thi s type .  
An NSCS pe rforms troubl e analysi s and service  moni tori ng fo r Network 
Servi ce Centers i n  a speci fi c geograph i c  a rea . 

Local - servi ce i nventori es , analys i s of servi c e  statu s and qual i ty ,  
a nd equi pment control woul d a l l be requi red for effecti ve "bottom-u pM  
servi ce restorati o n  a s  appropri ate to  threa t model s of  di fferi ng  se
veri ty .  S i te rel ocati on a nd restorati on i s  f requently not  appropri ate 
for these systems , s i nce they a re l ocati on-speci fi c . Howeve r ,  they a re 
general ly  l ocated i n  secure , bl ast-hardened and s h i el ded " tel ephone M 
bu i l di ngs . Hardwa re for these systems i s  sel ected for both rel i abi l i ty 
and compati bi l i ty ( i nteroperabi l i ty )  wi thi n a s i te .  Compati bi l i ty of  
appl i cati on s at  a gi ven si te al l ows cos t-effecti ve redundancy of  hardware 
capabi l i ty a nd has si gni ficant a dvantages for NSEP . It a l l ows degraded 
or  parti al l y  di sabl ed p rocessi ng capabi l i ty to be used fo r the hi ghest 
pri ori ty task s at  any speci fi c  poi nt i n  a restorati on effort .  Some ,  i f  
not al l ,  of the user commu n i ti e s  for th i s type of  A l P are col ocated  wi th 
the computer hardware , provi di ng k nowl edgeabl e u sers o n  s i te and  reduc i ng 
dependency on the tel ecommuni cati on s network . Al l of  these characteri s
ti c s  enhance the abi l i ty o f  these systems a ppl i cati ons to  support NSEP . 

b .  New Di recti ons  i n  A l P  Technol ogy 

Current trends i n  A l P  technol ogy a re dri ven by technol ogi cal capa
bi l i ties , by new concepts of  computi ng , and by new use r  needs .  The key 
technol ogi cal trend i s  i ncreasi ng computer power avai l abl e at decreasi ng 
costs i n  radi cal l y  smal l er spaces .  Thi s trend i s  the basi s of offi ce 
envi ronment processi ng and  more powerful ma i nframes , as wel l a s  maki ng 
pos s i bl e current appl i cati on s of arti fical  i ntel l i gence and many appl i 
c ati ons of speci al i zed p rocessors , and maki ng faul t-tol erant processors 
economi cal l y  feasi bl e .  New i dea s about what  computers can  do and how 
they can  do i t  have l ed to a dvances i n  a rti fi cal i ntel l i gence a nd to 
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database machi nes ,  " super-computers , "  a nd other speci al i zed processors . 
Fi nal l y , the wi de avai l abi l i ty of  compute r powe r ha s generated the need 
for wi dely accepted s tandards and  for compl ex data network s .  

Offi ce-envi ronmen t  processi ng ca n b e  seen mo s t  cl earl y i n  the num
ber of personal computers depl oyed i n  a vast vari e ty of work p l aces . 
Greater  proces si ng and data storage capabi l i ty i s  movi ng c l ose r and 
cl oser to the end u ser.  Ge ne ral l y ,  thi s capabi l i ty i s  far l ess  envi ron
ment-sensi ti ve than  ol de r and  l arger machi ne s .  Besi de s  personal  com
puters , tel ecommuni cati ons offi ces a bound wi th termi nal s a nd control l ers 
wi th some i nterna l  data -processi ng capabi l i ti e s , a s  wel l as l ocal  a rea 
networks  ( LANs ) wi th data-processi ng and storage c a pabi l i ty ,  and offi ce 
envi ronment proce ssors fo r mul ti pl e u sers . 

Loca l , offi ce-e nyi r.onment data processi ng and  s torage makes pos
s i bl e l oc al  storage , retri eval , and use of l arger  and  more soph i sti cated 
databases than i s  poss i bl e  i n  a n  e nvi ronment where a l l l ocal  records a re 
on pape r or  mi c rofi che . Of course , i t  al so tends  to repl ace al l paper 
record-keep i ng ,  thus i ncreasi ng dependency o n  system survi vabi l i ty .  
However ,  wi de-rangi ni data access  and analysi s may b e  cri ti c a l  to any 
extensi ve ''bottom up  reconsti tuti on efforts . Th i s  wi despread depl oyment 
of computi ng power supports the NSTAC A I P  arc hi tecture reconmendati on  of 
avoi di ng s i ngl e c ri ti cal nodes .  Offi ce-envi ronment computers a re a l so 
desi gned to requi re muc h l es s  powe r tha n conventi ona l mi ni computers and 
mai nframe s .  I n  a ddi ti on , the offi ce-e nvi ronment machi nes requ i re l ess  
stri ngent heati ng  and  cool i ng control s ,  whi c h  may resul t i n  addi ti ona l  
savi ngs i n  power consumpti on . Th i s  i s  a c l ea r  val ue to NSEP.  

I nc reasi ngl y  powerfu l ma i nframe s can  handl e l arge r and more compl ex 
s i ng l e programs and/or more transacti ons o r  more s i mu l taneous programs.  
Larger programs a re of  concern fo r NSEP because they canno t be readi l y  
moved to smal l e r-capac i ty machi nes wi th s i mi l a r software envi ronments . 
On the othe r hand , capaci ty desi gne d to provi de some l eve l of  respon se 
under heavy l oad may not be stressed by the data requests i n  a di saster 
mode . Suc h  functi ons  coul d be moved to smal l e r-capac i ty processors wi th 
l i ttl e d i ffi cu l ty .  Most tel ecommuni cati ons A I P  u se of  l arge ma i nframes 
i s  to provi de response unde r l oad , maki ng thi s trend neutra l for NSEP . 

Operati ng system standards a re becomi ng a vai l abl e across many hard
ware envi ronments . A good exampl e of th i s trend i s  UNI X software , whi c h  
i s  desi gned a n d  impl emented f o r  a wi de vari ety of  ha rdwa re envi ronments 
provi ded  by many manufacturers . UN I X  i s  bei ng  i mpl emented experi mental l y 
on "reduced i nstructi on set computers " ( R ISCs ) a nd has  been ha i l ed a s  the 
commeri cal  envi ronment fo r thi s technol ogy because exi sti ng  programs 
coul d easi l y  be ported to a R I SC-hardware a rchi tectu re . Programs a nd 
data fi l es are readi l y  portabl e from any UN I X  system to any othe r .  Of 
course , porti ng from a ma i nframe downward has  the potenti al ri sk of  o ver
fl owi ng  p rocessor capaci ty ,  a s  di scussed above . Overal l ,  a wi del y de
pl oyed , standard operati ng system i s  a very posi ti ve factor i n  NSEP.  I t  
i s  s i gni fi cant he re that the mo s t  wi del y depl oyed  operati n g  system i n  
tel ecommuni cati ons l ocal processi ng i s  U N I X . The Commi ttee recommends 
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i ts consi derati on a s  the l i kely s tanda rd for NSEP tel ecommuni cati ons . 
The l arge mai nframe envi ronment i s  domi nated  by a vari ety o f  IBM operat
i ng systems products i ncl udi ng MVS , VM/CMS, and  TSO. 

Arti fical  i ntel l i gence  i s  a term fo r a col l ecti o n  of  di sc i pl i nes  
that i ncl ude "expert systems , •• i mage process i ng ,  a nd natural  l anguage 
processi n g .  These di sc i pl i nes  attempt to proces s  i nformati o n i n  ways 
more s imi l a r to h uman thi nki ng proces ses than t rad i ti onal l i near program 
l ogi c .  I n  general , these appl i cati ons  requi re l arge amount s  of spec i al l y  
confi gured processi ng power. However,  they a l so make i t  possi b l e  for 
u sers to perform h i gh l y  techn i ca l  or  spec i al i zed task s suc h a s  troubl e 
shooti ng h i ghly c ompl ex equi pment wi th l i ttl e spec i al i zed trai ni ng .  Th i s  
coul d be of  advantage i n  a di saster  s i tuati on when ski l l ed personnel may 
be unava i l abl e or i n  s hort supply . The d i sadvantage here i s  that a rti fi 
c i a l  i ntel l i gence app l J c�tions  may reduce the requi re d  ski l l l eve l i n  the 
normal work force and c ause greater d i srupti on i f  the system c apabi l i ty 
i s  destroyed or i mpai red . 

I n  the professi ona l work force , however,  i nc reas i ng rel i ance on  
software sy stems to  ma i nta i n ,  manage , and reconfi gu re the tel ecommuni ca
ti ons assets of  the common carri ers b ri ng a potenti al  negati ve val ue to 
NSE P ,  namel y ,  the hi gh sk i l l  l evel s neede d to ru n suc h systems . Never
thel ess , they carry several posi ti ve val ues . They l end themsel ves to 
di stri buted control , i ncreasi ng  redundancy and survi vab i l i ty .  They are , 
i n  consequence , natu ral ly  robust ,  and thus coul d be made more responsi ve 
to NSEP  needs . The OMNCS may wi s h  to cons i de r  a n  i ni ti ati ve focusi n g  on 
thi s a rea as potenti al l y  frui tful  for NSEP tel ecommuni cati ons . 

Faul t-tol era n t  systems provi de si gni fi cant advantage s fo r NSE P . 
The di sadvantages i ncl ude s i gn i fi cant overhead i n  speci al i zed operati ng 
system envi ronments and i nc reased cost  pe r system. Operati n g  systems for 
these envi ronments whi c h  a r� l ook-a l i kes  for s tanda rd o perati ng sy stems 
and whi c h  support software portabi l i ty from non-faul t-tol erant  envi ron
ments reduce much o f  the surv i vab i l i ty ri sk of  these systems a nd of  com
pati bl e non-faul t-tol erant systems . Currentl y , a numbe r of fi rms manu
facture l arge , faul t-tol erant mi ni computers . As  ha rdware becomes even 
smal l e r and cheape r ,  thi s concept wi l l  probabl y  prol i ferate downward i nto 
offi ce-e nvi ronment computi ng . Th i s  technol ogy supports the el i mi nati ons 
of si ngl e c ri ti cal  node s and l i nk s  as noted by the NSTAC Al P tas k  force 
and al so prov i des for the u sage o f  some backup c apabi l i ti es i n  normal 
operations , al so as noted by NSTAC . 

Da tabase machi nes a nd o ther s pec i al i zed proce ssors can  p rovi de h i gh 
effi ci ency for spec i al i zed computi ng functi on s a t  a reasonabl e cos t .  The 
di sadvantage for NSEP i s  that thi s i s  t ruly spec i al i zed hardware , re
qu i ri ng speci al i zed  spare parts and ma i ntenance , po ssi bly  spec i al i zed 
i nterfaces , a nd spec i al i zed s ki l l s  i n  the operati ng personnel . These 
computers are general l y  not i nterchangeabl e wi th genera l -purpose com
put� rs .  
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Compl ex data networks support most i nventory a nd admi ni strati ve A l P  
for tel ecommuni cati ons . As data i s  requi red outs i de the boundari e s  of 
l ocal databases , i t  woul d be accessed by i nc rea si ngly complex networks 
and networki ng  equi pment whi c h  may be more vul nerabl e tha n the systems 
themsel ves .  At the same time , network i ng may provi de a vari ety of paths 
from the use r  to the data l ocati on ,  reduci ng  overal l vul nerabi l i ty .  

c .  A l P  Impacts o f  I n dustry Strategi es 

The post-di vesti ture tel ecommuni cati ons i ndustry i s  c harac te ri zed 
by techni cal  and manage ri al  di versi ty and by i nc reasi ng techni ca l  com
pl exi ty .  Competi ti on i n  a l l  tel ecommuni cati ons markets has greatly i n
c reased the vari ety of  propri etary techni c a l  sol uti on s to tel ecommu ni c a
ti ons needs . AT&T ' s  d i vesti tu re o f  l ocal -exchange c ompani es has  removed 
the tradi ti onal manageme�t structure for emergency tel ecommuni cati ons 
support . Fi nal ly , the techni cal c apab i l i ti es of  s oftware control l ed 
di g i tal  network s have a l l owed the devel opment of  h i ghl y compl ex , h i gh l y  
customi zed servi ces . 

The d i vers i ty a nd compl exi ty o f  t h i s e nvi ronment suggests a need 
for emergency tel ecommuni cat i ons i nformati on  management ac ro s s  co rporate 
boundari es to support a ny possi b i l i ty o f  top-down restorati on a fter di s
aste r .  Spec i fi c  area s of i nformati on management concern a re i nventori es 
of  serv i ce-prov i d i ng capabi l i ti e s  a nd the techni cal s pec i fi cati ons for 
connecti vi ty ,  compati bi l i ty ,  and emergency capabi l i ti e s .  Long-term A l P  
support for NSEP s houl d b e  the responsi bi l i ty of  a government agency , a s  
NSTAC recommende d to the Pres i dent . Thi s agency shoul d i nventory i ndu s
tri es • c ri ti cal AlP capabi l i ti es a nd requ i rements a nd devel op restorati on 
pl ans that  respond to spec i fi c  di saster and/o r  nati ona l secu ri ty scen
ari o s .  Near-term technol ogy and practi cal coordi na ti on d i ctate a n  i nfor
mati on-management approac h here -- provi di ng acce s s  to exi sti ng  i nforma
t i on i n  the form u sed for �ay-to-d� support o f  vari ous network s .  Th i s  
i s  i n  contra s t  to a stand-al one i nformati on-systems approac h and may be 
made practi cal through new,  i nte l l i gent workstati on tec hnol ogi es that can  
coo rdi nate acce s s  to  many exi sti ng da tabase s and  proces s  i nformati on  from 
many sources wi thi n the work stati on .  

Techn i cal  support i nformati on for use wi th  spec i fi c  i nventori es 
c oul d be mai ntai ned and d i stri buted by emergency coordi nati on organ i za 
t i o n s  a s  appropri ate . A s  a rul e of  thumb , the more technol ogi cal ly 
compl ex tel ecommuni cati ons capabi l i ti es are l east l i kely  to be i nter
operabl e between vendors , eve n  i f  the servi ce de l i vered  i s  very s imi l a r .  
Emergency management support s houl d i ncl ude i nformati on a bout " stri ppi ng 
out N  compl ex functi onal i ty to provi de bas i c tel ecommuni cat i on s  connec
ti vi ty .  " Expert sy stems " woul d provi de an excel l ent  vehi cl e for thi s 
type of i nformati on . 

General l y , new A l P  technol ogy can  sol ve many of the tel ecommun i ca
tions emergency management probl ems c reate d by the new envi ronment. 
However , thi s requi res a fresh v i ew of  exi sti ng A l P  capabi l i ti es a nd 
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thei r appl i cati ons . It  a l so requi res  acti ve commi tment by the responsi 
bl e government agenci es  and  by segments of  i ndustry no t previ ousl y  con
cerned wi th tel ecommuni cati ons for the publ i c  sector. The NSEP awareness  
program recommended by the NSTAC coul d addre s s  some of these i ssues . 

d .  Characteri sti c s  Co ntri buti ng to NSEP Objecti ves 

( 1 )  I nvul nerabi l i t� or  faul t resi stance i s  the tradi ti onal approach  
to envi ronmental t reats , consi sti ng pri ma ri l y  of desi gn  fo r rel i a
bi l i ty .  I t  i ncl udes  u se of h i ghly rel i abl e components wi th wi der 
envi ronmental tol erances , protec ti on agai nst  external forces suc h 
a s  shiel di ng and surge protecti on ,  a nd a s sembly techni ques for 
i nc reased durabi l i ty .  

( 2 )  Recoverab1 1 i�l J s  the ab i l i ty of  a technol ogy to contri bute to 
the recovery of A P func ti ons  after a di sa ste r .  Ease  of repai r a nd 
mi n i mal spare parts requi rements enhance recoverabi l i ty ,  a s  does 
some di vers i ty .  Di versi ty here i s  the " Don ' t-pu t-al l -you r egg s-i n 
one-basket " concept . Faul t tol erance , the desi gned c a pabi 1 1  ty to 
conti nue operati ng when parti al l y  damaged , i s  general l y  ach i eved by 
redundancy of hardware - - a t  the component , c i rcu i t board or  total 
computer l evel -- and by software that manages the redundant  hard
ware . 

( 3 )  Low power requi rements a re as c ri tical  for i nformati on proces
si ng  equi pment as fo r tel eco11111uni cati on s servi ce-provi.di ng equi p
ment i n  a d i sa ster envi ronment. In addi ti on , s uperi or tol erance of 
powe r fl uctuati on s and the abi l i ty to use ba tte ry powe r wi thout 
major modi fi cati ons i s  a l so c ri ti ca l . 

( 4 )  Pri vacy and securi ty i s sues a re muc h the same i n  support i nfor
mati on systems a s  for the tel eco11111uni cati ons network .  The abi l i ty 
to restri ct  access  and/or protec t meani ngful data i s  c ri tical . 

( 5 )  I n teroperabi l i ty o f  computi ng hardware i s  general ly  o nly guaran
teed by f dentfcal  or  nearl y i denti cal  hardwa re confi gurati ons .  To 
a s i gn i fi cant degree , " pl ug-compati bl e "  equi pment can  be c onsi dered 
to be i nteroperabl e . Howeve r ,  that does  not necessa ri l y  mean that 
no modi fi cati ons woul d be requ i red to movabl e medi a such as d i sk 
packs ,  i n  order to use them i n  a pl ug-compati bl e envi ronment. 
Interoperabi l i ty of  a ppl i cation functi ons may affect the ease by 
whi c h  a l e s s  than hi ghl y tra i ned or  sk i l l ed use r  of the system can  
obta i n a nd u se i nformati o n .  

( 6 )  Portabi l i ty i s  the ab i l i ty to move softwa re and  data from one 
hardware envi ronment to another.  Portabi l i ty ca n be served i n  
several w�s .  Fi rst ,  portabi l i ty can  be from o ne hardwa re envi ron
ment to a s i mi l a r  or  i dentical  envi ronmen t  i n  a di fferent l ocati on 
i f  the envi ronment i s  wi dely depl oyed .  Second , portabi l i ty can be 
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from one envi ronment to a very d i fferent hardware e nvi ronment de
pl oyed i n  the same or di fferent l ocati on s .  General ly . thi s en
hanced capabi l i ty i s  b rought about by the u se of a s tandard opera
ti ng system envi ronment whi c h  mask s the hardware di fferences from 
the softwa re .  

4 .  Mi c rowave and Radi o Technol ogy 

a .  M icrowave L i nks 

New terrestri al microwave l i nk s  a re sti l l  bei ng i n stal l ed a nd ma� 
exi sti ng l i nk s  wi l l  rema i n  acti ve i n  the system fo r a t  l ea s t  a few dec
ades .  The current wi sdom i s . however.  that the rate o f  i nstal l ation wi l l  
greatl y  decrease a s  fi be r  systems are sel ected i nstead . The NSEP i mpl i 
cations of thi s change. a ce  di fficu l t to a sses s .  Fo r some k i nds o f  d i sa s
ters ( for  exampl e .  fl oodi ng ) .  mi crowave termi nal s l ocate d  on  h i l l tops 
wou l d be more survi vabl e than cabl es  of a ny k i nd strung across bri dge s .  
O n  the other hand . brush  fi res  are more l i ke l y  t o  ta k e  out mi crowave 
termi nal s than they a re buri ed cabl e .  I f  necessary . mi crowave termi nal s 
cou l d eas i l y  be sh ie l ded  from EMP by payi ng· speci a l  attenti o n  to the 
recei ver  front end.  a l though the Commi ttee has  not seen e v i dence that 
thi s step need be taken .  Moreove r .  termi nal s i n  mi crowave systems a re 
not as  geograph ical ly  spread a s  a cabl e network .  but  thei r physi cal struc
ture woul d be more suscepti bl e to di rect damage from a nuc l ea r  bl ast .  A 
good NSEP strategy mi ght be to have a mi x of  mi crowave a nd f i ber cabl e  o n  
key routes . wi th the expectati o n  that a redundant mi x woul d .survi ve a 
wi der vari ety o f  possi bl e di sasters than one o r  the other al one . How
eve r .  unl e s s  somethi n g  i s  done to encourage the i nstal l ati on  of new . pe r
haps hardened.  mi crowave systems . the mi x wi l l  g radua l ly  di sappear i n  
favor of the al l -fi be r  system . 

b .  Mi l l imeter Waves  

Al though there appea rs to  be l i ttl e i nterest i n  the tel ecommuni ca
ti ons  i ndustry .  hi gher-frequency mi crowave and mi l l i mete r-wave devi ces  
and  systems a re becomi ng much more practi cal a nd economi cal than  i n  the 
past . pri mari l y  dri ven by mi l i tary technol ogy needs  ( 20-1 00 GHz ) . Low
noi se . f i el d-e ffect transi stor ( FET)  ampl i fi ers a n d  h i gher-power.  sol i d
state source s ( Gun n . IMPATT ) conti nue to be devel ope d fo r these frequency 
range s .  I t  s houl d be poss i bl e  i n  the near future to b ui l d  very-h i gh
bandwi dth ( e . g  • •  l GHz ) l i nk s for short-range appl i ca ti on  tha t coul d be 
economi cal l y  competi ti ve wi th the more expensi ve f i ber i nsta l l ati ons ( for 
exampl e .  dri l l i ng through the conc rete base  of  a freeway to i nstal l the 
fi ber ) .  I ntrac i ty ( roof-top to roof-top ) l i nk s  for pri vate -busi ness 
network s coul d become cheape r than  obtai ni ng  the necessa ry ri gh t  of  way 
to pul l cabl e u nder the streets . I t  i s  u n l i kely that such l i nks  wi l l  
conti nue to be i nstal l ed i n  the l owe r  mi crowave band s  because of  spectrum 
crowdi ng . a ntenna s i ze .  and the probl em of eavesdroppi ng .  However .  t he 
mi l l i meter-wave regi on  offers  at l east  an  orde r o f  magni tude l arger spec 
trum . substanti al ly smal l er a ntennas . and greatly enhanced pri vacy 
through narrower beamwi dth s and atmospheri c attenuati on . For  exampl e .  at 
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55 GHz the atmospheri c attenua tion i s  1 0  dB/km due to oxygen ; a 1 km 
roof-to-roof l i nk wi th 30d8 S/N woul d have l es s  tha n -l OdB S/N fo r an  
eavesdropper 5 km from the transmi tter. The p robl ems of  i nterference 
among users woul d al so be greatly rel i eved by the narrowe r beamwi dth s and  
attenuati ng atmosphere , perhaps so much so that the FCC  coul d forgo 
i nd i vi dual l i nk l i censi ng  i n favo r of a "c i ti zen s • band " system . Freedom 
from i nterference coul d not be g uaranteed , but the hi gh bandwi dths a vai l 
abl e woul d make error-free codi ng muc h more practi cal , and  the greatl y 
reduced FCC pape rwork coul d make such mm-wave sy stems a ttracti ve to 
busi nesses . The Commi ttee doe s not , however ,  foresee suc h appl i cation s 
becomi ng wi despread before the year 2000. 

Perhaps the greatest NSEP l everage to be gai ned from a prol i fera
tion of s hort mm-wave l i nk s  i s  the poss i bi l i ty o f  rapi d repl acement or  
rel ocati on  of  suc h equ i pment fol l owi ng a di sa ster .  Addi ti ona l l everage 
i s , of cou rse , that prol tferati on i n  the pri vate sector woul d a dd d i ver
si ty to the fi be r  l i nk s of the tel ephone operati ng  compani es , provi di ng  a 
sui tabl e p l an can  be worked out to u se s uch faci l i ti es i n  ti me of d i sas
ter .  Wi de-spread commerc i al  u sage o f  mm-wave equi pment by busi ness  woul d 
al so l i kely b ri ng down the cost of  s tri ctly emergency equi pment purchased 
for stockp i l e .  

c .  Synthes i zed Radi o 

The devel opment of l ow-power-consumpti on mi croprocessors a nd memory 
ha s made a great change i n  the des i g n  of  radi o  communi cati on s equ i pment . 
I n  l ess than a decade a nal og tuni ng a nd c rystal control have a l most d i sap
peared i n  favo r of di gi tal l y  synthesi zed tuni ng . The curren t  generati on 
of ·amateu r radi o equi pment , a l most excl usi vely of  J a panese desi gn a nd 
manufacture , provi de s quas i -conti nuou s tun i n g  ( 1 0Hz steps )  by di gi tal 
synthesi s ,  wi th a d i gi tal  d i spl ay of the s ame accuracy .  Li kewi se , equi p
ment desi gned  fo r tradi ti onal l y  channel i zed amateu r radi o bands , for 
exampl e the 1 44-1 48 MHz ( 2mete r )  band , i s  typi cal ly ful ly  synthesi zed i n  
5k Hz steps wi th numeri c key-pad entry and di g i ta l  d i spl ay to matc h .  The 
cost of such equi pment i s  amazi ngly l ow :  a 2 - to 30-MHz , s i ngl e-s i deband 
( ssb ) transcei ve r  wi th l OOW output ca n be obta i ned  fo r l es s  than  $700 ; a 
1 44MHz , 2W , handhel d u ni t ,  for l ess  than $300 .  Ha ndhel d un i ts at  432  a nd 
1 296 MHz are not muc h more expensi ve .  

The publ i c  servi ce radi o system a nd Federal a genc i es coul d benefi t 
greatl y from the devel opmen t of  a common se t o f  di g i tal l y  synthesi zed 
equ i pment , capabl e of operati on on a l l  the servi ce frequenc i es : fi re ,  
pol i ce , hospi tal , publ i c  work s , etc . , both state and  federal . The actual 
access to c hannel s coul d sti l l be restri cted by a gency duri ng nonmal 
times , for exampl e ,  wi th a 11 normal /emergency 11 swi tc h , but qui ckl y recon 
fi gured for i nteragency u se du ri ng times o f  emergency when s uch o perati on 
i s  needed .  Thi s  i s  a radi o anal ogue of  . the "software-defi ned network . •• 
The advantage s  a re mani fol d :  two exampl es a re cost savi ngs i n  purchase , 
ma i ntenance , and spa re s whe n al l agenci es use  the same equi pments ; and 
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commonal i ty i n  tra i ni ng personnel i n  e qu i pment operati on - - i n  a n  emer
gency si tuation , a ny offi cer shoul d be abl e to use any radi o ava i l abl e to 
make contact  wi th any system. 

A system al l owi ng fl exi bl e i nteragency operati ons has  been devel op
ed for the 800MHz band and i s  currentl y undergoi ng fi el d tri al s .  Consi d
erati on shoul d be g i ven to the devel opment o f  o ther common-equi pment 
systems for the l ower-frequency publ i c  servi ce band s a s  wel l , wi th the 
hope of i mprovi ng the u seful ness  of  these bands . Ac ti on by the FCC wi l l  
be requi red  to permi t c ross-agency operati on s o n  the 30-50 ,  1 50-1 70 ,  and 
460MHz bands.  I t  woul d take a decade o r  more for u ser agenc i es to 
convert to the new common-equi pment system , s i nce exi sti ng government 
procurement and budget procedures woul d l i kely d i ctate a s l ow retrofi t 
pol i cy ( governmenta l budgeti ng doe s not recogni ze depreci ation , so there 
i s  no natu ra l way to ··�ur:n over" obsol ete equi pment ) .  Maximum compati 
bi l i ty wi th exi sti ng c rystal -control l ed ,  s i ngl e-agency equ i pmen t shoul d 
be sought .  The goal shoul d be a s i ngl e s tanda rd equ i pment that a l l 
emergency personnel coul d use fl exi b ly  i n  ti me of  emergenc i e s .  

5 .  Swi tchi ng 

Emergi ng technol ogi e s  for tel ecommuni cati ons swi tchi ng may have 
si gni fi ca nt  NSEP  i mpl i cation s .  We wi l l  consi de r  separately  nea r-term and 
l ong-term technol ogi cal trends . 

a .  Modul a r  Di gi ta l  Swi tches 

Fo r the next fi ve years , the domi nant trend i n  tel ecommuni cati ons 
swi tchi ng wi l l  be the i ntroducti on  of di gi ta l  offi ce s .  The percentage of  
subscri ber  l i nes served by di gi ta l  e nd o ffi ces i s  p roj ected to  g row from 
8\ at the end of 1 984 to 26S by the end of  1 986 , and  to conti nue a t  that  
rate through the decade . l Besi des faci l i tati ng the i ntroducti on o f  the 
I ntegrated Servi ces  Di gi tal  Network , new di gi ta l  swi tche s a re both 
sma l l er a nd more modu l a r  than previ ous swi tch generati ons . 

One consequence i s  the i ncreasi ng use  of remote swi tchi ng  modul es 
( RSM ) , typi cal ly  i n  uni ts o f  2 56 or  more l i nes , wh i c h provi de wi re termi n
ati o n  i n  a l ocal  nei ghborhood and are l i nked by ( typi cal l y  opti ca l 
fi ber ) trunks to a central control uni t ,  whi c h  i tsel f c a n  be severa l  
mi l es away . Where the remote modul e s  ma i nta i n some swi tchi ng  capabi l i ty 
even when the fi ber l i nk to the centra l  control u n i t i s  severed , the 
i ncreased di spersi on make s the system more robust . Howeve r ,  fo r some 
swi tch des i gns , l oss  of  the l i nk means l oss  of a l l swi tch capabi l i ty .  
Under these ci rcumstances , vul nerabi l i ty may b e  see n to b e  i ncreased . 
Moreover , because they reduce wi re runs the u se of  RSMs may l ead to 
l a rger numbers of l i ne s  control l ed by a s i ngl e central offi ce . Thi s al so 

l rel ephony , Jan  1 6 , 1 985 ,  p .  46  
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l eads to i ncreased vul nerabi l i ty . RSMs a re  not, typi cal l y ,  i ndi vi dual ly 
equ i pped wi th backup generators , nor are they al ways powere d from the cen 
tral offi ce .  Thus , thei r u se may i ncrea se vul nerabi l i ty to power outages 
even when the RSMs themsel ve s may sti l l be functi onal . 

Not only RSM ' s  but enti re Cl ass 5 swi tches a re i ncreasi ngly bei ng 
i nstal l ed i n  remotely  moni tored , unmanned bui l di ngs , wi th attendant re
duction  i n  the carri er  mai ntena nce work force .  As a consequence , there 
i s  l es s  tota l manpower i n  a reg i o n  to bri ng to bea r  i n  a n  emergency , and 
serv i ce restoral m� be del ayed unti l sk i l l ed personnel can  get to the 
scene . Unmanned swi tche s al so pose probl ems of vul nerabi l i ty to sabotage . 

b .  Stati stical  Swi tc hi ng Archi tectures  

I n  the l onger term -( 1 0-20 years ) ,  c urrent swi tch technol ogy m� 
gi ve way to  vari ous forms of  i ntegrated voi ce and data swi tches . Two 
approaches have recei ved the most research a ttenti on : bu rst swi tchi ng 
and fa st packet swi tchi ng . 

( 1 ) B urst Swi tchi ng · 

Devel oped l argely by GTE ,  burst swi tchi ng i s  based on  the recogni 
tion  that  speec h consi sts o f  al ternati ng bursts of  speec h and periods of 
s i l ence wi th the bursts genera l l y  rangi ng i n  l ength from 0 . 1 to 0. 5 
second . S i l ence , whi l e  l i steni ng or between words , can account for up  to 
two-thi rds of the total t ime of a conversati on . Burst swi tchi ng accommo
dates buffered

2
data traffi c duri ng the i nterval s of  s i l ence between 

speech bursts . Speech i s  sent i n  real t ime ; da ta may be del �ed .  

Burst swi tchi ng  operates  o n  exi sti ng-wi re , l oca l -l oop voi c e  chan
nel s encoded at  the standa rd rate o f  64 k bps . A s peech burst i s  preceded 
by a 4-byte header whi c h  contai n s  addre s s  and control i nformati on . Upon 
recei pt of a header ,  a burst swi tch f i nds a free 64kbps c hannel from 
among the 24 channel s i n  a Tl carri e r ,  and begi n s  to foward the burst 
down the channel . No a ttempt i s  made to bu ffer the burst before trans
mi s s i on , a s  i s  typi cal  of  packet swi tc h i n g ; thus . requi red del � s  are 
kept to a mi n imum. Where there i s  contenti on between a speech burst  a nd 
data for a n  ava i l abl e channel , speech bursts have pri ori ty and the data 
i s  buffered , a s  queui ng del ays for data a re more acceptabl e than for 
speec h .  

The GTE desi gn i s  based on a h i erarchy of  el en�nts wi th 1 6  64kbps 
channel s served by a remote l i nk  swi tch , wi th a s  many a s  1 6  l i nk swi tches 
di stri buted al ong a Tl l i nk .  As many a s  2 56 Tl l i nks  woul d termi nate a t  
a central hub swi tc h ,  provi di n g  a n  overal l swi tchi n g  capabi l i ty for u p  to 
60 , 000 l i ne s .  Thus . i n  addi ti on t o  prov i d i ng for the i ntegrati on o f  voi ce 

2Amstutz , Stanford R • •  " Burst Swi tchi ng -- An I ntroducti on , u  I EEE 
Communi cati o n s  Magazi ne ,  Nov 1 983 , pp 1 -7 )  
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a nd data , the desi gn i s  h i ghly decentral i zed . As a c onsequence , wi re runs 
a re greatly reduced , wi th a reducti on of  a s  muc h a s  80S i n  the outs i de 
pl ant requ i rement a � compared to c onventi onal wi re-pai r di stri buti on.  

From an  NSEP perspecti ve , the di stri buti on  of  cal l -swi tchi ng l og i c  
a ppears to i ncrease the survi vab i l i ty of the overal l system. I n  prac 
tice , however , a central i zed database i s  requi red duri ng cal l setup 
to map cal l requests i nto l ogi cal c hannel numbe rs for burst headers . Fo r 
conveni ence i n  database mai ntenance , i t  i s  unl i kel y tha t thi s data wi l l  
be d i stri buted down to the l i nk l evel . Consequently , cal l processi ng i s  
sti l l  dependent upon ava i l abi l i ty of central i ze d  fac i l i ti e s . On the 
other hand , data suffi c i ent to process l ocal cal l s  wi thi n a l i nk swi tch 
mi ght be kept l ocal l y .  I n  addi tion , l i nk s  coul d be connecte d to more 
than one hub swi tch ; thi s woul d el imi nate the depe ndency o n  a s i ngl e 
central hub and  a l l ow tha network to conti nue to functi on even i f  a hub 
swi tch i s  k noc ked out.  Because much of  the swi tchi ng func ti on has  been 
di stri buted to the l i nk s , repl i cati on  of hub swi tche s i s  fa r l es s  costly , 
and thus easi er to j usti fy ,  than repl i cati on of  a c onventi onal central 
offi ce . Power requi rements at any one l ocati on  are al so greatl y reduced . 
Indeed i t  i s  poss i bl e to construct a hub swi tc h reduced to a s i ze which  
coul d fi t onboa rd a satel l i te . 

From a stri ctl y economi c perspecti ve ,  t he transmi ssi on-l i ne effi 
c i e nci e s  promi sed by mak i ng use o f  the s i l ence s between speec h bursts a nd 
rea l i zed i n  one w� by t ime-a ssi gnment speech i nterpol ati on ( TAS I ) a re 
rendered i ncreas i ngl y superfl uou s  by the rap i d l y  dec l i ni n g costs of  fi be r
based tran smi ss ion .  S i mi l arl y ,  the promi sed savi ngs i n  l ocal -l oop costs 
are bei ng achi eved a l ready through the use of RSMs  i n  the current genera
tion of  swi tches . Fi nal ly , the promi sed savi ngs i n  transmi s s i on materi 
a l i ze onl y when both ends of  a l ong-haul  l i nk a re served by burst 
swi tches .  Th us , much of the benefi t wi l l  be del ayed u nti l and un l ess 
suc h swi tche s can be wi del y  depl oyed i n  the network . 

As a consequence , the successful  commerc i a l  i ntroducti on o f  burst 
swi tchi ng  i s  far from a ssure d .  GTE conducte d a fi el d tri a l  i n  a l ocal 
swi tch i ng offi ce i n  I n di a na i n  l ate 1 985 , a nd wi l l  c onduct further l ocal 
tri al s and a l ong-di stance tri a l  i n  the Spri nt network i n  1 986 .  Wi thout 
external i mpetus , the Commi ttee thi nks  thi s technol ogy i s  u nl i kely to be 
empl oyed outsi de of  GTE even i f  these tests prove successful , and thus 
the anti c i pated NSEP i mpact wi l l  be smal l .  

( 2 ) Fa st  Packet Swi tchi ng 

An a l ternati ve to burst swi tch i nG whi ch i s  be i ng promoted by Bel l 
Laboratori e s  i s  fas t  packet swi tch i ng . J I n  burs t swi tchi ng , the actual 
transmi ssi on rate on a c hannel  remai ns  64 k bps . The absence o f  a ny s peed 

3Kul ze r ,  J . J .  a nd W . A. Montgomery , 11 Stati sti cal  Swi tch i ng Archi tectures 
for Future Servi ces , .. Proceedi ngs of the Internati ona l Swi tchi ng 
Symposi um 1 984 , I EEE , May 1 984 
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change mi ni mi zes the need for bufferi ng a nd a l l ows bursts to be forwarded 
a s  they are recei ved . The a s soc i ati on o f  a l ong  burst wi th  eac h header 
keeps control overhead to a mi n i mum.  However, data packets a re a l so 
restri cted  to a maximum 64kbps rate . 

By contrast ,  fast packet swi tchi ng a l l ocates the e nti re c apac i ty o f  
a h i gh -speed channe l to s i ngl e voi ce o r  data packets i n  turn . The effec 
ti ve data rate i s  then determi ned by the a rri val rate of  packets , a nd 
notby a ny subdi vi ded rate of  the transmi ssi o n  fac i l i ty .  As a resul t ,  a 
fast packet swi tc h  coul d equa l ly  wel l provi de a bu rst  ra te o f  several 
megabi ts per second to a fi l e  transfe r  reques t  whi l e  servi c i ng voi ce 
cal l s  whi c h  gene rated packets a t  an a verage rate of  64kbps or l ess .  

The need to  buffe r  a n  enti re packet before sendi ng  requi res that 
packets be kept s hort , tq mi n imi ze the del ay a s soci ated wi th accumul ati ng 
bi ts  for a ny packet . l n turn , short packets i nc rease the percentage of 
capac i ty devoted to control  overhead .  Packet swi tchi ng a l so i ntroduces a 
stati sti cal l y  va ryi ng  del ay i nto eac h connecti on  because  o f  the need to 
buffer packets i n  the swi tch .  However,  i f  ve�-h i gh-speed trunks a re 
u sed , then  queui ng del ays can  readi l y  be kept to a t  most a few mi l l i 
seconds a t  each swi tch .  

Co nventi onal packet swi tchi ng a rchi tectures u se a s i ngl e processor 
to move packets from i nbound to outbound trunks , thu s greatl y l i mi ti ng 
thei r overal l throughput .  In  the Bel l Laboratori es desi gn , a V LSI -ba sed ,  
shuffl e-exchange network provi de s  mul ti pl e paths through  the swi tc h , 
al l owi ng throughputs of  g i gabi ts per second . Each stage i n  a shuffl e 
exchange network cons i sts o f  a row of  el ements havi ng  two i nputs and two 
outputs . An a rri vi ng packet i s  routed to the correc t output l i nk accor
di ng  to successi ve bi ts  i n  the packet heade r .  The rows o f  el ements are 
i nterconnected so that th i s  sequence o f  b i nary c ho i ces resul ts i n  routi ng 
a packet arri vi ng  at  any i npu t of the fi rs t stage to the f i na l  output 
desi gnated by the packet header.  Because of  the mu l ti pl e  paths , overa l l 
swi tc h throughput i s  hi gh . 

Unl i ke burst swi tc hes , fast packet swi tches do not l end themsel ves 
a s  wel l to hi ghl y decentral i zed a rrangements . I n  orde r to provi de mul t i 
megabi t rates to data u sers on  demand , the swi tch must  i nterface to h i gh
speed trunk s ( e . g . , DS2 or  DS3 ) . I n  turn , thi s suggests swi tche s con
structed to handl e perhaps 50, 000 c al l s  at  a ti me .  Moreover ,  a s  wi th 
burst swi tches , cal l setup woul d requi re communi cati on  wi th a central i zed  
address -to-l ogi cal -c hannel database .  

From an NSEP poi nt o f  v i ew ,  the adaptabi l i ty o f  fast packet swi tch
i ng to varyi ng traffi c demands wou l d  a l l ow grea t fl exi bi l i ty duri ng an 
emergency . Moreover ,  the nece ss i ti es o f  i mpl ementi ng the swi tch wi th 
cu stom VLS I and  of i nterfaci ng di rectl y wi th  a few h i gh -speed , f i beropti c 
trunk s resu l t i n  a phys i cal ly smal l confi gurati on wi th l ow power requ i re
ments . Thu s , backup swi tchi ng  equ i pment coul d be transported to a damaged 
s i te more readi ly  than , a nd power requ i rements a re reduced compared to , 
conventi onal equi pment . 
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The pri nc i pal adva ntage o f  fast packet swi tchi ng over burs t  swi tch
i ng i s  the greate r  speed range i t  can  handl e , i ncl udi ng  computer-to-com
puter transfers or e ven d i gi ti zed v i deo . It does so at the price of i n
troduci ng i nc reased average del ay i nto al l traffi c ,  i ncl udi ng  speec h .  By 
reduci ng cal l setup times to fracti ons o f  a second , both systems have the 
potenti a l  to reroute a cal l around  a fa i l ed l i nk i n  a n  i nterval short 
enough that a c al l er does not percei ve a s i gnfi cant b reak i n  the conver
sati on  ( conventi ona l swi tche s may produce a s i mi l a r  resul t ) . Of the two , 
i mprovements i n  cal l set-up t ime u si ng CCIS  fast packet swi tchi ng i s  the 
more advanced and i s  al so more l i ke ly  to be wi dely  used i n  futu re 
network s .  

AT&T Commu n i cati ons h a s  i ndi cated i t  i s  p l anni ng t o  i ntroduce fast 
packet swi tchi n g  i n  i ts network i n  the 1 990s . 

c .  Standardi zati o; a nd I n terconnecti on 

The major i mpac t of  i ntroduc i ng e i ther burst swi tchi ng or packet 
swi tchi ng ari se s from probl ems of  standa rdi zati on  and  the need for i nter
faces to  conventi onal swi tchi ng a rchi tecture s .  Taki ng ful l advantage of  
fa st packet swi tc hi ng woul d requi re maj o r  revi s i o n s  to  current thi nki ng 
about the ISDN . Wh i l e  AT&T i s  i n  a posi ti on to benefi t from transmi ss i on 
effi c i enc i e s  even i f  impl ementati on  i s  restri cte d  to AT&T Communi cati ons 
( ATT-COMM ) , u sers can  empl oy fa st packet swi tchi ng for data only by pro
vi di ng appropriate l i nk s  to  ATT-COMM faci l i ti e s . Muc h , thoug h  not al l ,  
of the benefi t of  e i ther technol ogy wi l l  be l ost i f  compati bl e swi tches 
are restri cted  onl y to the ATT-COMM or Spri nt  network s .  Note tha t both 
of these i nterexchange carri ers coul d c hoose to i n troduce new swi tches i n  
the i r network s eve n i f  the i nte rfaces provi de d  a t  the network boundary 
were restri cted to conventi onal voice or I SDN s tanda rds . I f  thi s were to 
happen , the abi l i ty to recon struct the network by p i eci ng togethe r fac i l i 
ti es from seve ra l i nterexchange carri ers may be d i mi ni shed , because i ntra
network conventi ons  woul d di ffer radi cal ly . No r do we bel i eve i t  l i kely 
that the i nterexchange c a rri ers coul d be persuaded to a dopt common s tan
dards for i ntranetwork , i nterswi tc h communi cati on , espec i al l y  where they 
control capti ve swi tch manufacturers . By contra st , the Bel l Operati ng 
Compan ies , l ed by Bel l Core , have every rea so n to ado p t  standard s fo r i n
tranetwork , i nterswi tch traffi c i n  o rder to be ab l e to p u rc hase swi tc hes 
competi ti vely  from severa l  manufacturers . Shoul d the Bel l Operati ng 
Compan i e s  be al l owed to e ngage i n  manufactu ri ng a s  c ontempl ated i n  recent 
proposed l egi sl ati on , thei r i ncenti ves too woul d d imi ni sh . 

d .  Other NSEP Co nsi derati ons 

Both burst a nd fast-packet swi tchi ng a rchi tectures resul t i n  p hysi 
cal l y  smal l er swi tche s wi th reduced powe r consumpti o n .  The di vi si o n  of 
speech i nto packets wi th sequenti a l  packets from a c onversati on poten
ti al l y  fol l owi n g  di fferent route s resul ts  i n  a n  i nheren t  i nc rease i n  the 
di ffi cu l ty of  evesdroppi ng.  Both systems have the pote nti al for ass i gn
i ng di fferent pri ori ti e s  to parti cul a r  packet sources . 

- 49 -

Copyright © National Academy of Sciences. All rights reserved.

The Policy Planning Environment for National Security Telecommunications:  Final Report to the National Communications System
http://www.nap.edu/catalog.php?record_id=19253

http://www.nap.edu/catalog.php?record_id=19253


The need i n  both systems for central databases to p rovi de physi cal 
to-l ogi cal address  mappi ng suggests that  restoral  o f  swi tchi ng servi ces  
fol l owi ng a nucl ear exchange ca nnot proceed readi ly  from the bottom up . 
I f  the network map i s  decentral i zed and �nami cal ly  deri ved , a s  desc ri bed 
by Baratz , et . !!· 4 th i s  prob l em woul d be grea tl y  reduced . 

e .  Recommendati on� 

As i ntra network a rc hi tectures  conti nue to d i verge because of 
changes  i n  swi tch des i gn , the NCS wi l l  be abl e to rel y  l es s  and l es s  on  
pi ec i ng together fac i l i ti es from separate carri ers i n  the event of  an  
emergency . Only  i f  carri ers provi de routi ne , wi despread ,  external access 
to standa rdi zed transmi s s i on l i nk s  ( e . g . , DS3 or DS4 ) , and themsel ves use 
such i nterfaces i nternal l y ,  wi l l  i t  be possi bl e to make use of l i nk s from 
one carri er wi th transmi s s i on faci l i ti es of a nother.  The NCS shoul d 
encourage the devel op�nt of standards for such faci l i ti e s .  The 
Commi ttee does not bel i eve the NCS can be successful i n  e ncouragi ng 
swi tch standardi zati on wi th i n carri ers • network s ,  wi th the possi bl e  
excepti on of  the BOCs .  

The NCS shoul d a l so attempt to i nfl uence the devel opment o f  net
work s based on the new swi tch i ng archi tecture s  to i nsure that NSEP con
si derati ons affect deci s i ons  about 1 ) pri ori ty capabi l i ti es ,  and 2 )  data
base repl i cati on and recoverabi l i ty of the network map . 

f .  Stand-Al one Resta rti ng at Conventi onal , Di gi tal Swi tchi ng Si tes 

A di gi tal  swi tc h i ng s i te has  the bui l t-i n ca pabi l i �  to recover 
from a fai l ed condi ti on a s  l ong as there i s  power to the swi tch .  After a 
fai l ure of cal l -proces s i ng functi ons , the sy stem recovery programs wi thi n 
the swi tch wi l l  attempt to fi nd a work i ng confi guration  by swi tchi ng 
acti ve equi pment and i ni ti al i z i ng .  The l evel of i ni ti al i zati on wi l l  esca
l ate i f  the attempts a re wi th i n spec i f ic  peri ods of  ti me .  I f  the auto 
mati c i n i ti al i zati ons do not recover the machi ne ,  manual capabi l i ti es a re 
provi ded that wi l l  al l ow ma i ntenance personnel to attempt machi ne recovery 
procedu res . Thi s  manual recovery can be done at  the office or remotely 
from the Swi tchi ng Control Center .  

It  i s  not necessary to  have commerc i a l  a-c power restored to the 
bui l di ng i n  order to recover the swi tches . The central offi ces are equi p
ped wi th batteri es and emergency power sources tha t ,  g i ven suffi ci ent 
fuel , wi l l  al l ow the swi tch to functi on unti l the comme rc i al power i s  
restored. The power demand , and hence the fuel requi rement, to support 
restorati on vari es  wi th the type of swi tchi ng i nstal l ati on . 

Si nce the rati o of  equi pped l i nes to work i ng l i nes  i s  subjec t to a 
number of  l ocal  vari ati ons ( e . g . , eng i neeri ng i nterval s ) , the fol l owi ng 

4saratz , A. , et . al . ,  u low Entry Network i ng .. , I EEE Journal of  Sel ected 
I ssues i n  CommunlCati ons , Apri l , 1 985 
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BUSY-HOUR POWER 

( Base kw + watts/l i ne )  
sxs 

15 Crossbar 

15 Crossbar w/ El ectroni c 
Control 

El ectroni c  Anal og 
Large ( over l Ok l i ne s )  
Smal l  ( under l Ok l i nes ) 

El ec troni c  Di gi tal  
La rge (over l�k -l f nes ) 
Smal l  ( under l Ok l i ne s ) 

SWITCH I NG SYSTEM 

2 w/1 . 

l . l kw + 2 . 1 w/1 . 

3 . 97kw + 2 . 1 w/1 . 

l Okw 
3kw 

+ 0. 75 w/1 . 
+ 0 . 6  w/1 . 

8. 5kw + 1 . 2 5  w/1 . 
2 . 5kw + 0 . 9 w/1 . 

data i s  provi ded on the ba s i s of  the number of  work i ng l i ne s .  Further, 
a l l data i s  based on busy-hour tra ffi c at  medi um rates [3 or 4 customer 
cal l s  pe r second ( ccs ) pe r  worki ng l i ne ] .  The power needs of  seve ral  
systems have been combi ned to provi de an  average of the power requi re
ments for the system type . The tabl e bel ow shows d-e power requi rements . 
The powe r  from an a-c source wi l l  be about 1 51 above the l i sted fi gures  
becau se of recti fi er l osses . 

A typi cal battery pl ant provi des three or  four hours of  reserve 
and a n  engi ne a l ternator pl ant i s  commonl y suppl i ed wi th about three 
days ' fuel . However , ve� smal l systems ( l ess  tha n 3000 l i nes ) may have 
ei ght hours of battery and be supported by a portabl e engi ne-al ternator.  
The portabl e systems a re frequentl y shared by two or more such  l ocati ons . 
he Commi ttee consi ders thi s a severe l imi tati on to recovery i n  any general 
outage . As i n  our Annual  Report , we recommend standby generati ng faci l i 
ti es  at every i nstal l a ti on ,  supported wi th a fuel reserve good fo r at 
l ea st weeks ,  and perhaps months , i f  recove� from a Th reat Model 3 i nc i 
dent ( or even Model 2 )  i s  to be ensured . 

I f  the swi tch memory i s l ost,  the back -u p  tape or di sc that con
tai ns the da tabase wi l l  be l oaded a s desc ri bed i n  I I I . C . 6 . No external  
devi ce i s  requi red to rel oad and i ni ti al i ze the offi ce . Al l capabi l i ti e s  
are contai ned wi thi n the swi tch to perform these fu ncti ons . 

The maj or probl em encountered by the swi tch a fter a restart woul d 
be the condi ti on of the outsi de fac i l i ti es .  Li ne and  trunk sei zures  
caused by shorts , c ros ses or  ac tual requests for servi ce coul d cau se the 
machi ne to overl oad wh i l e  attempti ng to process these requests . Di stri 
buted processi ng used by most di gi tal  swi tches wou l d l essen thi s  e ffec t ,  
a n d  overl oad programs conta i ned wi th i n the swi tc h woul d prevent the con
d i t i on from hal ti ng cal l process i ng .  Ma i ntenance personnel wou l d remove 
these condi tions from the swi tc h by openi ng l i ne s  at the protecto r frame 
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a nd removi ng bad trunk s from service .  Si nce di gi tal swi tches are vi r
tual l y  non-bl ock i ng ,  any new ori gi nati ng cal l s  a t  thi s time woul d be 
swi tched by the machi ne .  

6 .  Enhanci ng Rel i abi l i ty wi th Depl oyabl e Satel l i te Ea rth Stati ons 

In  j ust the l ast .few years several new addi ti ons to the satel l i te 
earth stati on technol ogy have appeared that  now make i t  poss i bl e to i n
sta l l wi deband voi ce o r  data connecti vi ty nati onwi de i n  a matter of 
mi nutes or hours so l ong a s  the satel l i te i s  i n  pl ace to support i t . 

The most i mmedi atel y avai l abl e of these tec hnol ogi es i s the "smal l 
aperture earth station •• or "persona l earth stati o n "  technol ogy i ntroduced 
wi thi n the l a st two years by M/A-COM, Sc i enti fi c Atl anta , Equatori al  
Communications , a nd others . The earth sta ti ons use smal l antennas , often 
on  simpl e tri pod mounts ,  wi th l i ghtwei ght ,  portabl e el ectroni c s  runni ng 
from house current or battery powe r ,  and empl oy a two -hop path geometry . 
I n  th i s  a rra ngement one smal l stati on communi cates wi th a nother by goi ng 
up to the satel l i te ;  down to a l arge-di ameter , h i gh -powe r ,  l ow-noi se 
11hUb 11 stati on ; then back up to the satel l i te  aga i n ,  sometimes on a di f
ferent frequency or transponder, and then down to the recei vi ng stati o n .  
Th i s  strategem a l l ows the stati ons to be smal l ( 4-foot di ameter antennas )  
and o f  l ow power ( 1 -2 watts ) .  Low-sk i l l -l evel personnel have been abl e 
to set up such  a stati on , acqu i re the satel l i te ,  and sta rt exchangi ng 
1 00-500 kbp s data streams i n  30 to 60 mi nute s .  Whi l e  th i s  al l ows smal l , 
transportabl e ,  l ow-power earth stati ons to be d i stri buted , the scheme 
depends upon the l arge hub stati ons for message routi ng and traffi c con
trol . Th i s  suggests a l evel of  vul nerabi l i ty determi ned by the number of 
hub stati ons  such  a system requ i res . Tha t  may sti l l  be l es s  than the 
vul nerab i l i ty of conventi onal sa tel l i te communi cati on systems that depend 
on earth stati on antennas  of 1 5- ,  30- ,  and 85-foot di ameter. 

Next on the hori zon 1 s the 11Mobi l sat" technol ogy , operati ng at 800 
MHz . Ul t imatel y , there i s  the very ambi tious pl a n  of  NASA to provi de an  
800-MHz serv i ce to  very smal l , personal , portabl e and  mobi l e  earth sta
ti ons us i ng spot beams from a 60-foot antenna mounted on the Space 
Stati o n .  I nasmuch as the l aunc h  of the Space Stati on i s  not schedu l ed to 
occu r  unti l 1 992 , thi s technol ogy wi l l  not be a u seful component i n  the 
NSEP reperto i re for a l ong ti me ,  but becau se satel l i tes i ntri nsi cal ly  
provi de 11 i nstantaneou s  any-to-any stati on reachabi l i ty 11 when they a re 
l aunched and acti vated , a l arge NSEP capabi l i ty cou l d come on l i ne over a 
very short time peri od i n  the mi d 1 990s . 

7 .  Opti cal Fi ber Li nk Capac i ty 

a .  I ntroduction  

Devel opments i n opti cal technol ogy i n  the past two decades wi l l  
resul t i n  maj or changes i n  the topol ogy of tel ecommuni cati ons  systems . 
I n  the mi d-1 960s i t  was accepted that  satel l i tes woul d pl � a major rol e 
i n  l ong haul l i nk s , suppl anti ng terrestri al , atmospheri c mi c rowave and 
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buri ed coax i a l  cabl es . It  was al so anti c i pated that busi nesses woul d own 
or l ease channel s on pri vate satel l i tes to form pri vate , corporate net
work s as the satel l i te technol ogy devel oped and costs decreased .  The 
strongest advocate s envi si oned that al l tel ecommuni cati ons , even short
haul , s i te-to-s i te , and bui l di ng-to-bu i l di ng l i nks ,  woul d go v i a satel 
l i te .  The objec ti ons rai sed early by AT&T on the degradati on of the 
qual i ty of two�ay voi ce servi ce caused by the 0 . 5sec round-tri p del ay 
were i gnored i n  th i s  early enthu s i a sm .  Indeed , the publ i c  seems to have 
accommodated somewhat ( or become res i gned ) to the 11pus h-to-ta l k "  natu re 
of satel l i te connecti ons . Undersea cabl es were al so c l earl y rendered 
noncompeti ti ve by satel l i tes . 

b .  Near-term Opti cal -Fi ber li nk s 

The dramati c y�ar�by-year reducti on i n  the attenuati on exhi bi ted 
by gl ass fi bers duri ng the past two decade s ha s resul ted i n  a turn-about 
i n  th i s  s i tuati on . Today • s fi bers exhi bi t  attenuati on l ess  than 0. 2dB/km 
at 1 . 5 m and l ess  than 0 . 7 at 7 m , wi th l i nk route-bandwi dths wel l i n  
excess of 1 0  GHz-km or route-data rates  i n  excess  of 1 0  Gbi t-km at c abl e 
costs l ess  than $1 000 per km for s i ngl e mode fi ber , excl usi ve of i nstal l a
t ion and ri ghts-of-way costs . losses one or two orders of magn i tude l ower 
sti l l  a re projected for fl uori de gl asses at  l onger i nfrared wavel engths . 
W i th these parameters , opti c al fi bers a re now l i kely to suppl ant satel 
l i tes for most hi gh-dens i ty tel ecommuni cati ons routes between fi xed 
poi nts , i nc l udi ng overseas traffi c .  Satel l i tes  wi l l  sti l l  be a major 
mean s  of broadcast-type tra ffi c , traffi c between mobi l e  or rel ocatabl e 
termi nal s ,  and l ow-densi ty ,  f i xed-poi nt routes , but f i bers wi l l  most 
l i kel y take the rest  on sheer economi cs . And the 0 . 5-sec del ay probl em 
wi l l  l argely d i sappear i n  the barga i n .  

Opti cal -fi ber l i nk s  for l and-based i nstal l ati on wi l l  rema i n s impl e 
i n  thei r termi nal equi pme nt and repeater structure s .  A typi cal  gi gabi t ,  
l ong-haul l i nk for the next decade wi l l  l i kely consi st  of a s i ngl e�de 
fi ber operati ng at 1 . 3 to 1 . 8 mi crometers �m ) wavel ength , an  appropri ate 
quaternary-al l oy di ode l a ser source wi th �e bi t stream di rectl y modul a t
i ng the l aser current , and a s i mpl e di ode detector. I f  repeaters are re
qui red , they wi l l  conta i n the same detector and l a ser combi nati on , wi th 
ampl i fi cati on or pul se regenera ti on done e l ec troni cal l y  at baseband or 
some i ntermedi ate-frequency range . Opti ca l  ampl i f i cati on or othe r opti ca l 
s i gnal process i ng wi l l  not be empl oyed .  li kewi de , swi tc h i ng wi l l  conti nue 
to be an el ectron i c  process  rather than become an opti cal  one . Trunk i ng 
between central  offi ces wi l l  al so be a l l opti cal  fi ber ,  wi th ma nY  para l l el 
fi bers , and no repeaters for di stances shorter than about 20 km . These 
trunks coul d have , a nd l i kely wi l l  have , a great deal of excess  capac i ty ,  
s i nce the cnst of the extra fi ber l i nk s  w1 1 1  be substanti al l y cheaper than 
present day costs f�r the same capac i ty .  The excess capac i ty wi l l  l i kely 
be used to s i mpl i fy the trunk rerouti ng probl em greatly . 

Another change that coul d be brought about even by today • s  opti cal 
fi ber technol ogy i s  the connecti on of every tel ephone subscri ber to an  end 
offi ce wi th a hi gh-bandwi dth l i nk ,  say 1 00 MHz .  I f i t  becomes at a l l 
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economi cal l y  feasi bl e to u se fi ber connecti on s di rectly to the end user,  
then the hi gh-bandwi dth capabi l i ty coul d be  added at l i ttl e cost  for a 
cabl e-TV-l i ke system.  Of course , swi tchi ng each l i ne at thi s bandwi dth 
woul d be another matter enti rely , but a broadcast system woul d be rel a
ti vely i nexpensi ve .  Such systems may be proposed by the operati ng com
pani es , but the i r futu re use may wel l be d i c tated by FCC acti on rather 
than the marketpl ace . I f  the tel ephone operati ng compa n i e s  are excl uded 
from the cabl e TV ( CATV ) market ,  i t  i s  sti l l  l i kely  that the CATV com
pan i e s  themsel ves  wi l l  u se opti ca l  f i ber systems . Indee d ,  one of the 
maj or attracti ons of fi ber  for the CATV compani e s  shoul d be thei r freedom 
from pi ckup and radi ati on and the resul ti ng i nterference now commonly 
caused by corroded and l oosened cabl e j oi nts .  Al though recent tests have 
shown repl acment of meta l l i c strength members wi th nonmetal l i c ones  f n  
opti cal -fi ber cabl es unnecessary for EMP protecti on , f t  i s  qui te important 
to protect repeater and termi nal el ectroni cs from pul ses that coul d come 
through  the power sup� i es .  That can  eas i l y  be accompl i shed wi th s impl e ,  
i nexpens i ve ,  penetrator protecti on :  e . g . , gas tubes or zener di odes . A 
survi vi ng CATV broadcast system wi th emergency power capabi l i ty woul d be 
a val uabl e redundant a sset to the standard TV and FM broadcast systems . 

c .  longer-term Opti cal -Fi ber li nks 

Unde rsea cabl es pl ace a h i gher premi um on l onger repeater  spac i ng 
and wi l l  l i kely  dri ve the devel opment of the l ower-l oss , l onger wave
l ength , fl uori de fi bers . Very recent resul ts i n  severa l l aboratori es 
i ndi cate near-i deal  behavi or ( R�l ei gh scatteri ng l osses al one ) f s pos 
s i bl e . Thi s  woul d resul t i n one or two orders of magni tude l ower trans 
mi ssi on l os s  and may make possi bl e undersea cabl es  of 1 000 km wi thout 
repeaters . Of course , sati sfactory l asers and detec tors woul d have to be 
devel oped for thi s wavel ength range , 2-�m. The most promi s i ng approac h 
for such devi ces f s  to u se mul ti pl e-quantum-wel l ma teri a l s .  Such ma te
ri al s ,  made of many very thi n ( 1 00 I) l ayers of semi conductor materi al s , 
can have properties  ta i l ored to a spec i fi c wavel ength range .  Actual de
v i ce s  are currently at a very primi ti ve l aboratory stage .  Once these 
f i bers , l asers , and detectors are devel oped for the premi um ,  undersea
cabl e appl i cati on , the i r costs wi l l  l i kel y decrease , and they wi l l  fi nd 
appl i cati ons i n  future , l and-based , opti cal -fi ber l ; nk s . Eventua l ly , the 
vul nerabi l i ti es of these components wi l l  have to be determi ned for the 
NSEP envi ronments . 

d .  Opti cal Swi tch i ng a nd Si gnal Condi ti oni ng 

The recent h i story of devel opments i n  opti cal  commun i cati ons tech
nol ogy has ,  i ndeed , been spectacul a r ,  but not necessari ly  al ong the l i nes  
f i rst predi cted  for f t . I n  the earl i e r  days , the devel opment of opti cal 
communi cati on systems was a nti c i pated to take the same course as earl i er 
mi crowave devel opment ; the 1 969 arti c l e by Mi l l erl on i ntegrated opti c s  

1 S . E .  Mi l l er .  Bel l Systems Techni cal Journal , Vol . 48 ,  p .  2059 , 1 969. 
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i l l u strated how most of the opti cal e l ements ana l ogous to ex i sti ng micro
wave communi cati ons hardware coul d be real i zed i n  opti cal  wavegui des  near 
the surface of a two-dimens i onal substrate . Most  of Mi l l er ' s  devi ce i l 
l u strati ons ( e . g . , di recti onal coupl ers , band-droppi ng fi l ters , swi tches ) ,  
have by now been demonstrated i n  the l aboratory . However none have found 
thei r way i nto operati ona l fi ber systems because the sys tem economi c s have 
dri ven opti cal -fi ber l i nk desi gn i n  d i recti ons qu i te d i fferent from mi cro
wave systems . Li kewi se , opti cal  ampl i fi ers have been demonstrated i n  the 
l aboratory for two decades , but none have found thei r way i nto l ow-l evel , 
l ow-noi se si gnal ampl i fi cati on . 

Today • s fi ber l i nk s  a re operati ng up to 1 Gb i t/sec wi th s impl e , 
di rect , i ntensi ty modul ati on of the GaAs l aser and di rect ( i ncoherent ) 
detecti on wi th a di ode detec tor. Recent advances i n  both l aser and de
tector tec hnol ogy make i t  c l ear that s i mpl e ,  di g i tal , i ntens i tymodul ati on 
l i nks  are practi cal  i n  e�cess of 1 0  Gbi t/sec . It i s  somewhat l ess  cl ea r  
that s i mpl e , i ntensi ty modul ati on o f  anal og i nformati on wi th 1 0  GHz 
bandwi dth and good s i gnal -to-noi se performance i s  as p racti cal ; the 
i nherent noi s i ness of today ' s  hi gh-speed l a sers and the addi ti onal noi se 
cau sed by even mi nute amounts of  opti cal  feedback a re much more harmful 
to anal og l i nk s .  However ,  i t  i s  reasonabl e to expect that these 
probl ems wi l l  be overcome i n the future . External modul ati on wi th i n
tegrated , opti cal -wavegui de modul ators ha s been demonstrated wi th 20GHz 
bandwi dth i n  i on-i mp l anted l i Nb03 and at l ower rates i n  GaAs . The 
Li Nb03 opti c al l osses are to da te somewhat too h i gh for prac ti cal de
vi ces . Aval anche d i ode detectors have exhi b i ted bandwi dths i n  excess  of 
20 GHz . 

. 

Opti cal mul ti pl ex1 ng2 can be u sed to achi eve more than 1 0-20 
Gbi t/sec per fi ber , i f  that were to prove economi cal l y  des i rabl e .  
Wavegu i de/grati ng mul ti pl exers have been demonstrated that combi ne 1 0  
wavel engths wi th greater than 25 dB i sol ati on between channel s and i nser
t i on l oss  of under 3 d8 . 3 The demonstrati on wa s accompl i shed wi th 
mul ti mode fi bers , and may not be as  good wi th s i ngl e�de fi bers , parti 
cul arly i n  i nserti on l oss . Di chroi c combi ners u s i ng mul ti l ayer i nter
ference fi l ters have been proposed to combi ne two wavel engths . 2 

Mi l l er ' s  resonant-cavi ty ,  band-droppi ng fi l ters have not been im
pl emented to date because of  the rather l os sy nature of the bas i c  wave
gui de i n  i ntegrated c i rcui ts .  One p robl em i n  a l l mul ti pl exi ng sc hemes i s  
the prec i s i on control  of  the i ndi vi dual l aser wavel engths and the added 
opti cal compl exi ty of coupl i ng N l a sers and N detectors to the mul ti 
pl exer . The maxi mum l i mi t to the number of  c hannel s thu s combi ned i s  
determi ned by the di spe rs i on of the fi ber .  To mi ni mi ze d i spers i on the 
core s i ze of the s i ngl e mode fi ber i s  chosen so that the wavegui de di s
persi on j ust cancel s the materi al  ( gl a ss ) d i spersi on .  However,  thi s 
exact cancel l ati on occurs at onl y  one wavel ength and a typi cal  l aser has 

2 W . J .  Toml i nson . Appl i ed Opti cs , Vol .  1 6 , p . 21 80 ,  1 977 .  
3 R . Watanabe , K . Nosu . Appl i ed Opti cs ,  Vol . 1 9 , p . 3588 , 1 980. 
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a l i new1 dth of O . l nm  ( 100.) .  Thus .  tod� · s  components l i mi t ul t 1m.te 
l i nk capac i ty by a resi dual di spersi on of roughly  1 pi cosecond/km or  
hundreds of Gbi t-km . Some reducti on i n  l aser l i newi dth and better fre
quency control to tune to the di spers i on mi nimum shoul d be poss i bl e 
through future technol ogy i mprovements.  However,  l Okm , l OGb i t l i nks  are 
feasi bl e tod� wi th s i ngl e l asers . Mul ti pl exi ng addi ti onal l asers wi l l  
i ncrease thi s capac i ty , bu t  not proporti onal l y ,  s i nce onl y  one l aser  can 
operate at  the mi nimum di spersi on wavel ength . 

c . Organi zati onal Rel ati onshi ps i n  I ndu stry and Government 

1 .  Fi ber-Opti c Networks i n  the Te l ecommu ni cati ons Industry 

Thi s  di scussi on consi ders the i nstal l ati ons of f i ber-opti c network s  
and systems i n  the Uni �ed States . I t  wi l l  provi de an  overvi ew o f  the 
progres s of the technol ogy and i denti fy the maj or pl ayers and thei r 
announced pl ans . 

a .  The Technol ogy 

The technol ogy u sed  i n  fi ber-opti c networks  has been advanc i ng 
at an astoni shi ng rate .  A coupl e of years ago the debate was about 
when s i ngl e�ode fi ber woul d repl ace mu l ti mode .  At that ti me the 
cost  of s i ngl e-mode el ectron i c s  and fi be r was consi derabl y h i ghe r ,  
but i t  has fal l en rapi dly . Moreover,  s i ngl e�ode offers much 
greater repeater spaci ng .  The two factors , dec l i ni ng cos t o f  the 
el ectron i c s  and i ncreasi ng repeater spac i ng ,  i ndi cate c l early that 
si ngl e-mode fi ber wi l l  domi nate i n  i nterci ty communi cati on 
systems . Mul ti mode fi ber m� sti l l  have a major rol e to pl �  i n 
the l ocal  areas . where repeate r spaci ng  i s  not a s  important . 

At the same ti me ,  the capac i ty of a f i ber pa i r  ha s i ncreased 
dramati cal l y .  As recentl y a s a year ago 90-megabi t systems we re 
the norm. Now, 405 megabi t systems are bei ng i nstal l ed ,  and 560-
megabi t el ectroni c s  are avai l abl e for del i very from 1 4  suppl i ers . 
Rockwel l promi ses to upgrade i ts 560-Mb system to 1 . 2 gi gabi ts 
wi th i n  one year ,  Fuj i tsu i s  showi ng a 1 . 8-gi gabi t system i n  i ts 
l aboratori es . and AT&T ha s done experi ments at 4 g i gabi ts . but 
pl ans to i ntroduce 1 . 8 i n  1 988 . 

b .  The Pl ayers 

Someone has cal cul ated that i f  a l l the announced fi ber networks  
were bui l t , there woul d be  ni ne bi l l i on fi ber ci rcui t�i l es i n
stal l ed i n  the u . s .  a l one . Compa re that fi gure wi th AT&T • s  current 
network of approx i matel y one b i l l i on c i rcui t-mi l es and one ha s to 
wonder how i t  al l cou l d be used. A potenti al  c apac i ty gl ut  of that 
si ze mea ns that consi derabl e agoni zi ng  must be underway on the part 
of  the l atecomers . Those s i mply u s i ng fi ber to expand thei r pres
ent network s ( e . g • •  AT&T and MC I )  can adj u s t  thei r pl ans  to  the 
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growth of thei r  own traffi c .  Others who a re essenti al ly  new 
entran ts to the transmi ss i on ma rket must  focus  very heavi l y  on 
fi nanc i ng and , above al l ,  marketi ng i f  they a re to have any 
chance of success . Wi th al l the competi ti on for traffi c by 
vari ous Pl lYers i nvesti ng i n  new f i ber faci l i ti e s ,  consol i da
ti on of resources may be expected. 

There are four categori es of pl lYers i n  the game ; the nati onal 
network s ,  regi onal carri ers , consorti ums of regi onal and l ocal 
carri ers , and the l ocal exchange carri ers . Pl ans and the sta
tus of the i r i mpl ementati on are sketched bel ow for some com
pani es i n  each of these categori es . 

( 1 ) Nati onal Network s .  These i nc l ude AT&T, MC I ,  and the 
recently announced, merged networks of GTE and Uni ted 
Tel ecommuni c�tfons . AT&T pl ans  a nati onwi de fi ber-opti c 
system , at one time forecast to be over 1 50 , 000 c i rcui t-mi l es 
by the end of 1 986 , usi ng 405-Mbi t technol ogy wi th pl ans  to 
upgrade to 1 . 8 Gbi ts i n  1 988 and have 1 8, 000 route-mi l es i n  
servi ce by 1 989 . MC I , i ntendi ng to bui l d  i ts own faci l i ti es ,  
had acqui red 7 300 mi l es of rai l road ri ghts of way and i s con
ti nu i ng to acqui re ,  tal ki ng about bui l di ng i n  a l l parts of  the 
country where i t has such ri ghts of way . Unwi l l i ng to amorti ze 
i ts anal og mi crowave system prematurely , MC I now seems to be 
pl ann i ng fi ber-opti c constructi on only where the ma rketpl ace 
warrants : a posi ti on taken before i ts acqui s i ti on of SBS from 
I BM i n  exchange for IBM • s  1 6' i nterest i n  MC I ,  whi ch expected 
to have 2500-3000 route-mi l es of fi ber cabl e i nstal l ed by the 
end of 1 985 , operati ng at 405-Mbi t rates . GTE and Un i ted 
Tel ecom , havi ng recently announced a Mpartnershi p 11 of the i r 
l ong-di sta nce and data-exchange subsi di ari es , wi l l  sha re faci l 
i ti es .  Uni ted , pl anni ng to construc t a na ti onwi de ( fi ber-opti c ) 
network that eventual ly wou l d  reach i nto al l LATAs , ha s  al so 
contracted to bui l d  fi ber-opti c s  l i nk s  for Li ghtnet ( see 
bel ow ) : i t wi l l  purchase f i ber-pai rs from Li ghtnet al ong the 
routes i t  bu i l ds .  Twenty-ei ght percent o f  Uni ted • s pl anned , 
2 3 , 000-route-mi l e  network was  p l anned to be i n operati on by the 
end of 1 985.  

( 2 )  Regi onal a nd  Local  Carri ers . Li ghtnet , a j o i nt venture of 
the CSX Rai l road and the Southern New Engl and Tel ephone 
Company ,  has  a fi ber-opti c network that now connects 23 c i ti es  
east of the �i ss i s s i ppi Ri ver .  Its  pl ans envi si on a 5000-route 
mi l e  network se rvi ng 43 c i ti es i n  24 eastern state s .  In  addi 
ti on to i ts own approxi mately  1 600 route-mi l es of constructi on , 
about 2000 more were expected to be compl eted by the end of 
1 985.  Fi be rtrak , a joi nt ventu re of the Santa Fe ,  Southern 
Pac i fi c ,  and Norfol k and Southern ra i l roads , had announced pl ans 
to bui l d an  8000-route-mi l e ,  $1 -bi l l i on net- work , but suspended 
operati ons i n the face of what i t  saw a s  a capaci ty gl ut .  RC I 
Corporati on , a subs i di a ry of the Rochester Tel pehone Company , 
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pl ans to purchase capaci ty on the Li ghtnet system fo r  acces s  to 
New York , Newark , Phi l ade l phi a ,  Bal timore , and Washi ngton , and 
expected to compl ete a f i ber  system runn i ng between Buffal o and 
Chi cago by the end of 1 985 . NTN , a consorti um of seven regi onal , 
fi ber-network compani es , has i nterl i nked a total of 2424 route
mi l es of i ts members ' i ndependent , regi onal , fi ber-opti c net
works i n  two separate l i nk s : LOX and Consol i dated ,  1 525  route
mi l es centered on St. Loui s ;  and  Mi crotel and Southl and Fi ber  
Net ,  899 mi l e s  centered on Ta l l ahassee .  Li nki ng i s done by 
cross-connecti ng el ectri cal  s i gnal s at  fi be r  j uncti on poi nts . 
The tabl e  on page 60 shows the s tatus  of the consorti um members ' 
systems at the end of January 1 986 . 1 Li tel , owned by LC I 
Communi cati ons , i s  pl anni ng i ts network p ri nc i pal ly i n  Oh i o , to 
work at  565-Mb i t rates . LOX , pri vately  owned , pl ans  i ts network 
to provi de servi ces i n  s i x  states : Mi ss i ss i ppi , Loui si ana , 
Arkansas , Texas ,  Okl ahoma , a nd Kansas .  Mi crotel , owned by 
Centel , Al l net , M/A Com, E . F . Hutton , and pri vate i nvestors , 
pl ans i ts network l argely  i n  Fl ori da wi th a northern extens i on 
to Georgi a ,  a nd wi l l  operate i t  at  405 Mbi ts .  SouthernNe t ,  a 
venture of  what had been Southern Tel ephone , Interstate Commun i 
cati ons , I nc . , No rfol k and  Southern Ra i l road , a nd E . F .  Hu tton , 
wi l l  i nterconnect wi th Mi crotel  i n Atl anta and pl ans a fi ber  
system from there to Washi ngton , probably  operati ng at  405 Mbi ts 
for compati bi l i ty wi th Mi crotel . Southl and Fi bernet,  now con
nected wi th Mi crotel i n  southern Georg i a , p l ans to extend across  
the Fl ori da panhandl e , across southern Al abama , and i nto 
Lou i s i ana to connect wi th LOX outs i de New Orl eans . Wi l l i ams 
Tel ecom , a jo i nt venture of Tel econnect Company and Wi l l i ams 
Pi pel i ne Company , pl an s  to run fi ber cabl es operati ng at 405 
Mbi ts through the Wi l l i ams Company ' s  out-of-servi ce , under
ground , petrol eum p i pel i nes . I ts network i s  p l anned to run  from 
Chi cago to Kansas  Ci ty vi a Omaha , Des Moi nes , and Cedar Rapi ds , 
wi th l ater extensi ons to Mi nneapol i s  and  Tul sa .  It expec ts to 
connect wi th LOX and Li tel . An ei ghth venture , Norl i ght , has 
i ni ti ated negoti ati ons to become a member of the NTN consorti um .  
A joi nt venture o f  fi ve el ectri c uti l i ty com pani es , i t  has 
pl anned a 56Mbi t/sec network to l i nk Mi l waukee , Madi son ,  La 
Crosse , and Eau Cl a i re wi th Mi nneapol i s  and Chi cago . 

There a re other ventures  i n  l ocal regi ons , but these suffi ce to 
i ndi cate what i s  tak i ng pl ace . 

( 3) Local Carri ers . The RBOCs are aggressi vely i nstal l i ng 
fi ber cabl e 1n thei r respecti ve areas . Muc h of thi s acti vi ty 
seems to be a i med at headi ng off the threat of bypass . 
Ameri tech ha s 40, 000 ci rcui t�i l es of fi ber i n  the ground  and 
pl ans  to add about 45 , 000 mi l es i n  1 985 . About 45i of 
Ameri tec h ' s  capi tal budget for 1 985 wi l l  be spent on fi ber or 

l commun i cati ons Week , Ja nuary 27 , 1 986. 
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Route-Mi l es 

Pl anned Compl ete Operati onal 

Consol i dated Network 731 285 0 

LOX Net 21 00 1 240 1 01 2  

Li tel 1 561 905 675 

Mi crotel 1 294 663 556 

Southern Net 1 2 50 376 1 05 

Southl and Fi ber Net 332 236 69 

Wi l l i ams Tel ecom 3571 

Total s 1 0 , 839 

304 

4009 

377, 

0 

241 7 

227, 

di g i tal fac i l i ti es .  Pri nc i pal  uses are to connec t downtown 
busi nes s  a reas , i nte rc i ty tran smi ssi on fac i l i ties  and 
swi tchi ng offi ces . Bel l Atl anti c i ntends to have about 
50 , 000 c i rcui t-mi l es of fi ber i n  the ground by the end of 
the year. Extensi ve fac i l i ti es around maj or  corporate 
compl exes a re i nc l uded i n  no rthern New Je rsey ,  Wi l mi ngton , 
Del aware and Washi ngton . D . C .  Bel l South ha s started 
s i gn i ng up customers for Li ghtgate . a fi ber excha nge 
servi ce that  al l ows customers wi thi n South Centra l Bel l ' s 
i ntraLATA di stri cts to l ease capac i �  over opti cal -fi ber 
pai rs .  Pac i fi c Tel esi s has abou t 42 . 000 c i rcui t�i l e s  i n 
the ground now and  i ntends to bu i l d  a network to 
i nterconnect the Si l i con Val l ey compl ex . I t  al so has an 
81 9-mi l e  system from Sacramento to San Di ego under 
cons tructi on for i ts i nternal commun i cati ons needs . 

U . S .  West has s i gned suppl i er agreements wi th Te l co Systems 
and Northern Tel ecom. Southwestern Bel l c l aims to have 
i nsta l l ed more than  1 60 , 000 mi l es of fi ber-opti c c i rcu i ts .  
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c .  Some Concl usi ons 

1 985 seemed to the Commi ttee to be the year of peak acti vi ty 
i n  fi ber-opti c network pl anni ng and i mpl ementati on . Al l 
pl ans cal l for s i ngl e-mode fi ber,  wi th bandwi dth es senti al ly  
l imi ted by avai l abl e termi nal el ectroni cs . 

Some th i nk there i s only room for three , or at most four,  
nati onal networks ,  and  for a few regi onal s i n  areas wi th 
the heaviestcommuni cati ons traffi c .  But at l east 1 0  major 
network s are now i n  vari ous phases of impl ementati on .  In 
the v i ew of some Wal l Street skeptics  a shakeout may be 
i mpendi ng and only  a few of the pl anned network s wi l l  
actual l y  be successful l y  comp l eted .  It  i s  c l ear that some 
i n  Wa l l  Street are nervous about what  l ooks  l i ke a devel op
i ng gl ut". ·Hence , avai l ab i l i ty of ri sk capi tal  1 s  affected.  

Foreseei ng a gl ut may al so i nduce maj or system users to 
enter only short-term contracts , a s  over-capaci ty woul d 
i nevi tabl y produce l ower pri ces . The early starters have a 
di sti nct advantage a t  thi s time .  

d.  Consi derati ons for NSEP Pl anners 

Mul ti pl e routes a re operati ng , pl anned or u nder construc
ti on among several major c i ti e s . Among the more important 
are New York-Washi ngton , Washi ngton-Atl anta , Atl anta-Mi ami , 
Washi ngton-Chi cago , Houston-Dal l as , New Orl eans-Da l l as ,  and 
San Franc i sco-Los Ange l e s .  Competi ti on shoul d therefore be 
maxi mi um al ong these routes . ·The OMNCS shoul d sei ze oppor
tuni ti es to get the competi ng systems appropri ately ha rdened 
and i nteroperabl e  whi l e  constructi on i s sti l l  under way . 

ManY other c i ty pa i rs a re now bei ng connected by mul ti pl e
fi ber routes , for exampl e :  Atl anta-Jack sonvi l l e , Mi ami 
Orl anao , Orl ando-Tampa -Jack sonvi l l e ,  Da l l as-Fort Worth , 
Bal ti More- Phi l adel phi a-Washi ngton , and Kansa s Ci ty-St . 
lou i s-Chi cago . 

Note that both of the above exampl es show c i ty pa i rs where 
mul ti pl e routes  are avai l abl e .  I t  i s  sti l l  earl y enough i n  
a rapi dl y c hangi ng scene characteri zed by a l ot of ''hype • 
to warrant cauti on about betti ng on the success  of a sol e 
suppl i er (wi th ,  of course , obvi ou s  excepti ons l i ke AT&T ; 
but even there , some scal i ng back of ori gi na l  enthus i asm i s 
i n  evi dence ) • 
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Whi l e  l i ttl e preci se i nforma i on i s  general l y  a vai l ab l e  
about pri ci ng ,  i t  i s  cl ea r  that pri ce  i s  negoti abl e ,  vol a
ti l e  and droppi ng .  The rapi d growth i n  the capac i ty of the 
el ectroni c s  ( 90 megabi ts to 1 . 2 gigabi ts i n  j u s t  a few 
years ) shoul d exert further pressure on pri ces , a s  s houl d 
the mul ti pl e -carri er  envi roment . For these rea sons , rel a 
ti vel y  short-term l eases appears to b e  the best near-term 
strategy shou l d the government dec i de to l ease DS -1 capaci ty 
and deri ve i ts own channel s u si ng mu l ti pl exers to save 
money , control routi ng of cri tical  c i rcu i ts ,  and ga i n the 
i ncreased resi stance to EMP a nd i nterceft that i s  c haracter
i sti c of fi ber-opti c systems . For the onger term , tradeoff 
deci sions  wi l l  have to be made on capi tal expendi tures  por
ti ons of annual budgets and on control versus  fl exi bi l i � .  

Several of these new ventures pl anni ng fi ber-opti c  network s 
have l i ttl e or no tel ecommuni cati ons experi ence . The ab
sence of  a core management team experienced i n  the operati on 
and mai ntenance of l ong-haul  communi cati ons systems shoul d 
be a warni ng s i gnal . Some probl ems once bel i eved to have 
been sol ved forever i n  ol der technol ogy ( e . g . , Mj i tterM ) are 
recurri ng when some fi ber and radi o systems a re i nterconnec
ted . Th i s i s  not to say tha t  such probl ems cannot or wi l l  
not be resol ved , but the Commi ttee bel i eves that the NCS 
wou l d prefer to dea l  wi th experi enced management when  the 
unexpected ari ses -- as i t  wi l l .  Th i s  i s  parti cul arly cri 
ti cal  under emergency condi ti ons , whe n NSEP recovery proce
dures shoul d be i n  experi enced hands . 

2 .  Changi ng Rel ati onsh i ps i n  the Communi cati on s Industry 

In  i ts Annual Report the Commi ttee d i scus sed the prol i ferati on of 
new enti ties  provi di ng tel ecommuni cati ons servi ces ( e . g .  pri vate carri ers , 
transmi ssi on condomi ni ums ) and the growth of pri vate network s .  We a rgued 
that current tari ff pol i c i es ,  parti cul arly the use of  carri er common l i ne 
charges ( CCLC ) to recover costs of non-tra ffi c-sens i ti ve p l ant ,  was l ead
i ng many l arge compani e s  to construct pri vate network s  us i ng thei r own 
swi tches and l eased or custom bui l t  transmi s s i on l i nk s .  

In  the year s i nce that Annua l Report these trends have conti nued , 
wi th many addi ti onal compani es ,  such a s  Boei ng , goi ng down thi s path . At 
the same ti me ,  other changes have occu rred whi ch  may mi ti gate these 
trends . In June of 1 985 customer access  l i ne c harges ( CALC )  of $1 per 
month for res i dences were i ntroduced , wi th l i ttl e publ i c  outcry .  These 
charges are schedul ed to i ncrease to $2 f n  June of 1 986. If a CALC can 
be successful l y  substi tuted for the current CCL C ,  the i ncenti ve for pri 
vate bypass  network s woul d be reduced . 
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The carri ers have a l so become more aggressi ve i n  i ntroduci ng 
services  to compete wi th pri vate networks .  I n  parti cul a r ,  the software 
defi ned network offeri ngs of  AT&T,  Un i ted Tel ecom and others provi de a 
carri er-based al ternati ve for users requi ri ng customi zed servi ces . Simi 
l arly , the BOCs have begun i ntroduci ng advanced Centrex features  that 
al l ow them to compete more effecti vel y  aga i nst PBXs .  

The Commi ttee a l so stressed i n  i ts Annual Report the structural 
constrai nts under whi ch AT&T and the BOCs were operati ng wi th respec t  to 
the i ntegrated provi s i on of vari ous servi ces . In the l ast year we have 
seen the FCC drop i ts restri cti ons on AT&T ' s  j oi nt marketi ng of CPE and 
bas i c  serv i ces , a nd i ni ti ate a rul e-mak i ng ( Computer I nqui ry I I I )  de
si gned to rel ax the constrai nts on the provi s i on of enhanced servi ce s .  
Legi sl ati on has even been i ntroduced that wou l d e l i mi nate the MFJ con
stra i nts on the RBOCs ' entry i nto l ong-di stance servi ces or equ i pment 
manufacturi ng . · · 

These trends confi rm ou r bel i ef that the choi ce between pri vately 
operated networks u s i ng customer-owned swi tches and common-carri er pro
vi ded  servi ces wi l l  be a major battl eground i n  the new, competi ti ve ,  tel e
communi cati ons marketpl ace . The choi ce wi l l  rarely be  a s impl e  one . The 
rel ati ve meri ts of these al ternatives wi l l  conti nue to depend heavi ly on 
publ i c  pol i cy dec i s i ons , foremost among them the i mpl ementati on of CALCs . 
The government wa s  among the fi rst to depl oy a l arge pri vate network when 
i t  bui l t  the FTS system i n  the 1 960s .  The conti nued mi grati on towards 
pri vate networks by l arge fi rms i s  evi dence of the va l ue of thi s  approach .  
The government shoul d conti nue to moni tor the trends o f  l eadi ng pri vate 
fi rms i n  thi s area for s i gns of a shi ft back towards ca rri er-provi ded ser
vi ces suc h as SON , wh i c h  may serve as  a n  early s i gnal of the need to re
eval uate the government ' s  approach towards network i ng .  

a )  Pri vate network s  and compati bi l i ty 

I n  the di scus s i on of  swi tchi ng technol ogy ( 1 1 I . B . 5 . ) the Commi ttee 
observed that there was l i ttl e i ncenti ve for standa rdi zati on of i nter
swi tch , i ntranetwork protocol s by i nterexchange carriers . For s i mi l ar 
reasons , the growth of pri vate network s  i s  l i kel y to l ead to i nc reased 
di vergence i n  i ntranetwork i ng standards . Many pri vate networks a re  bei ng 
confi gured us i ng equi pment provi ded  by PBX manufactu rers who do not sel l 
to the carriers , and who have l i ttl e experi ence wi th carrier  conventi ons 
except at the publ i c  i nte rfaces to the network . Thus , whi l e pri vate net
works may l ead to the constructi on of a l ternati ve swi tchi ng a nd transmi s 
s i on path s , i nterconnecti on of these resources wi th the publ i c  network on 
a p i ecemeal basi s i n  an emergency wi l l  l i kel y be d i ffi cul t.  

b )  Identi fyi ng Pri vate Communi cati ons Resource s 

The growth of pri vate networks means  that the se re sources wi l l  
account for an  ever l arger fracti on of the nati on ' s  total communi cati ons 
i nfrastructure . Mounta i n Bel l Tel ephone a l rea� estimate s  that the total 
capac i ty of pri vatel y assi gned mi crowave frequenci es  i n  Col orado i s 

- 62 -

Copyright © National Academy of Sciences. All rights reserved.

The Policy Planning Environment for National Security Telecommunications:  Final Report to the National Communications System
http://www.nap.edu/catalog.php?record_id=19253

http://www.nap.edu/catalog.php?record_id=19253


greater than the microwave capac i ty assi gned to c arri ers . As a c onse
quence , i denti fi cati on of such resource s i n  an emergency shoul d be a 
necessary part of NSEP preparati ons . 

I n  a l ater secti on  we di scus s steps that l ocal  bodi es  mi ght take 
to ensure that data about pri vate communi cati ons resources can be 
obtai ned i n  an emergency .  

3. The Rol e of the NCC 

Thi s Commi ttee and i ts predecessor have both recogni zed the NSTAC 
and i ts creation , the Nati onal Coordi nati ng Center ( NCC ) , a s  an i mportant 
means of u s i ng the resources of i ndustry to a ssure conti nui ty of serv i ce 
and reconstructi on i n  emergency c i rcumstances .  The NCC has now been 
operati onal for about two years . Its  objecti ves , a s  descri bed i n  i ts 
charter ,  appea r  appropri &te to the need , but i t  i s  too earl y to j udge 
whether the i r achi evement i s  a reasonabl e expectati on i n  the near future . 

I n  consi deri ng the adequacy of the NCC i t  i s  wel l to keep i n  mi nd 
certa i n  obstacl es tha t are i nherent i n  the present s i tuati on : 

• Among the ol der common carri ers ( e . g  • •  AT&T and Western 
Uni on ) there i s  a l ong tradi ti on of  cooperati on i n  times of 
emergency . Among the carri ers formed i n  recent years , and 
parti cul arly s i nce di vesti ture ,  there i s  no tradi tion , and 
competi ti ve pressures tend to work agai nst  cooperati on . 

• The l egal and procedural constra i nts on getti ng thi ngs done 
i n  the NCC are substanti al , i n  part because of fears of 
anti -trust  al l egati ons , a nd al so i n  part becau se of the 
parti a l  staffi ng by representati ves of potenti al l y  compet
i ng fi rms i n  a bu reaucratic  envi ronment. 

• Leadershi p  wi thi n the NCC i s ,  neces sari ly , suppl i e d  by the 
government and current practi ce i s  to do so through a 
mi l i ta ry offi cer servi ng a l i mi ted tou r of  duty .  The 
experi ence , resources a nd authori ty of th i s  l eader d i ffer 
i n  both amount and fonm from that to whi ch the commerc i al 
representati ves are accustomed.  

• Whi l e  al l of the consti tuent agenc i e s  of  the NCS have an 
i mportant i nterest i n  the success of the NCC under emer
gency condi ti on s , one -- the FEMA -- al so experi ences a 
si gni fi cant degree of overl ap  wi th i ts day-to-day respons i 
bi l i ties . The s i gni fi cance of th i s  ha s not been ful l y  de
vel oped .  That must be  done before work i ng rel ati onsh i ps 
wi l l  become effecti ve . The Commi ttee i s  concerned about 
the absence of a ful l -time FEMA member of  the NCC. 
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• The current i ndustr,y membershi p represents common carri ers 
only , but there are others who wi l l  have contri buti ons to 
make that are i mportant to the NCC objecti ves . How these 
contri buti ons shoul d be secured i s  a questi on whi c h  has not 
yet been addressed . 

Gi ven these obstacl es ,  i t  i s  not surpri s i ng that the performance 
of the NCC to date has stimul ated few accol ades from ei ther partici pants 
or observers . Gi ven both the chal l enges and the time spent , i t  woul d be 
surpri si ng i f  i t  had done so . The Commi ttee bel i eves that these obsta
c l e s  can and shoul d be overcome through modi fi cati ons of s tructure and 
procedure ,  and through experi ence . In  parti cul a r ,  the government ha s not 
yet a sked the NCC part i c i pants to accompl i sh more than that of which  they 
appear capabl e .  It shoul d do so ; the danger l i es  not i n  aski ng too muc h ,  
but i n  ask i ng too l i ttl e .  

. -

The Commi ttee suggests the fol l owi ng spec i fi c  steps that mi ght be 
taken now to further i mprove the performance of the NCC : 

• The De partment of Justi ce shoul d convene and c hai r a meet
i ng of the General Counsel s of corporati ons that parti c i 
pate i n  the NCC , wi th part i c i pati on by the FCC and other 
government agenc ies , to rev i ew the ri sk s assoc i ated wi th 
cooperati on among competi tors i n  the i nterest of NSEP tel e
commun i cati ons . and  to determi ne i f  these present any 
seri ous i mpedi ment to the cooperati on des i red .  

• The Commi ttee notes the appoi ntment of  a c i v i l i an Deputy 
Manager of  the NCC from the OMNCS . The l eadershi p  of the 
NCC shoul d be provi ded by a Manager from the OMNCS ( a s  i s  
now the case ) , a NCC Deputy Manager , an NCC Assi stant 
Deputy Manager from FEMA , and a thi rd person ( poss i bly  a 
second NCC assi stant deputy manager,  but the t i tl e  i s  un
i mportant ) drawn from i ndustry .  Nei the r of the two added 
l eaders s houl d come from ex i sti ng NCC personnel ; both shou l d 
be from a hi gher l evel of management . The i ndustry assi gn
ment need not necessari ly be ful l -ti me ,  but the Commi ttee 
feel s that the FEMA assi gnment shoul d be because of FEMA ' s  
very heavy rol e i n  emergency management.  

The i ndustry ' s  NCC ass i stant deputy manager shoul d be fur
ni shed by one of  the carri ers represented i n  the NCC , and 
the assi gnment to provi de such a person shoul d change 
b i enni al ly , rotati ng among the NCC parti c i pants who are 
wi l l i ng to make the i r  resources avai l abl e .  The presence of 
the carriers ' offi cer i n  the l eadershi p structu re wi l l  gi ve 
the parti c i pati ng carri er  representati ves a spokesman of 
thei r own to ensure that they are ful ly uti l i zed as an NSEP 
resource . 
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The FEMA offi c i al wi th i n  the NCC l eadershi p  structure shoul d 
be drawn from the state and l ocal  emergency management sec
ti on of the FEMA organi zation , and shoul d establ i sh and 
mai nta i n channel s ,  or uti l i ze exi sti ng FEMA channel s ,  i nto 
the states ' Governors ' organi zati on for emergency prepared
ness . Thi s  person wi l l  al so ensure that pl anni ng i n  the 
NCC i s supporti ve of pl anni ng at the state and l ocal  govern
ment l evel s .  

• There are tel ecommunicati ons resources of u ncerta i n but pos 
s i bly l arge proportions wi thi n the pri vate sector of the 
economy excl usi ve of the common carri ers .  Some , for 
exampl e ,  of the broadcasti ng i ndustry have a recogni zed rol e  
i n  NSEP pl anni ng ; others , l i ke the rai l roads and petrol eum 
pi pel i ne, , .do not. Maj or corporati ons , such as Ci ti corp , 
al so have resources a nd others , l i ke Ge neral  Motors , are 
consi deri ng or  mak i ng acqui si ti ons ( e . g . , General  Motors '  
acqui s i ti on of  Hughes Ai rc raft and i ts satel l i te communi ca
ti ons and broadcasti ng subsi di ari es ) .  

The NCC does not have offi c i al l i ai son wi th these pri vate 
resources , whi ch mi ght be the only remai ni ng l i nk between a 
di saster area and survi vi ng sources of hel p i n  an  emergency . 
The best means for setti ng up  a channel  of communi cati ons 
and support to tap these resources i s  not c l ear.  What does 
seem cl ear ,  however ,  i s  that such resources wi l l  be needed 
on a l ocal scal e rather than on a na ti onal scal e .  It  may 
be , therefore , that efforts to i denti fy these pri vate re
sources and to establ i sh worki ng a rrangements wi th the i r 
owners mi ght be undertaken through FEMA channel s to state 
and l ocal offi c i al s .  

4.  Management and Coordi nation Wi th I ndustry Outs i de the NCC 

The primary channel s for  ach i evi ng coordi nati on wi th i ndustry i n 
emergency c i rcumstances are the same channel s that are used to arrange 
for servi ce to NCS member agenc i es i n  normal c i rcumsta nces . 

1 Suppl i ers to the NCS hol di ng contracts for tel ecommuni ca
ti ons servi ces ma i ntai n  d i rect rel ati onshi ps wi th the NCS 
rel ati ng to those serv i ces . Th i s  i s  the most effecti ve 
channel for coordi nati on of ma tters that pertai n to ex i st
i ng servi ces and the i r curtai l ment , expans i on ,  and modi 
fi cati on.  To the best o f  the Commi ttee ' s  knowl edge thi s 
c hannel works wel l wi thi n i ts i ntended l imi tati ons , and i t  
i s  the pri mary and i n i ti al means for restorati on of NSEP 
servi ces . 
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• Actual and woul d-be suppl i ers to the NCS ma i nta i n  regul ar 
work i ng rel ati onshi ps through procurement offices and 
procedures.  Th i s  i s  the prima� a nd i ni ti a l  means for 
securi ng new and addi ti onal NSEP services . I t  i s  al so ( or 
shoul d be ) a resource for expl ori ng and exami ni ng new and 
potenti al ly val uabl e opportuni ti e s  i n  tel ecommuni cati ons as 
advanc i ng technol ogy dri ves competi tors to offer new and 
i mproved servi ces . 

In addi ti on , there are ex i sti ng arrangements through whi ch the NCS 
staff partic i pates  i n  the devel opment of sta ndards . I n  vi ew of the many 
opportuni ties  now ava i l abl e to i nfl uence i mportant deci s i ons . i t  appears 
that addi ti ona l resources coul d be assi gned to thi s effort wi th the expec 
tati on of worthwhi l e  resul ts . NSEP needs shoul d be made known cl early 
and standards , once adopted , shoul d be recogni zed and used by the federal 
government. 

Al l of the above c hannel s shoul d be u sed by the NCS staff and by 
the NCS member agenc i es to make known to i ndustry the needs of federal , 
state and l ocal  government wi th respect to NSEP.  There i s  no s i ngl e 
channel that i s  preferabl e  to the exc l usi on of others , but some are bet
ter than others for a parti cul ar purpose . For exampl e ,  much of the de
tai l ed pl anni ng wi th i ndustry can best  be performed at the state or l ocal  
l evel s through FEMA channel s .  

For the exami nati on and j oi nt consi derati o n  o f  pol i cy matters . the 
NSTAC i s  a uni que resource whi ch , l i ke the NCC , the Commi ttee bel i eves 
has not been pressed hard enough to determi ne i ts l i mi ts . The NSTAC , i ts 
pri nc i pal  support group . the I ndustry Executi ve Subcommi ttee ( IES ) ,  and 
the I ES Worki ng Groups . Ta sk Forces and Commi ttees o ffer the most 
recently devel oped opportuni ty to bri ng the resource s of i ndustry to a 
focu s  on NSEP i ssue s .  The breadth of i ts coverage of tel ecommuni cati ons
rel ated i ndustry and i ts hi gh-l evel representati on  are two i mportant 
characteri sti cs  of the NSTAC. A th i rd i s  i ts i ndependence i n  setti ng i ts 
own agenda , for i ts del i berations  need only be rel ated to nati ona l 
securi ty/emergency preparedness and tel ecommuni cati ons . 

The Commi ttee has observed over the pa s t  1 8  months that subject 
matter consi dered by the NSTAC ha s emanated l argely from wi thi n the NCS 
staff . We feel that opportuni t i e s  exi st for the NSTAC to become more 
effecti ve a nd of apprec i ably more val ue to the NCS and to the nati onal 
obj ecti ves  of NSDD-97 by havi ng NSTAC agenda i tems come from addi ti onal 
sources . 

It  woul d be p referabl e  to e stabl i sh regu l ar procedures  for seek i ng 
agenda suggestions from al l NCS member agenc i e s  di rectl y and from other 
agenci es of government ,  Federal , state a nd l ocal , a nd from the NSTAC and 
I ES members themsel ves . The current exami nati on  of mobi l i zati on  i s  one , 
a nd perhaps the only , exampl e of a top ic  ra i sed by the NSTAC members i nde
pendentl y of any government agency i nput . 
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In  parti cul ar ,  the Nati onal Sec uri ty Counc i l  shoul d be a source of 
agenda i tems for the NSTAC , wi thout  dependi ng upon the NCS staff to 
search out and present such proposal s .  

There i s  no other comparabl e resource avai l abl e to the government 
i n  the fi e l d of tel ecommuni cati ons . The NCS staff has been cauti ous 
rather than bol d i o  the way i t  has sought to use the NSTAC . I n  i ts fi nal 
report to the NCS , l however ,  our predessor commi ttee recommended twel ve 
poss i bl e  probl ems ( unc l assi fied ) for NSTAC revi ew.  The Commi ttee 
endorse s those recommendati ons and repeats them here for the NCS '  con
veni ence . 

"Usi ng the NSTAC as an NSEP Tel ecoiiiiiUn i cati ons Re source . 

"Si nce the NSTAC �qe���bershi p compri ses Chi ef Executi ve Offi cers of 
the l argest U . S .  corporati ons havi ng i nterests i n  tel ecommuni cati ons , i t  
can be used to reach l asti ng agreements that wi l l  ensure i ndustry govern
ment cooperati on i n  NSEP acti vi ti es .  The Commi ttee suggests twel ve pos
si bl e  probl ems for NSTAC rev i ew ,  and recommends that the NCS pursue them. 

" 1 . Joi nt pl anni ng for NSEP purpose s : Lay ou t  the ma i n  course to 
be fol l owed , and set l i mi ts . Descri be i n  general terms the k i nds 
of work i ng rel ati onsh i ps requ i red among the companies represented , 
then between them and the NCS . 

"2 . Establ i sh a pennanent structure , possi bly wi thi n the Nati onal 
Coordi nati ng Mechani sm ( NOM ) , for advi si ng the des i gn of commerc i al 
communicati ons fac i l i ti es and network s so a s  to faci l i tate thei r 
survi vabi l i ty as  functi onal network s and thei r abi l i ty to i nter
operate or rei nforce one another i n  reconsti tuti on acti vi ti es . 

" 3. Del egati on of authori ty ,  wi th i n  l i mi ts , unde r  emergency condi 
ti ons ( not j ust u nder cri s i s condi ti ons ! ) : The NCM establ i shed by 
NSTAC at the urgi ng of the NCS appears to be the way the i ndustry 
and government propose to repl ace the present  work i ng a rrangement 
wi th AT&T to ach ieve and mai ntai n a state of readi nes s for NSEP i n 
the tel ecommuni cati ons i ndu s try .  To what extent wi l l  they del egate 
authori ty to such an  organi zation? " 

Th i s  i s  a corol l ary to the chal l enges the Commi ttee has posed for the NCS 
and the NSTAC i n  th i s  and the precedi ng secti on . It sti l l appl i e s . 

l Tel ecommuni ca ti ons  I n i ti ati ves Toward Nati onal Securi �� and Eme�ency 
Preparedness , cONFIDENTIAL , Nati onal ACade� Press , Was i ngton , � t. , 
February 1984. 
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•4.  Resou rces for restorati on of fac i l i ti es du ri ng recovery opera
ti ons : thei r storage , shari ng ,  a l l ocation , etc . ; and procurement 
and orderwi re systems to ensure that a l l avai l abl e commerc i al 
resources can be used qu i ck l y  to respond to government needs .  

•s .  Determi n i ng the potenti al commerci al val ue of the i nteropera
bi l i ty of separate networks ,  to provi de gui del i nes to the NCS on 
what mi ght reasonably be expected i n  the absence of any overt i ni 
ti ati ves .  

• 6 .  Acceptabl e ground rul es  for fundi ng whatever i s  needed beyond 
what has commerc i al val ue , or that mi ght appropri ately be made 
mandatory for a l l carri ers.  

0 7 .  Provi s i ons i n  l egi sl ati on that mi ght be desi rabl e in  order to : 
. . 

a .  Fac i l i tate the degree of joi nt acti vi ty whi ch NSTAC members 
bel i eve to be necessary ; 

b .  Assure recogni tion of priori ty systems e stabl i shed by , or i n  
cooperati on wi th , the NCS , and 

c .  Assure di rect fundi ng of resource requi rements whi c h  mi ght 
otherwi se not be made ava i l abl e to fi l l  NSEP needs . 

"8.  Exami ni ng the need for,  and the practical i ty  of , us i ng non
common-carrier  i ndustry communi cati ons faci l i ti es ,  i n  eaergenc i es , 
to pi ece out or suppl ement the common-c arri er networks .  

•• g . Defi ni ng the data base probl em a t  eac h of  three l evel s :  

a . Data bases and operati ng computers that are necessary i n  
order to mai nta i n communicati ons capabi l i ty ;  

b .  Data bases and operati ng computers that a re needed by other 
i ndustri es  and agenc i e s  of government upon whi c h , i n  turn , 
communi cati ons systems may be dependent i n  times of stres s ; and 

c .  Data bases and operati ng computers that are essenti al  to the 
restorati on of a mi n imum l evel of c i vi l  and governmental 
acti vi ty fol l owi ng di sasters . 

• 1 0.  Determi ne general gu i del i ne s  whi ch mi ght be fol l owed i n  
search of sol utions the probl ems of data base s  and operati ng 
computers . 

" 1 1 .  A pennanent structure , i f  necessary ,  to address the desi gn of 
data sy stems and network s so a s  to a sure thei r survi vabi l i ty .  
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•12 . An exami nati on of the resources and procedures whi ch grow out 
of al l of the above , wi th a vi ew to : 

a .  Thei r exerc i se under normal condi ti ons to a ssure thei r  
abi l i ty to functi on under abnormal condi ti ons , and 

b .  The trans i ti on peri od between normal and c ri s i s  condi 
ti ons , to assure a smooth changeover under stress . •• 

Wi th the passage of time s i nce the recommendati ons were fi rst made i n  
1 984 ,  the Commi ttee anti c i pates  that the NCS and the NSTAC wi l l  have 
found add i ti onal probl ems for thei r consi deration . 

5 .  I ntegrati ng Joi nt Management of NSEP Tel ecommuni cati ons 
wi th Industry and 1i th the State and Local Enti ti es 

The nati onal pl anni ng effort for NSEP te l ecommuni cati ons has  thus 
far been l imi ted to that represented by the NSTAC enti ti e s .  These are 
l argely the communi cati ons serv i ce suppl i ers and a l imi ted set of equi p
ment suppl i ers . The NSTAC has caused the creati on of a Nati onal Coordi 
nati ng Center ( NCC ) to manage the c ri ti cal  acti ons of  NSEP functi ons . 
Nei ther the NSTAC nor the NCC staffi ng i ncl udes representati on of pri 
vately owned ( noncarri er ) i ndustri al tel ecommuni cati ons resources ,  nor 
does i t  i ncl ude state and l ocal enti ti es . 

I n  i ts Annual Report the Commi ttee empha s i zed the v i tal  rol e  of 
state and l ocal parti ci pati on i n  NSEP acti vi ti es , and i s  grati fi ed to see 
OMNCS acti on . In response , the OMNCS ha s  g i ven a p re sentati on on the 
NSEP Tel ecommuni cati ons  Servi ce Pri ori ty ( TSP ) basel i ne requi rements to 
the states , spec i fi cal ly , to the Nati onal Assoc i at; on for State Informa
ti on Systems ( NAS IS ) .  I n  so  doi ng , the OMNCS has  a sked the states  to 
part i c i pate i n  the Tel ecommuni cati ons Service Pri ori ty ( TSP ) sy stem. The 
Commi ttee i s  pl eased to l earn that the OMNCS i s  now work i ng wi th the 
Nati onal Governors Assoc i ati on on such parti c i pati on .  

The Tel ecommuni cati ons Commi ttee of NAS IS ha s revi ewed the TSP 
Ba sel i ne Requi rements . Its  revi ew resul ted i n  a "bri ef 11 that took excep
tion to l ack of i nvol vement of state and l ocal  enti ti e s  i n  the TSP pro
cess , tak i ng strong excepti on to havi ng TSP and , i ndeed , NSEP requi re
ments and  pl ans , i mposed upon the states  by the OMNCS and  FEMA. l 
Proceedi ng constructi vely , the Tel ecommuni cati ons Commi ttee has taken the 
opportuni ty offered by the OMNCS ' i mpl i ed request fo r state and l ocal 
e nti t i e s • part i c i pati on i n  the TSP process to l aunch an  e ffort l eadi ng to 
di rect parti c i pati on i n  the enti re NSEP process . To get such parti c i pa 
tion i t  prepared a resol u ti on for adopti on by the NAS I S  Executi ve 

l NAS IS Tel ecommuni cati ons Commi ttee 11 Brief  on ' TSP System Concept 
( Draft ) ' , Prepared by the Offi ce of the Manage r ,  Nati onal Communi cati ons 
System ; " October-November 1 985. 
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Commi ttee . 2 The resol uti on , l i ke the brief , remarked on the l ack of 
recogni ti on of the need for bottom-up i nvol vement i n  NSEP acti vi ti es  and , 
i n  parti cul ar,  asked that further acti on on the TSP p l an be del ayed unti l 
state and l ocal parti c i pati on were ensured . The resol uti on was adopted 
on December 8 ,  1 985 , and ,  wi th the bri ef , wi l l  be i ntroduced to each 
Governor.  That acti on i s  expected to l ead to a j oi nt Governors ' request 
to  the Nati onal Securi ty Counc i l  for di rect representati on of state and 
l ocal enti ti es  i n  the NSEP process . 

The states see that basel i ne NSEP requi rements are prepared by 
federal agenc i es for federal agenc i es .  Some of the state s are respondi ng 
to the OMNCS request  to i denti fy NSEP c i rcui t requi rements .  They bel i eve 
strongly that thei r rol e shou l d be much l arger , and contend that secti ons 
3 . ( b ) ( 2 )  and 3 . ( b ) ( 3 )  of  Executi ve Order ( E . O . ) 1 2472 do not grant 
authori ty to FEMA for pl anni ng and coordi nati on of the state and l ocal 
NSEP requi rements . Nor do they concede to FEMA the capabi l i ty of  doi ng 
thei r pl anni ng and coordi nation for them. The states env i s i o n  a more 
comprehensi ve rol e that wi l l  permi t ul timate sati sfacti on of restorati on 
and reconsti tuti on both of thei r own faci l i ti e s  and servi ces and those of 
others requ i ri ng fac i l i ti es under state j uri sdi cti o n .  They do not be
l i eve that FEMA can adj udi cate thei r di fferi ng requi rements . 

In  i ts Annual Report and agai n i n  thi s report (I I . C ,  p .  1 5 )  thi s  
Commi ttee has recommended that the state and l ocal enti ti e s  be made a 
part of  the NSEP p l anni ng acti vi ti es . The process that has now begun 
wi th NAS IS  shoul d eventual ly  l ead to suc h  parti c i pati on , and perhaps to 
effecti ve bottom-up response capabi l i ty .  When that i ssue i s  resol ved , 
state and l ocal parti c i pati on i n  the management of NSEP acti ons wi l l  be a 
natural outcome , and the OMNCS may even expect that acti ve parti c i pati on 
i n  the NCC wi l l  fol l ow .  

Representati on and parti ci pati on of  pri vately owned tel ecommuni 
cati ons resource s i n  the NSEP structure i s  a compl ex i ssue that requi res 
further study . It  i s  not obvi ous  who shoul d ,  or coul d ,  p roperly pl an the 
i ntegrated parti ci pati on  of i ndustry or i nsti tuti on-owned resources such 
a s  the systems owned by C i ti corp , Col oni al Pi pel i ne ,  Ameri can Express  and 
others . The FCC has  requested that pri vate radi o l i censee s be represen
ted i n  the NCC . I t  i s  not c l ear  that such acti on covers the necessary 
scope of parti c i pati on  for al l of these pri vate-i ndu stry enti ties . 
Greater i nvol vement , perhaps from the NSTAC l evel , may wel l be needed to 
ensure that al l aspects of pl anni ng and management a re effecti vely i nteg
rated i nto the NSEP process . 

Ful l i ntegrati on of al l resources that can contri bute to NSEP ro
bustness  s houl d be an NSEP objecti ve .  Suc h ful l i ntegrati on wi l l  take 
ti me .  The Commi ttee recommends that the NSEP Te l ecommunicati ons Pl an of 

2Re sol uti on on State/Local  Go vernment Invol vement i n  NSEP Tel ecommuni 
cati ons Service  Pri ori ty ;  October-November 1 985.  
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Acti on be amended to refl ect th i s  obj ecti ve .  Concurrently ,  the appro
pri ate studi es and tasks  shoul d begi n wi th the parti c i pati on of both the 
state/l ocal and i ndust� parti ci pants i n  pl anni ng for i ntegrati on of 
thei r tel ecommuni cati ons resources i nto the NSEP capabi l i � .  

6 .  Pl ans and Records for NSEP Management Support 

The Commi ttee and i ts predece ssor have d i scussed the documentati on 
needs of NSEP advanced pl anni ng i n  pri or reports . Inventories  of avai l 
abl e resources , where they a re ,  and who knows how to u se them are funda
mental  for NSEP tel ecommuni cati on s support . I n  addi tion , l i sts of key 
personnel and thei r l ocations , a nd s i mpl e ,  s tandard p rocedures  for res
torati on , reconsti tuti on , and operati on of the systems are needed at  al l 
operations centers . · Records of such documentati on , i ncl udi ng i nformati on 
about i ts l ocati ons , are essenti a l  for management support . The l arger 
i nterexchange and l oca, -exchange ca rri ers have such pl ans  and have exe
cuted them wel l i n  emergency or di saster si tuati ons . It i s  not cl ear 
that smal l er carri ers or  pri vate systems not necessari ly  served by car
ri ers ' faci l i ti es do . Such tel ecommuni cati ons resources coul d be cri ti 
cal to successfu l , bottom-up efforts to establ i sh ,  restore , or reconsti 
tute tel ecommunicati ons i n  severe di sa ster si tuati ons . 

a .  Records and thei r Rerouti ng for Restarti ng · an Offi ce 

The records ( data ba se ) requ i red to resta rt an offi ce are kept i n  
the form of magneti c tape s or  di sc packs . Severa l copi e s  of the tapes or 
di sks  are mai nta i ned by the l ocal -exchange carri ers and a re stored both 
onand off-si te .  The usual  procedure i s  to update the ol dest copy of the 
on-si te medi a  on a weekly basi s after i t  has  been veri f ied that the resi 
dent ( core ) database i s  abl e to recover the machi ne .  The off-si te copy 
i s  updated much l ess frequently , a s  prescri bed by prac ti ces of the l ocal 
exchange carri ers . After l oadi ng the bac k -up  copy , the data base i s  made 
current by re-applyi ng the c hanges that were i nserted s i nce the l ast 
update . Th i s i s  done on a mechani zed basi s from a central i zed l ocati on 
that mi nimi zes the time requ i red for thi s operati o n .  If the data l i nk i s  
down or the center not functi oni ng ,  the changes can be manual ly  appl i ed 
at the offi ce . Cal l processi ng woul d have resumed a fter l oadi ng the back
up copy of memory . Only those subscri bers wi th changes wi l l  be del �ed . 
Procedures for performi ng the restart are wel l documented and the ma i n
tenance personnel are trai ned for thi s functi on . 

In  the case of a remote swi tchi ng uni t ,  where the equi pment servi ng 
the subscri bers i s  l ocated i n  a bui l di ng di fferent from the host  swi tch , 
the data l i nk s  between host and remote must be functi onal to restart the 
remote after a total fai l ure .  As l ong  a s  the remote memory i s  not des
troyed , the remote uni t has the opti onal capabi l i ty to  swi tch l ocal cal l s  
i n  a stand-al one mode wi th host or data l i nk s  i noperabl e .  Local  cal l s  
i nc l ude i nteroffi ce and sel ected , extended-a rea servi ce .  I n  thi s condi 
tion , the remote uni t has recovery capabi l i ti es l imi ted to the swi tchi ng 
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of acti ve equi pment and l ow-l evel i ni ti al i zati ons . Memor,y rel oadi ng to 
effect compl ete restorati on of a remote swi tchi ng uni t can only be accom
pl i shed by the host machi ne v i a the data l i nk s .  

Rerouti ng o f  the offi ce trunks wi l l  be requi red i f  the far end 
offi ce i s  out of service or the faci l i ti es between the offi ces are i n
acessabl e .  The records for rerouti ng the trunk s are contai ned i n  the 
offi ce data base , whi ch has i nformation on the work i ng trunks out of the 
offi ce and how to route these trunks .  Si nce thi s  procedure requi res 
transl ati on work ( data-base changes ) at both the ori gi nati ng and termi 
nati ng offi ces , i t  i s  usual ly done at the time the trunk s are pl aced i nto 
servi ce and pretested.  When i t  becomes necessary to reroute trunks ,  a 
trans l ati on change at the ori g i nati ng offi ce i s  requi red . I n  addi ti on to 
the trunk records kept i n  the machi ne ,  paper or mechani zed records are 
mai ntai ned i n  the offi ce and other tel co l ocati ons . The l ocal offi ce 
mai ntenance personnel ha� access to the records , as do the swi tchi ng 
control cente r ,  network management center ,  network admi ni stration center,  
a nd the trunk provi s i oni ng center. 

Network management centers have capabi l i ti es to acti vate and de
acti vate control s i n  an offi ce to reroute trunk s .  The centers are 
staffed 24 hours a day and thei r personnel a re wel l  tra i ned i n  thi s func 
ti on . Rerouti ng  by transl ati on changes ca n be done from the l ocal offi ce 
or the swi tchi ng control centers . The c hange procedures  are documented 
for al l swi tches and the personne l at these l ocati ons are i n  most cases 
the same groups that bui l d  the ori gi nal transl ati ons .  Some swi tches al so 
have automati c reroute capab i l i ti es acti vi ated by carrier-group al arms . 
I f  a carri er system i s  out of se rv i ce and the transl ati ons and routes  a re 
avai l abl e ,  the swi tch wi l l  automati cal ly  mark the trunks busy and reroute 
to a predetermi ned trunk group . 

b .  Pl anni ng for Use of Noncarri er Faci l i ti e s  

The prol i ferati on of  pri vate channel s that bypass the faci l i ti es of 
the exchange carri ers  wi l l  offer opportuni ti e s  duri ng a bottom-up effort 
at reconsti tuti on.  To take advantage of thi s opportuni ty ,  however ,  wi l l  
requi re advance p l anni ng wi th respec t to what i s  ava i l abl e ,  who knows how 
to u se i t , and where the needed documentati on i s  l ocated . 

The needed documentati on i s  of two k i nds : ( 1 ) that whi c h  concerns  
the operati on of the equi pment and  fac i l i ti es , where they are l ocated and  
how to  make them work ; and  ( 2 )  that whi c h  concerns the use of resources 
once they are ful ly operati onal . Exampl es of the former are i nstructi on 
manual s ,  s i te drawi ngs and wi ri ng di agrams ; materi a l  l i sts and speci fica
t i ons ; i nterface l ocati ons , l evel s and commands ; power requi rements and 
sources , fuse l ocati ons . si ze s  and type s ; l ocati ons of  spare parts ; and 
test procedures . Exampl es of  the l atter a re cabl e and cross-connect 
assi gnments , channel assi gnments , routi ng opti ons , number assi gnments , 
rel ati ve priori ty among u sers . and d i rectori es of personnel sk i l l ed i n  
operati ons . 
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Wi th respect to the l a st i tem i n  the second categor,y . •who knows 
how to use i t• .  sel ected personnel  records of the carri er shoul d be aug
mented by data about reti red empl oyees l i vi ng i n  the area and havi ng the 
needed sk i l l  s .  

The fi rst consi derati on i s  where such i nformati on i s  l ocated for 
the faci l i ti es and equi pment of the exchange carrier  i tsel f .  The second 
consi derati on i s  whether or not such i nformati on concern i ng bypa ssi ng 
resources can or shoul d be l ocated i n  the same pl ace . and i f  not .  then 
how the proper peopl e can . i n  an emergency . have acce ss to mu l ti pl e  sets 
of data . The thi rd cons i derati on i s  how such i nformati on can be mai n
tai ned i n  reasonably current form over  an  extended peri od of time and 
who wi l l  be respon s i bl e for doi ng so . 

I t  woul d be fut1.1 e - for the NCS to attempt thi s ta sk . for the action  
requ i red i s  l ocal  to  an  extreme degree and  the trai ni ng and  exerci s i ng of  
such emergency arrangements wi l l .  as  a practi cal matter.  take pl ace i n  
the context o f  l ocal i zed emergenc i e s .  Thi s i s  the proper rol e of c i ty .  
county and state organ i zati ons . supported by the FEMA. I t  i s  proper and 
necessary for the NCS to document suc h arrangements i n  the general sense 
and to bui l d  them i nto the NSEP pl anni ng i t  wi l l  perform . so that the 
network control centers of the major carri ers are i n  a po si tion  to d.raw 
upon these resources when they are tryi ng to hel p wi th restorati on 
efforts from the peri phery of a di saster  area . 

A practical  method by whi ch to a ssure the ava i l abi l i ty .  of needed 
data about bypa s si ng fac i l i ti es and other pri vate resources  woul d be to 
i denti fy the needed i nformation  and the desi red fo rmat for i ts organi za
ti on . and then to work through state and l ocal authori ti e s  to persuade 
the owners of suc h fac i l i ti es to ga ther  and ma i ntai n the needed i nforma
ti on on the i r own premi ses . The i nformati on gi ven to l ocal  authori ti es 
and to FEMA need onl y be the names and l ocati ons  of  two or more peopl e 
who have acce ss  to the fi l e s .  

Reco11111e ndati ons : 

• Exchange c arri ers . perhap s  through the Un i ted States Tel ephone 
Associ ati on ( USTA ) . shoul d be asked to set up a task force to 
exami ne the current record si tuati on and trends . and be a sked 
to rec�nd the general forms of answers to three questi ons : 

- Loca ti on of  thei r own records of equi pment . fac i l i ti es .  human 
resources .  a s si gnments and al ternati ve uses i n  emergency restor
ation efforts ; ( they shoul d .  for exampl e .  be comparabl e to those 
descri bed i n  1 1 1 . 8 . 3 . on page 38. ) 

- The feasi b i l i ty of u s i ng records of bypass i ng re sources i f  
these can be made ava i l abl e i n  an  emergency ; and 

- How such i nformati on i s  or  can be ma i ntai ned cu rrent over an  
extended time peri od .  
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1 In  conjuncti on wi th a l arger effort to i nterface the NCC wi th 
the owners of l arge pri vate tel ecommuni cati ons systems ( see 
Secti on I I I . B . S ) , a s urvey shoul d be made , through the USTA or 
Bel l core , as to whether there are other bypass i ng resources 
that shoul d be accounted for i n  devl opi ng a compl ete pl an of 
l ocal , bottom-up , restorati on . 

• A pl an to devel op and bui l d  upon these recommendati ons a nd 
su rvey fi ndi ngs shoul d be devel oped by or wi th the FEMA. Thi s 
pl an shoul d thereafter be exerci sed by l ocal di saster-rel i e f  
agenci e s  a n d  b e  refi ne d  through experi ence . 

• The revi sed pl an shoul d then be i ncorporated i nto NCC p l ans for 
the restorati on of tel ecommuni cations fol l owi ng emergenci e s  at 
al l l evel s of  s tress .  · 

. 

7 .  Network Di versi ty and Probl ems of Coordi nati on 

Several  years ago the i nterc i ty network was a s i ngl e enti ty wi th a 
uni fi ed structure , i ts day-to -day performance coordi nated i n  a hi erarchi 
cal  manner under a s i ngl e command . I n  the future there wi l l  be many net
works , each wi th a di fferent structure desi gned to meet di fferent objec
ti ves , and coordi nated wi th only margi nal reference to  the performance 
of other network s .  Today , we are somewhere betwen these extremes , IIIOV
i ng s teadi ly i n  the d i recti on of the l atter condi ti on . Furthermore , the 
i nterrel ationshi ps  that do exi st betwen network s are l argely the resul t 
of the dependency of  new networks on the faci l i ti es of the ol d s i ngl e 
enti ty whi l e  new desi gn and constructi on  take pl ace ; i t  i s  defi ni tely not 
the resul t of the consc i ou s  recogni ti on of and response to the NSEP needs 
of the nati on .  

As noted i n  the Commi ttee ' s  Annual Report , th i s  c hangi ng envi ron
ment among suppl i ers of servi ces to the government wi l l  i mpose on the 
buyer a need for more wel l -i nformed procurement procedu res . We quote 
from p . 48 o f  that report : 

"The management p robl em wi l l  become more compl ex and costly . 
Rel i ance on  a domi nant carri er  for the many management and coordi 
nati on acti vi ti es requ i red to engi neer,  i nstal l ,  and operate an  
extensi ve network or ci rcui t i nvol vi ng severa l suppl i ers wi l l  be
come a thi ng of the past.  Addi ti onal sk i l l ed management resources 
wi l l  be requi red . Procurement rul e s  that try to treat al l poten
ti al suppl i ers equal ly wi l l  confront a growi ng di versi ty of serv i ce 
offeri ngs , some of whi ch wi l l  be uni que to onl y  one carri er . 
Requi rements proces ses wi l l  confront a growi ng tens i on between cost 
and capabi l i ti e s .  One exampl e among many woul d b e  a desi re to take 
advantage of the l ow cost per b i t  of fi ber-opti cs  transmi ssi on 
together wi th i ts radi ati o n  and i ntercept res i stance . To expl oi t 
the l ow cost per b i t characteri sti cal ly  requ i res a very l arge 
amount of traffi c .  Very many tel ecommuni cati ons channel s woul d 
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have to be grouped together to generate suffi ci ent traffi c ,  and 
l arge cross-sec ti ons , when i nterrupted , represent maj or l osses 
i nconsi stent wi th the need for di vers i ty a nd redundancy essenti al  
to survi vabi l i � . · 

Beyond thi s i nternal requi rement now i mposed on  the government i s  
another need whi c h  may not be met at  al l unl ess  i t  i s  pl anned for imme
di atel y .  The many networks of the future wi l l  offer to the government 
greater di versi ty of resources than  ever before possi bl e ,  but taki ng 
advantage of thi s di versi ty for NSEP purposes wi l l  requi re more than j ust 
knowl edgabl e purchasi ng.  There mus t  be the mean s  for coordi nati on  among 
the carri ers , and even between the carri ers and the owners a nd operators 
of l arge pri vate systems . Such coordi nati on wi l l  not occur automati cal ly 
or natural ly , at l east i n  the near term. I f  i t  i s  to happen , i t  wi l l  re
qui re acti on by the government , now , to make i t  ei ther mandatory or com
merci al ly attracti ve ,  end to hol d to a reasonabl e l evel the ri sks of a nti 
trust  al l egati ons that  are i nherent i n  any cooperati ve endeavor among 
competi tors .  

The NCC offers the potenti al for coordi nated reconsti tuti on under 
the auspices  of  a government-di rected operati ona l center .  There i s  no 
paral l el acti vi ty at the desi gn stage ; no c hannel for a s suri ng di vers i ty 
of network control centers or compati bl e i nterfaces between networks . 
There i s  no requi rement , or even a standard of  reference , for devel opi ng 
trai ned personnel havi ng a capabi l i ty beyond the need s of each i ndi vi dual 
empl oyer.  

The c hal l enge of devel opi ng pol i ci es that make such coordi nati on 
possi bl e shoul d be pl aced squarely before the NSTAC . Techni cal i nterface 
probl ems shoul d be pl aced before the standards-setti ng techni cal commi t
tees wi th the obj ecti ve of havi ng NSEP consi derati on s recei ve at  l east  
equal treatment wi th the commerc i al needs of manufacturers and system 
operators . Beyond pol i cy and standards , howeve r ,  there i s  l i ttl e that 
can be done at the nati onal l evel . But gi ven favorabl e pol i c i es and 
resonabl e standards there i s  much that ca n be done l ocal ly , where the 
peopl e and the resources can be matched i n  detai l aga i nst anti c i pated 
probl ems . 

The Task Force on Tel ecOIIIIIUni cati ons Industry f·1obi l i zati on of the 
NSTAC , the Governors • Emergency Pl anni ng Commi ttee and the resources of 
the FEMA s houl d al l be appl i ed to thi s ta sk of tra i n i ng and network 
mana¥ement. If l arge pri vate systems are to be counted among the na
ti on s emergency resources , they wi l l  have to be brought i nto the pl an
ni ng process  at the l ocal l evel ; the deta i l s  woul d overwhel m any nati onal 
effort that goes beyond pol i cy .  
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Part of the di l emma faced tod� by the NCS and FEMA i s  that c hanges 
i n  the operati ng envi ronment have been so yreat and so rapi d that no one 
i s  sure j ust what .  or how severe .  the prob ems a re .  The most i mportant 
i mmedi ate task . therefore . � be to experiment . and test the wi l l i ngness 
and capabi l i ties of suppl iers a nd system owners to work cooperati vely on  
a task whi ch 1s  l arger tha n  any of them. 
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APPENDIX 
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AlP  
APCO 

ARES 
ARRL 
AT&T 
ATT-COK4 
BOCs 
CALC 
CATV 
CC IS 
CCLC 
CS I F  
DACS 
DCA 
DON 
DNHR 
E . O . 
EBS 
ECSA 
EMP 
EOCs 
FCC 
FEMA 
FET 
GaAs 
HEMP 
ISDN 
LAN 
LATAs 
MARS 
MFJ 
MOS 
NARUC 

GLOSSARY OF ACRONYMS 

Automated Informa ti on Processi ng 
Assoc iated Publ i c  Safety Communi cati ons 

Offi cers 
Ama teur  Radi o Emergency Servi ce s  
Amateur Rad i o  Rel ay League 
Ameri can Tel ephone and Tel egraph 
AT&T Commun icati ons 
Bel l Operati ng Compan i e s  
Cu stomer Access Lf ne Charge 
Cabl e Tel evi s i o n  
Common Channel Interoffi ce Si gnal i ng 
Carri er Common-Li ne Charge 
Communi cati on Servi ces Industri al Fu nd 
Df gf tal Access  and Crossconnect System 
Defense Communicati ons  Agency 
Defense Of  gf ta 1 t�etwork 
Dynami c Non-Hi era rchi cal Routi ng 
Executf ve Orde r 
Emergency Broadcast  System 
Exchange Carri ers Standards Assoc i ati on 
El ectromagneti c Pul se 
Emergency Operati ons Centers 
Federal Communicati ons Commi ssi on 
Federal Emergency Management Agency 
Fi el d-effect Transi stor 
Gal l i um Arseni de 
Hi gh-al ti tude El ec tromagneti c Pul se 
Integrated Servi ces Df gf tal Network 
Local -a rea Network 
Local Acce ss and Transport Areas 
Mf l f ta r,y  Affi l i a te Rad i o  System 
Modf ff ed Fi nal Judgment 
Hetal -Oxf de-Semf conductor 
Nati ona l Assoc i ati on of Regul atory 

Uti l i ti e s  Commi ssi oners 
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NASA 

NCC 
NCS 
NEMA 
NGA 
NSCS 
NSEP 
NSTAC 

OMNCS 

RACES 
RBOCs 
RISCs 
RSM 
SON 
SEOO 
SOPs 
SSB 
TI RKS 

Nati ona l Aeronauti cs  a nd Space Admi ni -
strati on 

Nati onal Coordi nati ng Center 
Nati onal Communi cations  System 
Nati onal Emergency Management Assoc i ati on 
Nati onal Governors As socati on 
Network Servi ce Center System 
Nati onal Securi ty/Emergency Prepa redness 
Nati onal Securi ty Tel ecommuni cati ons 

Advi sory Commi ttee 
Offi ce of the Manager ,  Nati onal 

Communicati ons System 
Radi o  Amateur Ci vi l Emergency Servi ce 
Regi onal Bel l Operati ng Compani es 
Reduced I n structi on Set Computers 
Remote Swi tchi ng Modu l es 
Software Defi ned Network 
State Emergency Operati ons Offi ce 
Standard Operati ng Procedures  
S i ngl e-Si -deband 
Trunks Integrated Record Keepi ng System 
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