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PREFACE

A chain is only as strong as its weakest link. If one wishes to carry a heavy
burden, the strength of all links in the chain must be at least adequate for the
load, and there is little value in having a few stronger links if weak ones break.
And so it is with safety of buildings.

Our current system of building codes, design criteria, and regulatory agency
practices for assuring safety seems to work well for some hazards but fails to
address others, and lacks mechanisms for balancing efforts to address many
sources of potential risk. Communities often move quickly to alter the fire safety
standards following deadly fires but may neglect for years the threat of
earthquakes. As a nation we spend millions of dollars to remove asbestos from
older buildings while remaining relatively indifferent to radon gas.

Federal government agencies are entrusted with using the public's resources
as efficiently as possible to achieve their missions, and must respond to this
inconsistent attention to safety when legislation or other regulations mandate
uneven or uninformed strategies for achieving safety. Some of these agencies,
drawing on the experience of managing defense and nuclear systems and
regulating food and drug safety, urge broader application of the principles and
procedures of risk analysis to the field of building safety to enhance safety cost-
effectively.
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The agencies of the Federal Construction Council asked the Building
Research Board to consider this proposition. That request motivated the study
reported here. We and the committee whose deliberations are reported here
recognize that life is full of risks, and we have only limited resources to devote to
building safety. As a nation, we must use all available tools to assure the safest
possible buildings within the limits of our resources. We believe that risk analysis
tools will enable government policy makers and building professionals to do this
job better. We hope through this report to foster use and further development of
these tools, and thereby to enhance the safety of America's buildings.

Bruce D. Mcdowell, Chairman

Committee on Risk Appraisal in the Development of Facilities Design Criteria

Andrew C. Lemer, Director

Building Research Board
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EXECUTIVE SUMMARY

Risks—in buildings,1 as elsewhere—are an unavoidable part of life. The
sources of risk sometimes lead to catastrophes. The famous Chicago fire of 1871,
the 1906 and 1989 San Francisco earthquakes, Boston's 1942 Coconut Grove
fire, and New York's turn-of-the-century dark, stagnant, disease-ridden tenements
illustrate vividly some of the more substantial dangers that people may face in
buildings and other facilities.

Buildings and other facilities are expected to house and serve a variety of
activities with a high degree of safety and security, and the task of ensuring that
they do so has been entrusted primarily to locally enforced building codes. These
codes embody criteria of acceptable design and construction practice that have
developed over a period of many years, sometimes in reaction to public health
and safety catastrophes resulting from growing concentrations of urban
population and the introduction of dangerous new technologies. Federal
government agencies have adopted their own design criteria, which are often
similar to those contained in codes. By documenting for designers and facilities
operators the standards of good practice defined by industry consensus, building
codes and formal design criteria have made great strides in bringing facilities
dangers under control.

1 Much of the discussion throughout this report applies equally to all types of
constructed facilities, and not only to buildings.
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However, the scope of building codes and design criteria are necessarily
limited. As regulatory devices operating within a local political context, codes
deal with specific hazards and sometimes focus greater attention on some hazards
than on others. While some code provisions and criteria are based on current
research and complex analyses, others rest on past product performance and
expert opinion, and they have remained unchanged because there is no overt
evidence that change may be warranted.

Improving health and fatality statistics suggest that this system has delivered
increasingly safe facilities, but we do not really know the levels of overall risk to
which facility users are routinely exposed, or the levels of safety that might be
achieved through more balanced effort. Facility risks stem primarily from rare
events, such as earthquakes and fires, or from slowly accumulating effects of
exposure to hazardous conditions. Public awareness of such hazards and how to
respond in hazardous situations contribute to reduction of loss. Nevertheless,
experience suggests that unnecessary costs are imposed to guard against some
hazards while others are relatively neglected.

The evolving discipline of risk analysis, as applied to engineering issues, is
an outgrowth primarily of the nuclear power and defense industries. This
discipline offers the next step in improving facility safety and the safeguarding of
property values, a promising means for facility professionals and the nation to
improve the overall safety of its facilities—both new and existing—without
imposing unacceptable costs. Federal agencies and the private sector should work
to adopt risk analysis procedures more broadly in planning, design, construction,
operations, and maintenance.

Risk analysis is, above all, a very effective way of thinking about how public
health, safety, the beneficial uses of a facility, and property values may be
protected from failures of facilities to perform as anticipated. As a set of tools and
procedures used to characterize, typically in a quantitative manner, the threats to
safety posed by specific hazards, risk analysis procedures may be applied at
various levels of sophistication and detail to support effective risk management.

Risk management is a much broader activity than technical risk analysis
alone. Risk analysis provides improved information for risk managers to use in
exploring their options and making decisions to improve safety and protect
property values. Those who plan, design, and manage facilities seek to manage
risk within the context of the anticipated behavior and preferences of people who
occupy and own buildings and the costs of practical actions designed to avoid
hazards or reduce the consequences of hazardous occurrences. Their ability to
effectively manage risk is often limited by a lack of adequate data and effective
analysis. While new computer-based analysis tools are emerging, greater effort is
needed to bring techniques of risk analysis more quickly out of the universities
and research laboratories and into general application.

EXECUTIVE SUMMARY x

Ab
ou

t t
hi

s 
PD

F 
fil

e:
 T

hi
s 

ne
w

 d
ig

ita
l r

ep
re

se
nt

at
io

n 
of

 th
e 

or
ig

in
al

 w
or

k 
ha

s 
be

en
 re

co
m

po
se

d 
fro

m
 X

M
L 

fil
es

 c
re

at
ed

 fr
om

 th
e 

or
ig

in
al

 p
ap

er
 b

oo
k,

 n
ot

 fr
om

 th
e 

or
ig

in
al

ty
pe

se
tti

ng
 fi

le
s.

 P
ag

e 
br

ea
ks

 a
re

 tr
ue

 to
 th

e 
or

ig
in

al
; l

in
e 

le
ng

th
s,

 w
or

d 
br

ea
ks

, h
ea

di
ng

 s
ty

le
s,

 a
nd

 o
th

er
 ty

pe
se

tti
ng

-s
pe

ci
fic

 fo
rm

at
tin

g,
 h

ow
ev

er
, c

an
no

t b
e 

re
ta

in
ed

,
an

d 
so

m
e 

ty
po

gr
ap

hi
c 

er
ro

rs
 m

ay
 h

av
e 

be
en

 a
cc

id
en

ta
lly

 in
se

rte
d.

 P
le

as
e 

us
e 

th
e 

pr
in

t v
er

si
on

 o
f t

hi
s 

pu
bl

ic
at

io
n 

as
 th

e 
au

th
or

ita
tiv

e 
ve

rs
io

n 
fo

r a
ttr

ib
ut

io
n.

Copyright © National Academy of Sciences. All rights reserved.

Uses of Risk Analysis to Achieve Balanced Safety in Building Design and Operations 
http://www.nap.edu/catalog/1907.html

http://www.nap.edu/catalog/1907.html


There are now no generally accepted practices of facility risk analysis and
management. The nuclear power industry and structural community have adopted
probabilistic analysis procedures that represent limited applications of risk
analysis, but broader adoption of a common terminology and broader application
of such methods to multiple hazards in and around buildings are needed. Lacking a
common framework for discussion and analysis of safety, the public and
government officials are often poorly prepared to deal effectively with issues
related to events that have small probabilities of occurrence and the potential for
severe consequences. Development and broad application of risk analysis
procedures will help facility professionals, the policy makers responsible for
assuring safety, and the people and property owners exposed to risk to
understanding more clearly the nature of those risks and to determine what levels
of risk are socially and economically tolerable. Such understanding and clear
communication about acceptable levels of risk will then help to assure that safety
is achieved and property values are protected as efficiently as possible.

The following actions should be taken to enhance safety through
greater use of risk analysis:

1.  Cost-effective procedures of risk analysis should be
appropriately applied in design, construction, operations, and
maintenance, to encourage greater forethought and better allocation
of resources in managing risk.

2.  Efforts to apply risk analysis procedures should initially be 
focused in several specific areas: (a) design and operations of
individual high hazard facilities, (b) quality control and code
enforcement in construction, (c) facility operations and management
activities, (d) facility maintenance, (e) retrofit strategies for dealing
with newly identified hazards, (f) strategies for emergency response
to hazardous events such as fire, severe storms, or landslides, (g)
development and revision of building codes and design guide
criteria, (h) evaluation and certification of new materials or
technologies, and (i) public discussion and decision-making about
standards, codes, and project approvals.

3.  Federal agencies should adopt a risk-based approach to
establishing their facilities planning and design criteria, construction
quality assurance procedures, operating policies, and maintenance
practices, particularly in high hazard situations.

4.  The national model code organizations and state and local
building codes should accept specific applications of risk analysis
procedures for assessing safety of facilities where large numbers of
people, especially severe hazards, unusual design or operating
characteristics, or unusually high strategic or economic value may
lead to unusually high risk.

5.  Facility managers and public officials responsible for
regulating building occupancy should adopt risk analysis
principles and procedures to
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ensure that (a) operating and maintenance practices or facility
renewal activities do not contribute to increasing risk, and (b) needed
actions are taken to control newly recognized risks.

6.  Federal agencies should fund additional research to characterize
risk in facilities and to develop more general measures of hazard and
risk from their shared experience in facility performance. These
agencies should work through the model codes and standards
organizations to motivate the private sector to use these measures as
well.

7.  The Federal Construction Council should bring together the
federal regulatory and construction agencies, the insurance
industry, the codes and professional organizations that deal with
building standards, and educational institutions to consider
establishing institutional mechanisms for systematic collection and
sharing of data on facility failures and hazards incidents, to enable
broader application of risk analysis in and around buildings.

8.  Government agencies, model codes organizations, building
professionals, and others responsible for assuring facility safety
should work—through professional education and training and
communication with policy makers, facility owners, and users—to
increase general awareness of how application of risk analysis
principles and practices can be used to improve safety and
protect property values at reasonable costs.

The benefits to be gained by applying risk analysis to facilities include early
identification of design weaknesses; better allocation of resources to achieve
balanced reduction of risks; better recognition of the role that human action in
design, construction, operation, and maintenance plays in raising or lowering
risks; and improved ability to recognize and respond to new hazards or increasing
risks. These benefits—for facility owners, occupants, and neighbors—will mean
lives and dollars saved.
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STUDIES IN MANAGEMENT OF
BUILDING TECHNOLOGY

This report is one of a series of products of the Building Research Board's
strategic program in Management of Building Technology. An interdisciplinary
field of study rather than a recognized discipline, management of technology
links engineering, science, and management to plan, develop, and implement
technological capabilities to shape and accomplish the strategic and operational
objectives of an organization. Observers of the U. S. construction industry have
expressed concern that failure to manage technology effectively—at the level of
the nation and the individual firm—is a primary factor underlying a perceived
risk that U. S. industry is losing its competitive edge in an increasingly global
marketplace. These observers argue that action is needed to deal with issues such
as liability and societal risk aversion, short-term perspectives, and traditions that
divert resources and discourage innovation in both the processes of construction
and in facilities. The Building Research Board has undertaken, through this
strategic program, to focus discussion and stimulate appropriate response to such
issues.
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This study was supported as part of the technical program of the Federal
Construction Council (FCC). The FCC is a continuing activity of the Building
Research Board, which is a unit of the Commission on Engineering and
Technical Systems of the National Research Council. The purpose of the FCC is
to promote cooperation among federal construction agencies and between such
agencies and other elements of the building community in addressing technical
issues of mutual concern. The FCC program is supported by 16 federal agencies:
the Department of the Air Force, the Department of the Army (2 agencies), the
Department of Commerce, the Department of Energy, the Department of the
Interior, the Department of the Navy, the Department of State, the General
Services Administration, the National Aeronautics and Space Administration, the
National Endowment for the Arts, the National Science Foundation, the U.S.
Postal Service, the U.S. Public Health Service, the Smithsonian Institution, and
the Department of Veterans Affairs.

The Public Facilities Council (PFC) was formed in 1983 to make available
to state and local governments, quasi governmental authorities, and others, the
forum and services of the BRB and NRC to identify technical problems and
research needs facing construction administrators and facilities managers.
Sponsors of the PFC currently include a score of state and local governments or
interstate entities. Funding and participation are typically drawn from the
executive office of the jurisdiction responsible for facilities development and
management.

Reports resulting from Building Research Board programs are provided free
of charge to sponsoring entities. For information contact:

Director

Building Research Board

National Research Council

2101 Constitution Avenue, N.W.

Washington, D.C. 20418
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1

INTRODUCTION

Buildings house a variety of human activities, and must do so with a high
degree of safety and security. Many of the criteria used in facility design and the
standard practices adopted in construction are intended to deal with threats to
safety and economic losses posed by such hazards as fire, wind, earthquake, toxic
materials, criminal activity, or potential misuse of facilities. Some of these design
criteria and construction practices are formally stated in building codes or
guidelines used by facility professionals. Others are imposed by law, instilled
through professional education, and enforced by the practices of professional
organizations and building trades unions.

The influence of these criteria and practices on safety is presumed on the
basis of past experience, scientific analysis, and reasoned discussion by those
concerned with protecting the public-at-large and the interests of property
owners. This concern is frequently shared by the members of professional
organizations, trade groups, government bodies, and public interest groups. These
groups also share two key problems: a) limited resources, knowledge, and
information that reduce their ability to make effective judgments about what
should be done to ensure that the nation's facilities are adequately safe, and b)
choices that must be made when improvements to safety require increased cost or
reduce achievement of other desirable characteristics of the building. Judgements
about facility safety must be made within a complex context of the many costs,
benefits, goals and objectives of a facility. [See box.]
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IS FIRE RISK SERIOUS?

The headlines are invariably bold. Manhattan, 1911, the Triangle Shirt
Waist Company: ''141 MEN AND GIRLS DIE IN WAIST FACTORY FIRE.''
Boston, 1942, the Coconut Grove Nightclub: "300 KILLED BY FIRE,
SMOKE AND PANIC IN BOSTON CLUB." The Bronx, 1990, Happy Landing
Social Club: "87 DIE IN BLAZE AT ILLEGAL CLUB." Such horrible
disasters attract national attention and motivate intense reviews of local
building code regulations, enforcement procedures, and building design and
products characteristics.

The 1974 report of the National Commission on Fire Prevention and
Control assessed the nation's fire problem as major: 12,000 lives lost,
300,000 people injured, at least $11.4 billion in direct property losses
annually. The United States was found to be the leader by far among
industrialized nations in per capita deaths and property loss from fires.
Other studies estimated the total fire-related economic burden in the United
States to be as much as $36 to $45 billion annually, up to 1.4 percent of our
gross national product (GNP).

Yet the Commission noted, "The striking aspect of the Nation's fire
problem is the indifference with which Americans confront the subject." Fire
experts termed the U.S. residential fire problem "shameful."

Today, U.S. fire deaths have been decreasing for more than two
decades, both in total and per capita, and current reports place the number
at about 5,000 to 6,000 annually, primarily children and elderly victims. The
numbers of multiple fatality fires (with three or more deaths, accounting for
about 16 percent of fatalities in 1984) have been decreasing as well, but
not their severity.

In the litigious climate of the 1980s, claims raised in such noted hotel
fires as the MGM Grand and the Dupont Plaza reach into billions of dollars.
Debate continues on such questions as installation of sprinklers and alarms
in hotels.

How serious is fire risk? Do we need to work harder to reduce fire
risks? There is no easy answer.

References: National Commission on Fire Prevention and Control.
1974. America Burning. Washington, D.C. Journal of Code Enforcement.
Volume II, Number 2, April, 1990; Committee on Fire Toxicology, National
Research Council. 1986. Fire and Smoke—Understanding the Hazards.
National Academy Press, Washington, D.C.; J. Snell. 1989. Quantitative 
Evaluation of Building Fire Safety. Center for Fire Research, National
Institute of Standards and Technology, Gaithersburg, Maryland.

The need to make informed judgments about safety and liability is hardly
unique to facilities. Concerns about the safety of new drugs and other medical
technologies, food additives, pesticides and other materials that may pose threats
to the environment, and nuclear-powered electric power generating plants or
other facilities that could fail with possibly catastrophic human,
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environmental, and economic consequences have, in recent years, motivated
development of the principles and practices of risk analysis.1

Risk analysis is a set of tools and procedures used to characterize—either
qualitatively or, more typically, in a quantitative manner—the threats posed by
specific hazards. The procedures—focused on identifying potential, hazards and
the sequences of events that can lead to losses and the magnitude of possible
losses—are typically based on principles of probability theory and statistical
analysis, and may involve complex judgements about health, productive work,
and the value of human life and property. While these judgements often invite
controversy, risk analysis is selectively but increasingly being used in
government policy development and regulatory decision making, in the nuclear
industry, in food and drug regulation, and in the management of environmental
hazards that pose threats to human life and health and property.2

Risk analysis is being applied in a limited way to facilities, and these
applications have been a subject of debate.3 Critics argue that risk analysis is too
uncertain to be useful for facilities design and management. They also argue that,
in any case, using risk analysis implies tolerance for risk and acceptance of lower
levels of safety than many people expect in facilities. Proponents, noting that life
is uncertain and risk is unavoidable, suggest that risk analysis is a valid and
valuable aid to decision-makers seeking to use limited resources to enhance the
overall safety and efficiency of facilities.

The potential for greater use of risk analysis—to enhance the overall safety
of buildings—motivates this study. More specifically, the question was asked
whether federal government agencies should make broader use of risk analysis in
developing their facilities design criteria.

1 The terms risk assessment, risk analysis, and risk appraisal are found in the literature
of this still young and rapidly evolving field. In this report, these terms are meant to
convey similar meaning and intent. "Risk analysis" was selected as the generally preferred
term for use in this study. Risk management is a broader term that signifies the active
effort to control and reduce the risks faced by an organization or enterprise.

2 Issues related to this use have been the topic of other NRC committee studies (NRC,
1983 and 1989).

3 See, for example, Rowe (June, 1987). Nearly a decade ago, a study by the National
Institute of Building Sciences (NIBS) recommended that steps be taken to assist the
building community to understand, accept, and use risk analysis techniques. (NIBS, 1982)
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SOURCE AND SCOPE OF THE STUDY

The sponsors of the Federal Construction Council (FCC)4 requested the
Building Research Board (BRB) to assess the merits and costs—relative to
current practices—of broader application of risk analysis in federal facility
design. The Committee on Risk Appraisal in the Development of Facilities
Design Criteria was appointed to make this assessment and to recommend
whether risk analysis techniques can foster efficient risk reduction in facilities.5

The committee and its individual members reviewed available information,
considered presentations made by government officials and professional
organizations, and met several times to conduct their assessment. This document
reports the committee's conclusions.

The committee focused considerable attention on the extent to which current
risk analysis techniques can contribute effectively and at reasonable cost to
reducing risks in and around buildings. Having concluded that the potential for
such contribution is substantial, the committee then undertook to identify
opportunities for applying risk analysis techniques so that they can make greater
contributions to balanced safety in the future.

The committee posed questions in three principal areas:

1.  What is the nature of "risk" in constructed facilities? Under what
conditions does this risk warrant special treatment, not only in design
but in operations and maintenance as well? How may recognition be
given to the role of human error in subverting the effectiveness of
design safeguards?

2.  What should be the scope of risk analysis for buildings and other
constructed facilities? To what extent should analysis include risk
management strategies, as distinct from simply the technical
appraisal of levels of risk?

3.  In view of the study's sponsorship and anticipated audience, and of
the extensive literature and range of current professional activity
related to various

4 Sixteen federal government agencies with broad interests in building and facilities
research, design, construction, operations, and maintenance sponsor the FCC. These
agencies control a major share of the nation's public fixed assets, and have a combined
annual construction budget exceeding $7 billion. Some of these agencies already make
extensive use of risk analysis, most notably the Department of Energy, which is
responsible for a number of high-hazard facilities.

5 Biographical descriptions of the committee's membership are presented in Appendix A.
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aspects of risk analysis, how can the committee's work be most
useful to the sponsors and to the facilities design and management
professions?

In working to answer such questions, the committee noted the current
tendency to try to use legislation and regulation to avoid all risks. Such risk
avoidance, in part at least a reaction to perceived inadequacies in public policy,
may unnecessarily discourage new technology and lead to actions that have
uncertain or poorly understood consequences, and has been cited as a cause of
perceived declines in the rate of technological innovation in the U.S. building
industry (NRC, 1988). When legislative, regulatory, and judicial decisions have
high public visibility, they unavoidably are made within a political context, and
turn on public opinion that often is not well informed by technical analysis. Such
analysis frequently can help to reduce the level of uncertainty in this decision-
making.

The public depends on facility design and management professionals and on
government officials to ensure facility safety, and tends to take it for granted that
safety is indeed assured. A fire in a high-rise building or collapse of a roof can
spur questioning of current safety standards, and lead to precipitous introduction
of new building regulations. Some people argue that broad and explicit
acknowledgement of risk in buildings might unintentionally call into question the
current system of building safety assurance and could lead to loss of public
confidence.6 However, experience in other fields demonstrates that effective
communication and active involvement of the public in identifying risks and
determining what risks are acceptable are keys to effective use of risk analysis in
public sector decision-making. The committee concluded that its charge
necessitated some attention to risk communication.

FOCUS AND STRUCTURE OF THE REPORT

This report is addressed to everyone concerned with facility safety, and
especially to those designers and constructors, facilities managers, and others
responsible for setting policy that influences efforts to achieve greater safety in
and around buildings. The committee concluded that risk analysis should be more
extensively applied, in the private as well as public sectors, to help improve the
cost-effective use of limited resources to enhance overall safety and protect
human, environmental, and economic values. This report

6 In some extreme cases in other fields, such a loss of confidence has been reflected in
public outrage and consequent distortions of sound and well-reasoned public policy.
(Sandman, 1988)
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describes the factors which support this conclusion and presents the committee's
recommendations for broader use of risk analysis.

Risk analysis is a technically complex topic and a rapidly evolving technical
discipline. This report is neither a thorough review of the state of the art nor a
summary of principles and practices of risk analysis.7 Rather, it is a consideration
of major trends, meant to point the way for those who may undertake or use risk
analyses.

Chapter 2 discusses the sources of risk in and around buildings, how risks
may be managed to achieve safety and security, and why the committee
concludes that greater safety and security can be achieved through broader
application of risk analysis. Chapter 3 describes a number of barriers to this
broader application and to achieving more effective risk management through use
of risk analysis. Chapter 4 presents the committee's conclusions and
recommendations for overcoming these barriers and enhancing achievable safety
and security. Chapter 5 presents the committee's recommendations for broader
use of risk analysis, including immediate actions to foster this use. Appendices
provide background on principles and procedures of risk analysis and how risk
analysis is being used by some government agencies.

Throughout their deliberations, the committee members were mindful that
enhancing facility safety and security—within a complex framework of social,
economic, and political forces—is a major challenge. Ultimately, safety and
security are influenced by a complex of factors: how people perceive risks, how
they act on their perceptions, the costs and difficulties of actions to improve
safety, and the possible consequences of taking or failing to take action. Facilities
designers and owners, and the government agencies and professional
organizations that seek to ensure safety and security, all must make decisions that
influence specific facilities. These decisions often strike a balance among
sometimes differing points of view on risk and safety. By making assumptions
about risk factors more explicit and commonly understandable, broader
application of the principles and practices of risk analysis can aid these decision-
makers. The committee hopes its work will encourage broader use of risk
analysis, and thereby enhance safety and security throughout the built
environment.

7 Appendix B reviews briefly some of the major principles and practices of risk
analysis, developed and used in a variety of technical applications.
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2

RISK AND ITS ANALYSIS IN AND
AROUND BUILDINGS

In common parlance, risk is the possibility of loss or injury, a probability
that some event will occur with serious consequence. Risk is inherent in all
human activities, an unavoidable aspect of life, and a concern in all aspects of
buildings and other constructed facilities.8 Fires, extreme weather, and
earthquakes, are among the more obvious sources of risk that occupants and
owners encounter in and around buildings, and are examples of the large variety
of threats to people's safety and investment in property. Building professionals
and government authorities have developed extensive design rules and building
regulations in an effort to maintain risk at what seems to be reasonable levels.

Risk stems from many sources, and the levels of risk judged to be reasonable
may differ from one community to another and from time to time. At a national
level, an extensive and aging inventory of existing facilities is a source of concern
that risk may be growing. Historic preservation of old structures, in particular,
may pose problems when extensive physical changes

8 Designers and managers may deal with risk only implicitly, through use of safety
factors and other design standards. Risk is sometimes inadvertently neglected through
adoption of reasonable assumptions (e.g., the chances that a severe storm will occur), or
may be intentionally understated in order to circumvent obstacles to a particular project or
activity.
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and adaptive reuse9 expose occupants and owners to hidden or unexpected
problems. Through aging, any facility may experience progressive growth of
risk, due to deterioration of building materials or other natural physical forces.
However, the committee judges that as many as 90 percent of structural failures,
regardless of structural age, may be attributable to human error at some stage of
the facility development and use rather than to catastrophic natural events.

DEFINING RISK

Risk10 arises because of a specific hazard—an act, event, or phenomenon—
posing potential harm to people or activities or things. Fire, earthquake, wind
storms, flooding, toxic and allergenic materials, and terrorist attack are examples
of hazards associated with buildings and other facilities. The consequences of a
hazard are the elements of harm that might result, including numbers of people
exposed and severity of harm—e.g., deaths, injuries, dollar value of property
damage, activities disrupted, area affected, legal liabilities, and environmental
damage.

The idea of risk includes the magnitude of potential consequences of the
hazard and the chances that the harm will be realized, that is, the probability of
occurrence of the actual event or act, and subsequent loss or injury. Fire risk in a
building, for example, may include fires starting from a number of possible
sources and various outcomes depending on detection, alarms and fire fighting
response when a fire is detected, weather, and the materials of internal
furnishings. Each outcome has an estimated probability of occurrence. 11

9 Adaptive reuse occurs when a building is converted from the use for which it was
originally designed to another purpose. In many older cities, warehouses and factory
buildings have been converted to housing or shopping malls.

10 Unless otherwise noted, the definitions used in this report have been adapted from
two NRC reports: Improving Risk Communication (1989), or Risk Assessment in the
Federal Government: Managing the Process (1983), National Academy Press,
Washington, D.C.

11 The distinction between hazard and risk is illustrated by the prospect of crossing the
Atlantic Ocean in a rowboat rather than an ocean liner: The water hazard is similar for the
two vessels, but the risk is very different.
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Safety is improved when risk is reduced. Risk is reduced by avoiding the
hazard (e.g., avoiding flooding by not building in a flood-prone area), by reducing
the chances of loss (e.g., using shatter-proof glazing in windows), or by limiting
the likely magnitude of loss (e.g., using smoke detectors to give people more time
to escape a fire). However, hazards and facility response to hazards are uncertain,
and the assessed risk in any situation reflects the range of uncertainties as well as
the levels of hazard and resistance to damage or loss.

Because there is always some risk, safety is not an absolute condition; it can
be discussed reasonably only in relative terms. "Unsafe buildings" are those found
to be in a condition that is demonstrably dangerous or a hazard to life, health,
property, or safety of the public or occupants (BOCA, 1985), according to defined
standards of measurement or the judgment of appropriate authorities. Safer
facilities expose their owners, occupants, and neighbors to less risk, i.e., fewer or
smaller hazards or lower probabilities of occurrence or some combination of
these factors.

Building risk and safety depend on where facilities are located, when and
how these facilities were constructed, the activities they house, and how they
have been operated and maintained. [See box next page.] Some facilities—for
example, research hospitals and military installations—may expose their
occupants to unusual risks such as infectious diseases or ammunition explosions.
Other facilities such as nuclear power installations or toxic waste depots may
present unusual risks for people and activities in the vicinity of the facility and
over large areas. Risks for handicapped people, children, or people with
particular medical conditions may be greater than for other groups.

SOURCES OF RISK

Risk in and around buildings stems from a wide variety of specific hazards.
(See Table 1) From time to time, new hazards are identified and become the
subject of debate, public policy and regulation. Radon gas, for example, has been
recognized as a potential hazard only within the past two decades, while the
toxicity of lead has long been known.12 The hazards and risks of electromagnetic
radiation from such sources as video display terminals, microwave ovens,
building wiring, and electrical transmission and distribution lines are still being
defined. New technology, design details, or construction practices may give rise
to new or greater risks.

12 The severity of risks from both radon and lead-based paint and appropriate programs
to respond to the risk are subjects of continuing debate in national policy forums.
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CODES CUTTING LOSSES

On October 17, 1989, a major earthquake struck the San Francisco
Bay area, causing widespread destruction and interrupting baseball's World
Series. The nation watched as experts, politicians, rescue workers, and
residents dug out of the rubble, remembered prior earthquakes, and
reflected on the possible consequences of even stronger events that many
experts say are inevitable.

Altogether, the Loma Prieta earthquake was credited with causing
some 60 deaths, more than 3,700 injuries, displacement of 12,000 people
from their homes, and property damage and other losses totalling at least
$6.5 billion.

The damage could have been much worse. Professional
reconnaissance teams agreed that most buildings and lifeline structures
(e.g., roads, water and power supply systems) performed well, in large
measure due to California's efforts to develop, adopt, and enforce effective
seismic design and construction practices. Failures were widespread in
older buildings constructed before current building codes and design
practices became the rule in California.

Observers reflected on the sobering thought that other areas of the
United States that may be as seismically hazardous as California have not
yet or only recently adopted best available seismic design standards and
practices in their local building regulations.

References: Lew, H.S., ed. 1990. Performance of Structures
During the Loma Prieta Earthquake of October 17, 1989, NIST Special
Publication 778, U. S. Government Printing Office, Washington, D.C.
International Masonry Institute. February, 1990. The Loma Prieta,
California, Earthquake of October 17, 1989; Observations Regarding
Performance of Masonry Buildings, Washington, D.C.

MECHANISMS USED TO LIMIT RISK

Various mechanisms are used in design, construction, operations, and
maintenance to limit risks in and around buildings, including government
regulations, construction and building inspection, and operations by fire
departments. Local and state government building codes13 and design

13 39 states have adopted some form of statewide code. (NCSBCS, 1987) However,
adoption and enforcement of building codes are, for the most part, functions of local
government. While these building codes are typically based on one of three principal
national model codes, they usually reflect unique local concerns and legislative processes.
There are estimated to be more than 10,000 distinct building codes in the United States.
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criteria used by professionals are the most common and comprehensive of these
mechanisms. Federal government agencies, although not strictly subject to local
building codes, have adopted similar requirements to protect the health and safety
of their own workers as well as the public at large. These criteria and codes
generally seek to restrict or eliminate specific hazards, and do not typically
recognize the principle that risks cannot be completely avoided. Some codes and
criteria do reflect at least an implicit recognition of probabilities of occurrence.14

Building codes typically address only about 20 percent of the concerns that
an owner's design criteria will encompass (Building Research Board, 1989).
Some risks not addressed in codes may be limited through application of

14 For example, Long Beach and other communities in California have adopted
structural standards for controlling earthquake-caused damage to buildings, based on
estimated probabilities of earthquake intensity. The ASTM, the national professional
organization that develops many of the standards and guidelines used in building codes,
has used risk concepts to address problems of asbestos and fire as well as a number of
other issues not related to buildings. (J.N. Dezern, 1988)
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standard professional practice or explicit decisions by facility owners, and others
—such as health-threatening air pollution and flooding along shorelines—are the
subject of national regulation.15 Some risks—such as electromagnetic radiation
—have not yet been debated or determined to warrant regulation.

Generally speaking, facility risks in areas subject to particular hazards (such
as earthquake, flooding, or criminal activity) will be higher unless specific
actions are taken to control the risk. Some risks increase with age of the facility
because of normal aging and wear of materials and equipment, unless
maintenance efforts, sound management practices, and appropriately timed
rehabilitation efforts slow or reverse such normal deterioration. Facility designers
and owners sometimes act to limit risk by installing detection devices (e.g.,
smoke and ionization sensors, water detectors for flooding, pressure sensors,
security devices) to give early warning of increased hazard or probability of loss.

Uncertainties in projecting uses, loads, environmental conditions, and
performance of equipment in service are among the factors making it difficult to
limit risk using codes and design criteria. Such mechanisms may also be
inadequate when new hazards arise. Systems for identifying potential problems as
they develop and responding on a case-by-case basis may then be warranted. Fire
departments and disaster relief programs are principal examples of this
mechanism for limiting risk. Monitoring of building loads and structural
deflections and regular inspections of key subsystems (e.g., for corrosion and
wear) serve also to manage risk. Inspection, testing, and other quality control
activities in design, construction, and operation are undertaken to avoid
increasing risk due to errors or oversights of the designer, faulty construction
practices, or inadequate operation and maintenance programs. Risk management
professionals seek to assure that risks that cannot be physically limited are
effectively reduced or transferred through such means as insurance, emergency
response planning, and damage control.

ACHIEVING GREATER SAFETY

Mechanisms for limiting risk have a cost, and a balance must be struck
between levels of risk and the costs incurred by facility owners, users, or the

15 These hazards are addressed by laws and regulations administered, respectively, by
the Environmental Protection Agency (EPA) and the Federal Emergency Management
Agency (FEMA). Regulations issued by the Department of Housing and Urban
Development (HUD) also apply. However, only some buildings are subject to these
regulations.
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public16 to reduce risks. While current design practice, building codes and
inspection procedures are intended to assure levels of safety that the public finds
acceptable, there is no mechanism for comparing risks from diverse sources.
Current practice places emphasis on some sources of risk while seeming to
neglect others. [See box next page.] The committee concluded that overall safety
can be improved through more effective allocations of resources to manage risk,
and that risk analysis is a useful tool for helping those who must make these
allocations.

Risk and safety levels currently are seldom measured in explicit terms. The
levels of risk and safety that the people find acceptable evolve through a process
of professional consensus and public debate.

Professional consensus is developed in the forums of professional societies
and model codes organizations.17 The process may be informed by extensive
testing and measurements in laboratories and field situations, and by the
experience of professionals working in the field. Such organizations as the
Underwriters Laboratory, Factory Mutual Research Corporation, and the
National Institute of Standards and Technology, as well as many other federal
government agencies and university and corporate facilities, play a key role in
accumulating the information upon which consensus is based.

For some hazards, the consensus is expressed as measures of performance
that a building should exhibit, and the building professional is left to make
informed decisions about how to achieve that performance. For example, many
structural configurations are permitted for a building, so long as forces anticipated
in the structural members (computed according to accepted methods) do not
exceed the strength of the materials (as determined by accepted tests). For other
hazards, such as fire, building professionals are presumed to require more specific
guidance, expressed as explicitly required design features or management
procedures. For example, sprinklers may be required in newly constructed hotel
rooms, regardless of the facility's materials and design. However, in either case,
the level of risk is judged implicitly to be acceptable if the requirements are met.

16 Overly stringent building codes are blamed by some observers for shortages of
affordable housing. Facility failures caused by the Loma Prieta earthquake disrupted
financial markets and economic activity within a large region. Private insurance and
federal disaster relief spread the costs of losses throughout the nation.

17 There are hundreds of such groups that propose design methods, technical criteria,
and standards that may be used in building design, construction, operations, and
maintenance. However, only a few of these groups have broad influence on building
practice.
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TOUGH TRADEOFFS

Early one Sunday morning, an explosion apparently centered in the
laundry room ripped through a three-story motel in Hagerstown, MD,
starting a fire that killed four people and injured 10 others. Minutes before
the blast, according to newspaper accounts, a motel employee had reported
smelling gas fumes to the local natural gas supplier. One guest who
escaped the blaze was quoted: ''That building went up like a matchbox. The
building codes need to be looked into.''

A spokesperson for the motel's owner, a national chain, asserted that
the building's wood-frame design, built to meet "the most stringent building
codes in any locale," was not at fault. Company officials believed the blast
to be unrelated to a similar explosion and fire some nine months earlier in
another of the company's motels in Billings, Montana. A faulty shut-off valve
at a gas-powered clothes dryer was implicated in the Montana explosion.

In a separate investigation motivated by a series of residential
explosions and fires in the Kansas City area, The Washington Post
reported that the National Transportation Safety Board, an agency of the U.
S. government, concluded that homes using natural gas are inadequately
protected from natural gas leaks. The study faulted federal and state
regulators for having failed to require gas companies to install a small
valve, costing about $15 to $20, that would cut a sudden excess gas flow.
However, the study acknowledged that many residential gas customers—
not always the gas company—are responsible for maintenance of their
supply lines and would have to install the valve.

The Post also cited a study by the Gas Research Institute, an industry
body, that estimated a national cost of $8 billion over 50 years to install the
valves. That group concluded there are better and less costly ways to
protect against gas leaks.

Who pays and who benefits from risk avoidance and hazard reduction?
Building owners and designers, code officials, and the public at large must
make difficult choices.

Public debate comes into play when professional consensus cannot assure
that safety is adequate or seems to have missed the mark. A particular disaster
such as a multi-fatality fire or loss of life in an earthquake may motivate the
debate. At other times, debate may spring from discovery of a new hazard, such
as threats to health posed by asbestos. In either case, demands are made for action
aimed to increase safety, and new regulatory practices are typically the means
adopted to assure the increase.

A number of studies have attempted to assess risks faced by individuals and
groups in modern society, and to compare the risks associated with various
hazards. However, there are no commonly applied comprehensive measures of
safety or standards of acceptable safety.

Furthermore, people seem to demand much lower levels of risk when they
are dealing with particularly feared or unknown consequences. (See Figure 1
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for example.) People seem also to accept higher risks when they can choose
voluntarily to do so, as compared to situations in which they are exposed
involuntarily to risk.18 (Fischoff, 1984; Kraus and Slovic, 1988) As a result, the
levels of risk in and around buildings may differ substantially with respect to
various hazards, and may be higher than those associated with hazards from other
sources that attract current public concern.

Figure 1.
Comparisons of perceived risks from a variety of sources (Source: Slovic, et al.,
 1985).

18 For example, highway drivers routinely exceed speed limits and state governments
have raised speed limits, despite widespread knowledge that accident severity increases
sharply as speeds increase. (TRB, 1984).
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WEIGHING RISK AND COSTS

Many risks are treated according to the public attention they attract.
Occurrence of a fire that causes loss of several lives in a community will almost
invariably lead to reexamination and revision of the fire safety portions of that
community's building code. In such a case, the issues of fire safety may
overwhelm efforts to manage risk from other sources.

Risk analysis may be used to assure a better balance of effort to achieve
safety. Whatever amount is spent to reduce risk in and around buildings, safety
will be at its maximum achievable level when these resources are allocated to
achieve balanced reduction of risk from all manageable sources, rather than by
concentrating on one risk.

Allocation of substantial resources to control risk from one source while
other sources are relatively neglected is inefficient and produces safety below
optimum levels. Wider application of the logic and procedures of risk analysis
can benefit facility design and management. Risk analysis, as an instrument of
risk management, can encourage forethought and better informed decisions.19

Experience in other fields confirms that formal risk assessment contributes to
improved overall safety and a better balance of effort to reduce risks.

The principles and practices of risk assessment apply equally well to
protection and safety of property as well as people. Probabilistic methods to
compute expected net costs or benefits of various courses of action are frequently
used by private sector and government decision makers seeking to manage their
levels of financial risk. However, the protection of life safety is a primary concern
of building professionals and the public, and cannot be addressed in financial
terms alone.

19 One example of imbalance in the treatment of risk: Huge sums were being spent in
the nuclear industry to avoid accidents caused by a large pipe break leading to a loss of
reactor coolant until risk assessment showed that spending these funds on other problems
would increase overall public safety. An early federal effort to deal with multiple hazards
within a uniform framework also offered little advice on the relative risk posed by these
hazards. (Kummer and Sprankle, 1973)
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3

USING RISK ANALYSIS TO ENHANCE
BUILDING SAFETY AND PROTECT

PROPERTYVALUES
Risk analysis, as it has evolved and is currently used, comprises an extensive

set of definitions and procedures for characterizing threats to health, safety,
mission, or property. Many of these procedures are based on mathematical
principles of probability and statistics, while others are simply ways to structure
and assist consideration of possible future events and consequences.

Risk analysis has been selectively and successfully applied to the setting of
facility design criteria as well as managing risks for specific facilities. For
example, designs for nuclear power facilities are subjected to very extensive and
detailed risk analysis and, as already noted, building codes that address
earthquake hazards are increasingly based on probabilistic analyses.

The entire field of fire safety is undergoing a major advance in risk analysis
and management capabilities with the introduction of more realistic and useable
computer-based models of fires in buildings. These models will permit explicit
analyses of risks to be performed for design and operations planning. While
nuclear facilities practices and new fire safety models demonstrate the application
of risk analysis procedures, there remains substantial untapped potential for
broader application of risk analysis, particularly in federal government programs
where one entity effectively retains authority in all phases of a facility's life
cycle. However, this is also
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true in development and enforcement of state and local building codes, and in
other phases of managing general building processes.

Risk analysis procedures may be applied at various levels of sophistication
and detail to support effective risk management throughout a facility's life cycle,
but their effectiveness often is limited by available data and the cost of data
collection and analysis. Adequate data are not available to support sophisticated
analysis of all facility risks, and more extensive data collection is a pressing need
if the fullest benefits of risk analysis procedures are to be realized. Nevertheless,
simplified analysis methods, using existing data and professional judgment may
be applied more broadly now to enhance risk management.

Communication among the analyst, decision-maker, and the people exposed
to risk is an important element of effective risk management. Risk analysis is,
above all, a way of assessing hazards and how risk may be managed, a framework
for asking the right questions about potential hazards and appropriate responses
and searching for good answers. When public and regulatory attention inevitably
—and appropriately—focus on elements of risk that are of greatest concern at any
given time, risk analysis can inform and facilitate communication, thereby
assisting decision-makers who must manage limited resources to achieve the
greatest safety and protection.

LOGIC AND PROCESS OF BUILDING RISK ANALYSIS

Risk analysis should start in planning and design. Facility siting decisions
influence what hazards need to be considered (e.g., earthquake or coastal zone
storms) and the degree of risk (e.g., location relative to potentially unstable slopes
or defined flood plain areas).

The body of procedures, criteria, and standards now used in most aspects of
facility design represent a distillation and codification of lessons learned from
experience and analysis over the course of many years. (Diewald, 1989) The
process by which experience enters common practice is evolutionary and often
slow, typically involving broad participation of many professionals and industry
groups. The levels of risk inherent in any facility are implicitly established in this
process, and there is little basis for presuming that risks associated with different
hazards are comparably treated.

The traditional approach to design and risk management, based on this
accumulated knowledge, reflects an assumption that if the proper procedures are
followed and standards are met, unacceptable exposure to hazards will be
avoided. If procedures are not followed or standards are violated, exposure is
unacceptably high. This traditional logic deals poorly with rare events or new
concerns for which there is too little experience to support the
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evolutionary development of design details or operating procedures that control
the hazard.

In contrast to traditional logic, risk analysis methods assume that no
prediction can be made with certainty, and that there will always be some chance
of exposure to hazards. The process of risk analysis therefore deals explicitly with
the possibilities of exposure, the possible consequences of exposure, and the
evaluation of these consequences. 20 This logic imposes demands on the analyst
and on the institutional setting within which facility safety is managed, demands
that may become barriers to improving safety through broader application of risk
assessment.

The barriers can be overcome. After some two decades of work,
organizations such as the American Institute of Steel Construction (AISC), the
American Association of State Highway and Transportation Officials, and the
American Institute of Timber Construction (AITC) have begun to introduce
reliability-based design codes21 using the Load and Resistance Factor Design
format as an alternative to traditional design methods. The American Concrete
Institute (ACI) has used similar formats for some years. The recognized value
leading to these changes has been the potential to assure similar structural safety
levels in facilities constructed of different materials. The committee seeks to
assure similar safety levels relative to the variety of hazards to which people are
exposed in and around buildings.

NEED FOR INFORMATION AND DATA

The principal model building codes use two broad parameters to describe
building characteristics that determine requirements for safety and health:
construction type and building occupancy.22 The definitions of construction

20 These three stages are sometimes distinguished by such terms as risk identification,
risk estimation, and risk evaluation (Rowe, 1977).

21 Reliability is typically measured as the probability that a structure will not fail under
defined service conditions (throughout a service lifetime). The term "design code" is
typically used to refer to guidelines and principles published by professional
organizations. Such design codes become the basis for contemporary professional practice
and may be adopted by responsible government agencies as enforceable building codes.

22 Construction type generally encompasses materials and structural systems (e.g.,
reinforced concrete, unreinforced brick, wood frame). Occupancy refers to the building's
use—i.e., the activities it houses—and to the intensity of that use or numbers of people
potentially exposed to a hazard (e.g., single-family and multi-family residential,
educational buildings, auditoriums).
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types and occupancies now used in most building codes have been developed
primarily with regard to the contents of buildings, to address fire hazards and, to a
lesser degree, seismic and weather-related hazards. A more complete and
generally accepted cataloging of construction types, facility use and occupancies
to characterize all sources of facility hazards (including operation and
maintenance procedures) is needed. For example, materials used in cleaning, as
well as construction, operating electrical loads, and the level of maintenance
backlog may influence whether the building's heating, ventilating, and air
conditioning (generally referred to as HVAC) and electrical systems should be
considered potential sources of fire, explosion, or other hazards. [See box next
page.]

Once hazards are specified, formalized risk assessment generally is
accomplished by first stating explicitly the possible chains of events that could
lead to deaths, injuries, and other losses and, second, estimating the probabilities
that these various events will occur within some stated period of time. A variety
of formalized procedures have been developed that structure this assessment.23

Typically these procedures use some form of network diagram to illustrate the
relationships among elements of a system, how the system is operated, and
external events that may jointly lead to failures. Such analyses can quickly
become quite complex and technically sophisticated, and are therefore used
primarily when dealing with very complex and highly sensitive facilities (such as
nuclear power plants) or as a research tool for exploring policy options (for
example, development of fire safety codes).

However, the risk analysis process can be applied in a simplified manner
with probabilities estimated by the informed analyst. In general, the value of the
assessment ultimately depends on the analyst's foresight and understanding of the
technical behavior of the systems being analyzed, and on the availability of data
to support estimation of probabilities that hazardous events and consequent losses
will occur. In turn, the value of the analysis includes the enhanced understanding
of risks and opportunities for their management, as well as the explicit estimates
of risk levels.

When there is a well documented history of actual observations of the
systems and events of interest, probabilities may be estimated on an actuarial or
statistical basis. In the absence of statistical data, simulations or modeling and
expert judgement are sometimes used to understand sequences of events or to
estimate the likelihood that certain events will occur or both. Laboratory testing
and analogy—a form of simulation—may be used to try

23 Appendix B describes some of these procedures.
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to gain understanding of the expected behavior of new materials or subsystems.

NEW TECHNOLOGY, NEW RISKS

Small computers and other electronic equipment have become
pervasive in the modern office. Designers and manufacturers of these
electronic machines have adopted new and highly efficient single-phase
power conversion technology as a means to reduce physical size, weight,
and cost. However, when large numbers of these machines are operated on
a three-phase system of the type commonly used in today's office
buildings, transformers may become noisy and overheat, connections in
pre-wired office partitions burn out, and building wiring failure may occur.
These problems may, in turn, cause fires. Yet all systems seem by
conventional measures to be operating well within the limits of accepted
ratings for safe service.

The problem stems from use of switch-mode power supplies,
sometimes called "switchers" or "switching type," that draw power in from
the source in short pulses, rather than continuously. This mode of
operation, drawing on the typical three-phase alternating current (AC)
supply, results in non-linear loads and high harmonic content—i.e.,
unanticipated irregularities and fluctuations—in the building's system. When
switch-mode equipment is mixed in with other types of equipment such as
desk lighting, typewriters, and other electrical machinery commonly found in
the office, the problem is not so severe and may go unnoticed. In offices
with high concentrations of computers and peripheral devices (e.g.,
printers, external disk drives, and modems), trouble can occur. The total
harmonic current in the neutral wire of the three-phase circuit can
theoretically reach 1.73 times the balanced—and normally anticipated—
current that would normally occur in any phase.

Detection of the hazard requires fairly sophisticated measurements,
and solutions include installation of heavier-duty transformers and wiring.
More elegant solutions are possible, such as installation of electrical filters
to screen the supply system from the switch-mode harmonics, but such
filters are large, costly, and not widely available.

Electrical engineers are coming to recognize that harmonics and non-
linear loads will increasingly be problems that must be addressed in design
of new offices.

References: Arthur Freund, ''Double the Neutral and Derate the
Transformer—or Else'', EC&M, December, 1988, pp. 81–85. David Kreis,
"Harmonic Analyzer Helps Solve Power Problems, EC&M, March 1989, pp.
73–76.

There is no comprehensive data base to support broad assessment of risk in
and around buildings. Data that are available cannot easily be used to deal with
diverse hazards. Accident and loss statistics form the basis for setting insurance
rates, for example. However, the way in which the insurance industry collects and
maintains these data typically aggregates data for diverse hazards, records loss in
monetary units only, and includes no information on hazard severity. Such data
have limited value for characterizing the causal
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relationships that form the basis of technical risk analysis. The lack of a
statistical data base for risk analysis is a major obstacle to broader application of
these techniques for improving facility safety.

Investigations of particular facility or component failures are a valuable
source of information about causes of failure, and may yield insights that support
estimation of probabilities of similar circumstances occurring elsewhere and
leading to failure. From the perspective of improving technical understanding of
risk and its management, it is unfortunate that such investigations are often
conducted within the context of insurance claims and court litigation procedures,
so that detailed data are not made generally available for use by researchers.
Knowledge gained in these investigations often does enter professional practice
and contributes to evolutionary change in design parameters and building
regulations.

Often, expert judgement may be the best available basis for estimating
probabilities, particularly when new products and techniques or unique facilities
are being considered. The public acknowledges that such judgement is a
reasonable basis for establishing acceptable risk, and uses professional licensing
of architects and engineers to control who is qualified to make this judgment.
When failures occur, the courts may be called upon to confirm that reasonable
care was exercised in making and acting on this judgment.24 For complex
situations that go beyond the range of normal design and management practices,
formalized procedures25 may be used to synthesize the judgments of groups of
experts into a consensus.

BENEFITS AND COSTS OF RISK REDUCTION

The risk analysis produces not only an assessment of overall risk, but also
insights into how action can be taken to reduce risk. Certain steps in the

24 For example, collapse of a suspended walkway at the Hyatt Regency Hotel in Kansas
City (MO) led to sanctions against the engineers for design errors; severe structural
damage in a parking garage in Hartford (CT) was attributed to the owner's failure to carry
out effective maintenance.

25 The "Delphi technique" (also termed the "expert opinion technique"), for example,
solicits individuals' judgements on a specific question, compiles the responses, and invites
each participant to reconsider his or her earlier judgement in light of the compilation.
Repetition of the process generally brings the group toward a group consensus judgement
on the question posed. The name, derived from the location of the famous oracle in
ancient Greece, reflects the technique's origination as a method for forecasting the future.
(Linstone and Turoff, 1975)
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chain of events that may lead to loss are typically found to have high probabilities
or serious consequences that make them critical to the overall risk. Risk will be
reduced if actions can be taken in planning, design, construction, operations, or
maintenance to reduce the probability that these events will occur or to control
the consequences if they do occur. Analysis of the criticality of facility
subsystems or stages in the building process and life cycle indicates where effort
to improve overall safety is most likely to have the greatest effect.

Safety of the occupants is a paramount concern of a facility's designers, but
is only one of a variety of factors that influence specific design and management
decisions. Other aspects of performance, as well as costs of construction and
operation, must generally be considered along with safety in the design process.
The same balancing of concerns is required in facility operations and
maintenance. Achievable safety or allowable risk are then established—in
principle—by a comparison of benefits and monetary costs of design decisions
and subsequent actions that will influence hazard exposure and consequences.

When particular hazards are covered by the provisions of building codes or
owner's design criteria, this comparison of costs and benefits is made at a general
level for all buildings covered by these design criteria. Sometimes the comparison
has not been explicitly considered, and experience may show that costs and
benefits are poorly balanced, i.e., that costs are too high for the apparent
improvements in safety or that greater improvements in safety could be achieved
at more modest cost. For example, committee members noted that risk analysis
showed that huge sums being spent in the nuclear power industry to prevent
large-break loss of reactor coolant accidents could be applied to other measures
that would substantially enhance overall public safety.

Risk analysis could assist public officials to formulate reasonable responses
to occasional disasters that motivate public concern, for example the call for
tightening local building codes that frequently follow major fires. Risk analysis
could provide similar assistance when new information (for example, scientific
evidence that earthquakes are more likely than previously thought) suggests that
new actions are required to ensure public safety.

The comparison of benefits and costs may be made for individual facilities
and for programs that will lead to the construction of several facilities, as well as
for communities as a whole. As in the cases of setting design criteria, increasing
experience and new information may lead to a reassessment of whether risks are
at acceptable levels. However, the means for responding to new conclusions are
restricted to changes in operation and maintenance procedures, and retrofit or
reconstruction of the facility. In extreme cases, a facility may be decommissioned
and demolished.
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Benefit-cost analysis may be used to support these decisions, but great care
is required. The tendency of benefit-cost analysis to express all elements of
benefits and costs in terms of a single measure—frequently monetary—is always
fraught with uncertainty, particularly when efforts are made to place values on
human lives and environmental quality. The institutional setting within which risk
and safety decisions are made does not utilize economic information alone, and
efforts to reduce decisions to strictly economic terms may founder.

INSTITUTIONAL SETTING FOR SAFETY AND RISK
MANAGEMENT

Responsibility for safety in and around buildings is distributed among
owners, designers, constructors, the insurance industry, regulatory agencies,
building occupants, and the public at large and is subject to interpretation and
redistribution by the courts. Owners of facilities, especially those that pose
particular risks (such as facilities containing hazardous materials), bear the
primary responsibility for ensuring their facilities' safety. Architects and
engineers (A/Es)—operating as general and specific agents for these owners—
help the owners to understand what these risks are and do not bear greater
burdens of liability for having done so.26

In contrast, the architects and engineers who design other types of facilities
may be directly liable for losses. Integrated A/E firms typically pay one to five
percent of their gross receipts for adequate insurance, while structural engineers
may pay 8 to 10 percent. Firms with good reputations and low loss records may
pay less. In addition, there are often limits on the amount of coverage available
(currently $15 million is typical), and coverage is subject to a deductible of 1 to 2
percent of the gross damages.27 Many firms purchase less coverage than the
maximum available, or are completely uninsured.

A/Es working in such an environment may hesitate to use risk analysis,
which focuses so directly on uncertainties in the building process. A/Es working
with federal agencies may find that more knowledgeable staff, less

26 Regardless of who their client is, A/Es will try to inform the client of project risks.
One might expect these A/Es generally to avoid possible exaggeration of the risks, out of
concern that the owner will decide not to proceed with design development or
construction.

27 The committee was told that these limits are attributable largely to an unwillingness
of European reinsurance companies to deal with the litigation system in the United States.
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aggressive avoidance of ownership costs, and infrequent use of lawsuits to
remedy problems are reflected in reduced exposure to financial liability, and may
consequently be more willing to adopt risk-based design procedures.

Because insurance transfers at least a portion of the financial burden of risk
away from the facility owner, user, or A/E, the insurance industry could be a
principal beneficiary of risk analysis. However, the industry has pursued a loss-
based approach to business and has not undertaken broad, systematic study of the
technical measures of risk associated with hazards in and around buildings.28 Risk
management professionals employed by private firms and state and local
governments focus primarily on actions to reduce financial loss exposure, rather
than reduction of technical risk. (PRIMA, 1988)

Local building code administrators and other government regulatory
agencies assume some responsibility for risk management by adopting codes and
standards to which facilities must conform. The adequacy of the facility with
respect to the underlying goal of assuring public safety is presumed if the code
and standards are met. The setting of these standards is based largely on a
consensus of judgments. If risk, in the technical sense, is reflected at all in these
judgements, it is typically in an informal and implicit manner. Furthermore,
judgments about conformance to code and underlying safety are in the hands of
local government code officials or federal agency design and construction
supervisors. Subjective perceptions and assessed levels of risk may differ among
these individuals and from one situation to another. It is therefore unclear what
the risk levels are,29 although the absence of widespread losses suggests that the
codes and standards, as they have evolved, are delivering relatively safe
facilities.

Standards issued by government agencies address some hazards not covered
by state and local codes or generally used design criteria. For example, the
federal Occupational Safety and Health Administration (OSHA) issues
regulations that bear on the design, construction, and operation of facilities. Broad
environmental risks related to facility location, design, and operations may fall
under the control of the Environmental Protection Agency

28 Large multi-hazard facilities (e.g., chemical manufacturing plants) may be subjected
to intense scrutiny to identify ways that loss potential may be reduced without explicit
analysis of risk. These facilities are often categorized as "highly protected risks" (HPR)
and meet safety standards much more stringent than those normally imposed by insurance
companies.

29 This is not true in those cases, such as many Department of Energy facilities, where
explicit risk analysis and risk-based design are used for decision-making.
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(EPA) and state or local environmental agencies. Each agency may adopt its own
approach as a basis for setting its standards.

The process of environmental impact review prior to facilities construction,
30 conducted with public involvement and documented in an environmental
impact statement (EIS), may include particular hazards and risk mitigation
actions to avoid losses. However, risk is not necessarily addressed and—some
observers suggest—may be avoided because of analysts' concerns that the public
will not fully appreciate the inevitability of some risk and may respond negatively
to explicit risk assessment.

30 The process initially was required only for projects involving federal actions, but is
now required in many state and local laws.
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4

OPPORTUNITIES FOR ENHANCING
SAFETY AND PROTECTING VALUES

While current lack of data and the distribution of responsibilities for safety
among many agencies represent obstacles to effective use of risk analysis,
opportunities for improving safety are substantial. Peoples' lives, health, and
property can be protected more effectively through broader application of risk
analysis.

AREAS OF OPPORTUNITY

Nine phases in the facility life cycle represent particular opportunities for
application of risk analysis to enhance achievable safety.

1.  Risk analysis can be used as a decision-making tool in the design 
and operations of certain facilities, particularly those which may
(a) expose large numbers of people or especially sensitive property to
hazards (e.g., sports stadiums, museums, or certain military
installations), or (b) be subjected to especially severe or dreaded
hazards (e.g., large power plants, medical research laboratories, or
facilities housing or employing significant quantities of toxic
materials), or (c) involve novel and largely unknown but potentially
high risk building technology (e.g., large scale prototype applications
of new materials or design methods). Risk analysis procedures are
likely to be too
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costly and time consuming—in comparison to the possible
incremental improvements in risk management—to be usefully
applied to all facilities, but in special cases a separate risk analysis
may be warranted.

2.  Risk analysis can be used by agencies and other facility owners to
guide quality control and code enforcement in construction.
Serious losses associated with human error and faulty practices
during construction indicate that facility owners, insurers, and code
officials should press for greater attention to the impact on safety of
constructable designs, preparation of clear and unambiguous plans
and specifications, and construction inspection. Risk analysis can
serve as a framework for estimating this impact, guiding quality
control and assurance efforts, and assuring that risks are not
unnecessarily increased by actions taken during construction.

3.  For similar reasons risk analysis can be used to guide facility 
operations and management activities. Personnel responsible for
these activities are often unaware of how critically safety depends on
a facility's operating systems being used according to the designer's
intentions. Budget constraints, time expediency, or simply lack of
understanding may motivate changes in occupancy, furnishings, and
operating procedures that then sharply increase risk, as outbreaks of
legionnaires' disease have demonstrated.31 Risk analysis may guide
operations and management procedures to assure that attention is
placed where it matters most to safety. Monitoring of facility use can
be an important element of this application, to determine when
occupants' activities may be reducing safety.

4.  Facility maintenance—which should include monitoring of
condition and performance—may be the most neglected factor in
managing risk. The individuals responsible for the physical aspects
of maintenance seldom have full control of resources needed to
support their activities, and underfunding is a chronic problem.32 The
collapse of corroded bridges has demonstrated that the consequences
of deferral and neglect of maintenance, sometimes slow to become
apparent, can accumulate with serious consequence. Risk analysis
can be used to characterize the effects of maintenance or its neglect,
by drawing valid general conclusions from the individual rare events
of facility systems failures.

31 Failure to clean filters in heating, ventilating, and air conditioning systems has been
cited as contributing to outbreaks of legionnaires' disease and other respiratory illness
among building occupants.

32 Another BRB committee addressed this issue in their report Committing to the
Costs of Ownership, National Academy Press, Washington, D.C., 1990.
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5.  Building professionals can use risk analysis to develop retrofit 
strategies for dealing with newly identified hazards. For example,
reported cases abound where the techniques used to remove asbestos
increased the risk of exposure, and the committee noted the concern
expressed by industry that new regulations to deal with lead-based
paints could produce similar results. Risk analysis can help establish
rational policies in these situations.

6.  Risk analysis can be used to develop effective strategies for 
responding to hazardous events such as fire, severe storms, or
landslides. The analyses would encompass maintenance readiness,
advance warning, and allocation of resources for immediate
response. Risk analysis also provides a framework for reasoned
adoption of change in building regulations that may be justified by
the new evidence gained from a disaster. Local governments, in
particular, might benefit from general guidance, based on risk
analysis, regarding when changes in local building codes are or are
not warranted.

7.  The process for developing building codes and design guide
criteria in the United States, an already effective means for
achieving safety, would be strengthened by greater application of the
principles and practices of risk analysis. Probability-based structural
design criteria and new work on fire safety (particularly in Canada33)
warrant greater application.

8.  Risk analysis is ideally suited for evaluating and certifying new
materials or technologies. Systems for approving new building
products approval systems are similar in principle to the system used
for food and drug regulation. However, there are more than 50
different U.S. product approval systems (FCC, 1990) and few
common criteria for judging safety. Risk analysis can provide a
common framework for evaluation to support decision-making.

9.  Risk analysis can support public decision making about
standards, codes, and projects. While perceptions of risk vary from
person to person and among groups of people, the process of
assessing and judging risk seems to enhance the public's ability and
willingness to make informed decisions about difficult questions
involving risk. More effective communication regarding the risks in
and around buildings and the costs of limiting these risks will help
public policy-makers to respond appropriately to demands for action
following serious losses.

33 The Province of Ontario, for example, has undertaken a review of the cost-
effectiveness of all code requirements, and the National Research Council of Canada is
developing a risk-cost assessment model for apartment buildings.
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OVERCOMING LACK OF DATA FOR RISK ANALYSIS

These nine areas of opportunity are specific instances where greater use of
risk analysis has the potential to enhance achievable safety. However, the barriers
to this greater use must be overcome for the potential to be realized, and lack of
data is the first of these barriers.

One key reason for lack of data is simply the rarity of facility failures from
events such as very strong earthquakes, major fires, and other significant hazard
events. When these events do occur, they are too seldom observed and measured
in a careful way that supports development of a data base for subsequent use by
designers and risk analysts.34 For only a few types of hazard are data on similar
events occurring in different locations consolidated and systematically compared
to support a more general analysis of risk in and around buildings.

Data on facilities' characteristics that influence risk are similarly sparse
because regular condition assessments of facilities are rarely available to support
analysis when failures occur. In addition, performance of new materials and
facility systems must be estimated from theoretical analyses, laboratory tests, or
limited field observations that may not reflect the range of conditions likely to be
encountered in practice.

The insurance industry has considerable data on loss experience, but these
data are related primarily to dollar losses and industry rate classes, and are poorly
suited to risk analysis as discussed here. The industry has developed technical
information on how to reduce fire-related and certain other risks in and around
buildings, but depends largely on judgment to interpret the degree to which risk is
likely to be reduced. Loss experience, a part of the basis for this judgment,
depends on costs and a variety of factors not directly related to technical risks.

In contrast to the focused roles of agencies such as the Nuclear Regulatory
Commission, the National Transportation Safety Board or the Food and Drug
Administration, there is no national regulatory focus for data gathering and
analysis of the broader range of building-related risks. The Environmental
Protection Agency, the Federal Emergency Management Agency, and the
Occupational Safety and Health Administration are among those agencies having
some interest in this area, but these agencies' concerns are not focused on facility
risks.

34 Analysis of earthquakes may be the most advanced of the principal environmental
hazards. Records of ground motion in major earthquakes are available to researchers for
detailed study of patterns of damage in the areas where the earthquake occurred. (NRC,
1988)
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Some ten years ago, an attempt was made to establish building risk
clearinghouse at the University of Maryland. The Architectural and Engineering
Performance Information Center started there was never able to attract adequate
support, and is not currently active. The National Research Council of Canada
undertook to establish a similar effort that also failed to gain momentum.

Professional associations and model building code organizations may
partially provide the focus for data base development. For example, the ANSI
A58.1 standard on design loads35 provides a basis for designing typical or
average facilities, but offers little information for designing unusual facilities, or
for dealing with safety issues related to low-probability hazards.

Government agencies also might play a role in fostering necessary data
collection. For example, the Building Research Establishment in the United
Kingdom maintains information on failures in buildings and publishes a series of
Defect Action Sheets intended to alert the profession to newly understood defects
that may be avoided or mitigated. Such a system could be established in the
United States as a federal agency such as the National Institute for Standards and
Technology.

Lack of generally available data can make analyzing the safety of an existing
facility time-consuming and costly. Architectural and engineering plans for
existing facilities, especially older facilities, may not be up-to-date or even
available. Obsolete materials and construction methods may be unfamiliar to
current designers or risk analysts. Hence, a thorough condition assessment and
extensive load testing may be required simply to assess the physical
characteristics of the facility.36 Use of risk analysis may, then, effectively be
limited to those facilities where the financial investment and numbers of people
exposed to the hazard warrant the cost of data collection.

On the other hand, agencies such as the Department of Energy, the Federal
Emergency Management Administration (FEMA) and the U.S. Army Corps of
Engineers have developed procedures for assessing flood and earthquake hazards
at particular locations, and for shaping design decisions

35 American National Standards Institute. 1982. American National Standard Minimum
Design Loads for Buildings and Other Structures. New York.

36 Committee members estimated that current costs for risk analysis in an existing
building might typically be in the following range: $30,000 for data collection and load
testing for assessment of structural safety in reuse of an older building, and $5,000 for a
largely judgement-based analysis of fire hazard in a moderate-sized office building.
However, many factors will influence actual costs in any particular situation.
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that influence subsequent risks at these locations. The General Services
Administration (GSA) has undertaken training programs to inform their staff
about the procedures of risk analysis, and principles of risk assessment are
reflected in the agency's safety and environmental management programs (Events
Analysis, Inc, 1989; GSA, 1988). Such currently active data collection programs
as the National Fire Incidence Reporting System, activities administered by the
Consumer Product Safety Commission, the National Safety Council, and the
Occupational Safety and Health Administration, and loss reporting activities of
agencies such as the Navy, Department of Energy, and General Services
Administration could be combined or expanded to support comprehensive risk
analysis.

The growing experience with such programs may support the research
needed to develop more general measures of hazard and risk. Federal agencies
should share their own experience in this area, and should fund research and
encourage the private sector to use this experience as a basis for developing the
measures needed for more general risk analysis.

MOBILIZING FOR RISK ANALYSIS

Even with adequate data, changes are needed in the nation's system for
managing risk before the resources of government and industry can be effectively
mobilized to use risk analysis. Technical understanding in the building industry
has achieved high levels, but facility design and operations still involve the
judgement of trained professionals. Furthermore, any complete set of criteria and
standards to deal with all risks at all levels would be too costly to apply.
However, federal regulatory and construction agencies acting in cooperation with
the insurance industry can capture benefits of applying risk analysis, and should
join to foster the institutional focus needed for progress. The Federal Construction
Council should continue this effort by bringing together these federal agencies,
the insurance industry, and the national building codes and professional
organizations that deal with building standards, to focus their combined attention
on how to implement broader application of risk analysis.

In addition, building professionals should be prepared in the future to use
risk data and make judgements about relative safety. Preparation begins with
professional education, and the committee recommends that principles and
practices of risk analysis be made part of the training received by architects,
engineers, and code officials. Texts already have been developed that could be
used to introduce information on risk analysis into both university courses and
continuing education programs.
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COMMUNICATING WITH THE PUBLIC

The levels of safety that can be achieved in practice depend on the public's
willingness to allocate resources and undertake the actions required to manage
risk in and around buildings. The aim of building designers and managers should
always be to make facilities as safe as possible within the constraints of available
resources, current technology, and the public's willingness to act.37

Current public attitudes toward avoiding risk make it essential that the cost
of being wrong—including legal liability as well as physical consequences of
underestimating hazard severity or likelihood—should be explicitly considered.
The potential for intense public debate may deter government decision-makers
from addressing these costs within their usual administrative and political
forums. A formal procedure to raise this issue may be warranted for major
projects involving high potential hazard.

Experiences from three decades of environmental impact review, show that
the manner in which risk analysis is performed in many cases may be as
important as the result. People must develop confidence in the process that leads
to a decision when they are unable to judge for themselves the qualify of the
information used in the process. The reputation and professional standing of
people involved in the process becomes very important to building that
confidence.

Furthermore, public attitudes are influenced, in part, by our increasing ability
to identify and measure the intensity of hazards that may previously have escaped
detection. Newly identified risks that are poorly presented may foster public
dismay and hasty responses that can distort public policy and regulatory
practice.38 Taxpayers and voters may lack a broadly understandable baseline
against which to judge acceptable risk and achievable safety.

37 Legal liability sometimes makes policy makers and facilities managers reluctant even
to consider that some level of risk is unavoidable and acceptable. Because there is little
basis in everyday experience for assessing the significance of very low probabilities,
discussion of achievable safety is likely to be controversial and difficult to conduct in a
public forum. Sound risk analysis and thoughtful risk communication programs, however,
can help to overcome this difficulty.

38 The opposite effect may also occur. The EPA estimates radon gas to be a significant
source of cancer risk in many parts of the country, yet has been unable to mobilize broad
public support for regulation.
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Comparisons of estimated risk in different contexts (for example, risk of
death due to highway accidents versus cancer attributed to a particular drug) are
often misleading. Care must be taken to avoid letting illustrative examples
become standards for judgement. Nevertheless, ''code equivalency''—the levels
of risk implicitly accepted for those hazards addressed in building codes—may be
a useful baseline for judging levels of risk for other hazards in and around
buildings. The same baseline may be useful to federal agencies not subject to
local codes but seeking to determine if their design criteria are maintaining risks
at acceptable levels. A risk analysis of model codes could produce estimates of
what these baseline levels of risk are.

Analysts and decision-makers involved in risk analysis for a particular action
(i.e., construction or reuse of a particular facility, or adoption of a new regulatory
policy) must recognize that public debate may initially be stimulated as possible
hazard events and outcomes are identified. Interested people will seek to assure a
common understanding of probabilities and the relative desirability of these
possible consequences.

The public participates, in principle, in the current process of establishing
building codes and the institutional arrangements that support the code process,
but this participation is not consistently effective. The work of the principal
national model codes organizations is generally open to public involvement, but
building code officials and building products manufacturers are currently the
principal participants in those forums, and code changes often are proposed by
trade associations and may have economic motivations. Similarly, adoption of
official local building codes typically entails public hearings, but the general
public often is poorly prepared to deal with the technical issues of facility design
and construction.

Nevertheless, there seems generally to be a high level of public confidence
in the ability of the design professions and the regulatory process to control risk.
Applications of risk analysis should meet highest professional standards to avoid
threatening this public confidence.

Experience in other fields illustrates that good public communication is
essential. Serious concerns about the siting of hazardous and municipal waste
disposal facilities are heightened by people's perception that they are being given
incomplete information and being excluded from the decision-making process. A
sound risk communication program can help to avoid such exaggeration (NRC,
1989).
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5

FINDINGS AND CONCLUSIONS

The benefits of enhanced facility safety warrant concerted efforts to develop
the data bases, analysis methods, and institutional incentives needed to foster
broader use of risk analysis. Risk analysis procedures foster a useful way of
thinking about how mission effectiveness, public health, safety and monetary
investments may be threatened by facilities' failures to perform as anticipated.
Risk analysis also can improve the allocations of resources to achieve more
balanced reductions of risks at all stages of the building process, from early
planning through continuing operations and maintenance.

BUILDING SAFETY AND RISK

The traditional body of standards and design criteria embodied in building
codes and other documents endorsed by governments or professional
organizations bear the primary burden of protecting the health and safety of
people in and around buildings. These standards and criteria have, for the most
part, been developed and refined through years of experience, and greater
attention is sometimes focused more on some hazards than on others. There is no
means for judging the overall risk to which facility users are routinely exposed,
or the levels of safety that might be achieved through a more balanced effort.
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Formal risk analysis, in contrast, seeks explicitly and within a common
framework to assess threats springing from a variety of hazards. Engineering risk
analysis principles and procedures have evolved primarily within the nuclear
power and defense industries to assist decision-makers faced with difficult
choices involving rare events with serious consequences. These principles and
procedures may be applied to help public officials, design professionals, and
other decision-makers responsible for managing resources to achieve facility
safety as well.

The committee noted that the nuclear industry and structural community
have adopted probabilistic or risk-based methods for facilities design and
management (PRA and LRDF, respectively, as noted in Chapter 3 and
Appendix B), and perhaps other terms will be forthcoming to describe
applications in other limited fields. The committee encourages broader adoption
of a common terminology and broader application of such methods to multiple
hazards in and around buildings.

AN ANALYSIS PROCESS

The committee highlighted nine specific areas, discussed in Chapter 4, in
which risk analysis procedures may be applied at various levels of sophistication
and detail to support more effective risk management: (1) design and operations
of individual high risk facilities, (2) quality control and enforcement of codes or
design criteria during construction, (3) facility operations and management
activities, including monitoring of facility use, (4) facility maintenance, (5)
retrofit strategies for dealing with newly identified hazards, (6) strategy for
responding to hazardous events such as fire, severe storms, earthquakes,
landslides, and flooding, (7) refinement of building codes and design guide
criteria, (8) evaluation and certification of new materials or technologies, and (9)
public decision-making about standards, codes, and project approvals.

A five-part process should be followed to apply risk analysis in any of these
areas:

1.  Identify the elements of facilities' design, construction, operation,
maintenance, environment, and use that are sources of risk.

2.  Characterize these hazards in terms of events, and possible outcomes
and consequences.

3.  Estimate—to the extent practical—the probabilities of occurrence of
these hazards, again considering events, outcomes and
consequences.

4.  Collect the data required to support these estimates of probability and
descriptions of hazards.
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5.  Involve the public through effective communication and appropriate
participation in decisions about risk reduction and levels of
achievable safety.

The individual steps are not strictly sequential and, to some extent, all parts
of the process proceed in parallel. Public involvement will help to define the
sources of risk and the nature of these hazards, particularly with regard to the
operations and maintenance actions and the role of human error.

Estimation of probabilities and collection of data are also related.
Preliminary estimates of probabilities may be used to determine what data will be
most effective in sharpening subsequent estimates and resulting conclusions. The
uncertainty of final conclusions can be progressively reduced (although never
eliminated) until the marginal improvements no longer warrant added costs for
data collection and analysis.39

Federal agencies that have both responsibility and authority to take action to
ensure efficient use of the public's resources should adopt this risk-based
approach to establishing their facilities planning and design criteria, procedures
for quality assurance during construction, operating policies, and maintenance
practices. These agencies' actions will then also demonstrate leadership to
encourage private codes and standards organizations to work more rapidly toward
balanced efforts for maximum achievable safety.

BROADER USE OF RISK ANALYSIS

Broad use of risk analysis is limited by available data and the cost of data
collection. However, simplified analysis methods and existing data can support
explicit risk analysis, based primarily on professional judgment, that can enhance
overall risk management effectiveness. Government agencies and the private
sector should implement the following recommendations:

•   Government agencies, model code organizations, building
professionals, and others responsible for ensuring facility safety
should work to increase their own and the public's awareness of how
risk analysis principles and practices can improve safety at
reasonable costs. Professional education and training in risk analysis
should be important elements of this effort, but informing facility
owners and users is needed as well to assure that a balanced approach to
all aspects of risk management is maintained. Engineers, architects,
government officials and policy-makers, model building code

39 This process, widely used in business, is termed Bayesian decision theory. It is named
for Bayes' mathematical theorem of conditional probabilities, upon which the procedure is
based.
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organizations, professional societies and industry groups, universities,
and the news media all have important roles to play.

An especially perplexing challenge is finding means to facilitate
public dialogue about acceptable levels of risk. Risks can be reduced to
very low levels, but cannot be completely eliminated, and those risks
associated with particularly dreaded consequences often generate highly
emotional debate in public forums. Building professionals and public
policy officials should work to inform the public on matters of facility
risk, to identify public concerns, and to incorporate these concerns into
balanced, cost-effective strategies for risk management.

•   To increase safety and reduce costs, risk analysis should be
incorporated selectively into federal agency facility design criteria
and state and local building codes. Codes and formally stated design
criteria will remain the primary means for assuring that safety and public
health are protected in facilities. Agencies and private groups should
work to develop risk-based standards for these documents. While
thorough risk analysis is not practical for all facilities, specific
application of risk analysis procedures should be required for facilities
where large numbers of people, especially severe hazards, or unusual
design or operating characteristics may lead to unusually high risk.
Unusually high economic or strategic value of the facility or its contents
would also warrant explicit risk analysis.

•   Facility managers and responsible public officials should adopt risk
analysis principles and procedures to ensure that a) operating and
maintenance practices or facility renewal activities do not
contribute to increasing risk, and b) needed actions are taken to
control newly recognized risks. Decisions made during planning and
design to control risk rely on actions assumed to be taken in subsequent
construction, operation, and maintenance of the facility. Sometimes
these actions are neglected (e.g., deferral of maintenance), operating
conditions change (e.g., new uses of a facility), or new information
(e.g., discovery of a new health hazard) indicates that unforeseen action
is needed to keep risk at an acceptably low level. Achieving consistently
high safety while avoiding unnecessary costs requires attention to risk
throughout the service life of the facility.

•   Mechanisms should be established to foster systematic collection of
the data required for comprehensive analysis of facility risk.
Government agencies, professional organizations, and the insurance
industry are potential beneficiaries of increased use of risk analysis for
facilities, and could jointly maintain these data. Investigations of
significant facility failures should be made systematically within a
common framework, indexed and analyzed to be available to code
development bodies, design professionals, and the public. Establishment
of an agency or private organization (perhaps similar to the National
Transportation Safety Board) may be the most effective way to assure
development of a comprehensive data base for facility risk analysis, but
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individual agencies can start the process by pooling data within common
reporting formats40.

•   Research and development efforts should be accelerated to
characterize risks associated with all phases of a facility's service
life, and to find effective ways of communicating about this risk to
support realistic public judgements about appropriate costs of risk
management. Facility risk is influenced by actions taken in planning,
design, construction, operation, maintenance, and renovation or
retrofitting of obsolete systems. Work is needed to develop analysis
techniques and monitoring systems that support continuing assessment
of risk at all these stages. Government agencies, as a group the nation's
largest builder and custodian of the public's built assets, should take
leadership, working closely with universities and industry.

Early action should be taken on these recommendations. The benefits to be
gained include better allocation of resources to achieve balanced reduction of
risks; better recognition of the role that human action plays in raising or lowering
risks through design, construction, operation, and maintenance; and improved
ability to recognize and respond to new hazards or increasing risk. Taken
together with the committee's broader recommendations presented in preceding
chapters, the benefits can be realized by the industry as a whole and,
consequently, by the nation. For facility owners, occupants, and neighbors these
benefits of enhanced safety and protection through broader use of risk analysis
will result in lives and dollars saved.

40 Studies sponsored by the FCC have pointed the way toward development of
integrated data bases for buildings that could include performance data to support risk
analysis.
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procedures for design and evaluation of constructed facilities.
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COMMITTEE MEMBERS AND STAFF

BRUCE D. McDOWELL (Chairman), is Director of Government Policy
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construction, and arbitration. He received his BS degree from the University of
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professional development functions in these areas.
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ANATOL LONGINOW, is a Structural Engineer with Wiss, Janney,
Elstner Associates, Inc. He earned a BS degree from Valparaiso University in
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APPENDIX B

CURRENT RECOGNITION OF RISK
AND RISK-BASED DESIGN AT

SELECTED FEDERAL AGENCIES
The committee invited liaison representatives to describe the types and

sources of risks that agencies face in design and operation of their facilities, how
they characterize and assess risk, and how they undertake to manage or limit risks
through design. This appendix summarizes their presentations. Not all federal
agencies that construct or manage facilities were represented by liaisons to the
committee.

TYPES AND SOURCES OF RISKS

Risks of death, injury, and property damage due to fire, extreme winds,
earthquakes, and other structural loads were acknowledged by all agencies. These
risks are perceived to be generally similar to those faced in all facilities, public
and private, but in some cases are especially acute.

Military and some civilian agencies identify certain areas of facilities that
house functions, information, or equipment critical to a mission's viability, and
judge those areas to be particularly risky. Examples include computer facilities,
aircraft valued at several times the cost of their hangers, boiler rooms and
telecommunications switching rooms, and hospital operating rooms.

Heat and smoke toxicity were identified as principal concerns from fire.
Building collapse and trauma injury are generally recognized concerns regarding
facility response to seismic loads; however, it was noted that
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asphyxiation from dust raised by building collapse, rather than trauma (especially
in concrete buildings), was a principal cause of death in the 1989 Armenian
earthquake disaster.

Several agencies must deal with risks to security. This risk applies to drug
storage in medical facilities as well as in military or intelligence settings.

Several agencies must deal with hazardous materials. The Department of
Energy (DOE) considers radiological risk in facility siting. The military agencies
design to limit risks to military personnel and the general public in weapons firing
and munitions storage areas.

The Army's Construction Engineering Research Labs offered a broader
concept of risk with respect to application of new technology in facilities. In this
setting, risk may be defined with regard to any failure of a system to perform
satisfactorily. However, failure and associated risk for wall coverings, for
example, differs from that for structural systems.

Some agencies have encountered problems with older technologies that are
now being found to have toxic effects on building occupants. Such toxic
materials include asbestos and lead in paint and solder used in some plumbing.

CHARACTERIZING AND ASSESSING RISK

Representatives of several agencies indicated that the term ''risk'' is not
explicitly used with respect to design and management of their facilities, even
though they deal with risks of the types described in this study. Those agencies
that do use the term "risk" adopt a probabilistic approach to assessment, with
reference to a specific defined consequence to be avoided. These consequences
may differ from one application to another.

The Navy, for example, sets 10-7 as the maximum probability per event of
injury to military personnel assigned as observers on bombing or gunnery ranges.

The DOE requires that all its facilities be evaluated for potential risks to the
operators, the public and the environment in its safety analysis process. Areas
addressed in the safety analysis include, but are not necessarily limit to, the
following:

•   Form, type, and amount of hazardous materials (nuclear or other) to be
stored, handled, or processed

•   Principal hazards and risks that can be encountered in facility operation,
including potential accidents and predicted consequences of fire,
explosion, radiation, toxic exposure, structural failure, wind, flood,
earthquake, tornado, operating error, failure of essential operating
equipment, and failure of safety systems
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•   Selected design basis accidents such as DBF, DBW, DBE, DBT, OBA,
and DBFL, postulated and quantified, including the rationale for
selection

•   Principal design, construction, and operating features selected for
preventing accidents or reducing risks to acceptable levels, including the
safety margins used.

The DOE's nuclear facilities siting requirements allow for the use of
deterministic (subjective) analyses and/or probabilistic risk analysis (PRA)41 in
judging the selection of one site over others and for overall risk of operation of
the facility. For PRA, events considered are those whose annual probability of
occurrence exceeds 10-6. For fire protection the DOE requires that its vital
facilities and programs meet or exceed the "improved risk" level thereby limiting
damage to an acceptable level. As a part of determining the "improved risk"
level, the fire protection design analysis addresses those conditions in a facility
where the following conditions occur:

•   Large or unusual fire potential exists.
•   There are special life-safety hazards.
•   Toxic chemicals or biological agents exist.
•   The consequences of fire include radioactive contamination of the

facility, the site, or the public environment.
•   National security is adversely affected by fire.

MANAGEMENT AND LIMITATION OF RISK

A number of agencies depend on model building codes for design criteria to
control risk in their facilities. Agencies (such as military) have their own
extensive design criteria which tend to be similar to those in model codes but also
address special mission-related needs. Risk assessment and management becomes
an issue, if at all, only on projects that are particularly complex or crucial to the
success of a key mission.

Agencies face problems of management and limiting risk in existing
facilities as well as new designs. Agencies such as the Postal Service may lease
only a few floors in a multi-floor building and yet must be concerned

41 PRA procedures are used by utilities and the Nuclear Regulatory Commission for
analysis of nuclear power plants. These procedures were developed by the American
Nuclear Society and the IEEE, working under contract to the Nuclear Regulatory
Commission. More broadly applied, such procedures could fulfill many of the committee's
recommendations. Refer to Appendix D.
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about risk associated with the entire facility. Other agencies suspect that risks are
increasing as facilities age. The Army, for example, noted that 43 percent of their
buildings are older than 35 years. Some agencies are concerned that newly
perceived risks may require costly retrofit of existing structures, as occurred when
the seismic hazard zone designation for the city of Memphis, Tennessee was
increased.

In two cases—veterans hospitals and ballistics firing to which civilians
might be exposed—agencies have adopted an implicit policy of "risk free"
design. However, it was generally acknowledged that facilities maintenance and
operating procedures can substantially influence the level of risk.
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APPENDIX C

ILLUSTRATIVE RISK ANALYSIS
METHODS

A number of formal procedures and specific analysis tools have been
developed in fields where risk analysis has been applied. Some of the more
commonly used methods, briefly described here, illustrate the logic of risk
analysis. All such methods have limitations and appropriate ranges of
application.

PRELIMINARY HAZARD ANALYSIS

A preliminary hazard analysis (PHA) is a qualitative study of the hazards,
components of the related operational system, and event sequences that could
lead to an unwanted incident. Possible consequences of the incident and potential
corrective actions normally are included in the study. The PHA uses an inductive
forward analysis of starting with the failure event and identifying sequential
consequences resulting from the failure.

A PHA is an initial effort to identify potential problem areas and the system
components and their interfaces. The study is qualitative and considers larger
operational components, rather than detailed interactions. (See Figure C-1) If a
PHA is done during the preliminary design stage, awareness of the potential
problems can enable the designer to incorporate features to reduce, control, or
avoid the risk. If the potential risk remains after design and construction, the PHA
can be used to identify needs for management or governmental action to mitigate
the potential losses.
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Although the PHA lacks detail, it is a useful procedure to create awareness
of potential hazards and to provide guidance for improving protection for the
assets of people, property, and operational continuity. The time to complete a
PHA is comparatively short, and the experience of the analyst is important to the
quality of the results.

FAILURE MODES AND EFFECTS ANALYSIS

A failure modes and effects analysis (FMEA) describes potential failure
modes in a system and identifies the possible effects on the system's
performance. The method first identifies the subsystem components and their
inter-relationships in detail. Then, every mode of failure for each component is
considered, and the effects on system function are identified. A FMEA normally
is developed in a qualitative format, although quantitative values for reliability
may be incorporated. (See Figure C-2)

The FMEA is an inductive, forward analysis. The procedures can involve a
high degree of detail because all modes of failure for each component must be
considered. A FMEA requires an intimate knowledge of the system, constraints,
environment, and the definition of failure. Mathematical sophistication is not
important, and reliability quantification of each component can be time
consuming and expensive, particularly when components have more than one
failure mode.

A FMEA normally deals with equipment and does not include the human
action interface, system interaction, and common cause failures. The
documentation of failure modes and conditions that lead to the failure enables the
designer to focus on details of enhancing reliability and performance in a
systematic manner. However, it is often difficult to determine exactly which
failure modes cause a specific adverse effect. A fault tree analysis can
complement a FMEA to identify causal details.

CRITICALITY ANALYSIS

A criticality analysis (CA) provides a measure by which the relative
importance of system components may be ranked. A CA often is an extension of a
FMEA. As with a FMEA, a criticality analysis deals mostly with equipment and
does not take into account the human activity interface, system interactions, and
common cause failures. Criticality may be expressed in functional categories or in
probabilistic terms.

Criticality categories may be established subjectively in terms of functional
descriptions or levels of damage, or more quantitatively in terms of a
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frequency of failure. The cost of evaluating component failures can vary
substantially.

A CA allows a ranking of the hazards and failure effects to identify relative
importance or attention. In addition to probabilistic ordering, criticality ranking
can be expressed as a product of probability and expected damage.

EVENT TREES

An event tree starts with an identified failure condition and proceeds with a
forward, inductive analysis to show causal relationships. This forward analysis
traces all possible sequences of events that together describe all possible
outcomes of the failure event. The diagrammatic structure that describes these
outcomes in a series of discrete, connected events is an event tree. Each branch
represents a possible status (state) of the system.

The sequence of events in this forward analysis enables one to identify a
number of scenarios (sequences of events) for the outcomes of a single initiating
event. The selection of the events reflects the degree of detail that is desired.
Figure C-3 shows a relatively gross description of the possible outcomes to a fire
in a three room building having Room 1 as the room of origin. Fire termination
may occur by self termination, automatic sprinkler suppression, or manual
suppression. One could construct event trees to describe events in even greater
detail.

The event tree can be used qualitatively to describe possible outcomes of an
event. Outcomes may be grouped in terms of their consequences, as illustrated in
Figure C-3. When event probabilities are determined, the probability of the
outcomes may be calculated. It is often difficult to determine the probabilities
objectively because they are conditional on the occurrence of prior events.

The method's inherently binary nature, with each mode indicating a "fail,
not-fail" dichotomy can be overcome but is a shortcoming. Systems often degrade
without experiencing sudden failure, but detailed analyses of such failure modes
introduce considerable complexity into the event trees. Statistical correlations
among events may affect the sequence probabilities and are difficult to evaluate
with currently available data.

FAULT TREES

A fault tree is a diagram that traces the causal events that can lead to a system
failure backward through deductive logic to determine its roots. The events are
organized into a logical framework which uses logic gates to
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identify the causal relationships of the events immediately below the gate. Fault
trees can be used for evaluating the events as branches in the event tree in
Figure C-3.

Figure C-3 Example of Event Tree Analysis

Procedures for constructing fault trees are well documented and provide a
means by which complex interrelationships can be understood. Construction of a
fault tree requires an intimate knowledge of the system being studied, identifying
causes, determining exclusiveness, independence, and conditionality of events,
and logically describing event interactions require considerable thought and
understanding. This process is, however, one of the most valuable parts of the
analysis process.

Fault trees are analogous to a photograph in that they depict conditions at an
instant in time or as a transition between two consecutive events in an event tree.
Fault trees may be used qualitatively to identify events that cause failure. When
probabilities are determined for the events, the probability of failure of the main
event may be calculated. Time dependent event relationships cannot be
represented on fault trees.

Variations of the fault tree analysis may be explored, focusing on actions
that will prevent progress toward failure. Success trees and more general network
diagrams share with fault trees the basic characteristics of illustrating graphically
the chains of cause and consequence that can lead from an initial event (such as
an earthquake) to loss of life or safe and acceptable performance.
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APPENDIX D

PROBABILISTIC RISK ASSESSMENT 42

The term Probabilistic Risk Assessment (PRA) refers to the framework and
analytical methods widely used for assessing risk in the U.S. nuclear power
industries. PRA utilizes event trees and fault trees in a structured analysis process
that can be described in five general steps:

1.  Identifying various hazards and the frequency of various levels of
each hazard (initiating event).

2.  Identifying the things that could fail or go wrong and their
probability, given the various hazards and hazard levels, including
the consequential damage associated with each failure. This step
involve the development of all of the scenarios of events that could
occur, and their sequence and resultant damage. (The event tree is a
tool for this.)

3.  Developing the model for each event in the sequences to indicate
which of the event's component parts could fail and lead to failure or
degradation of the event. (The fault tree is a tool for this.)

4.  Quantifying the fault trees and event trees to determine the frequency
of each damage state, and thereby determining the ranked order of
scenario and the component contributors to the different damage
state's frequency.

42 This explanation was provided by one of the peer reviewers of the committee's draft
report.
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5.  Determining the uncertainty in the results by calculating a
distribution of damage state frequency, using the distribution of
possible hazard frequency and failure probability.
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