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“Knowing is not enough; we must apply.
Willing is not enough; we must do.”

—Goethe
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The National Academy of Sciences is a private, nonprofit, self-perpetuating society of distin-
guished scholars engaged in scientific and engineering research, dedicated to the furtherance of
science and technology and to their use for the general welfare. Upon the authority of the charter
granted to it by the Congress in 1863, the Academy has a mandate that requires it to advise the
federal government on scientific and technical matters. Dr. Bruce M. Alberts is president of the
National Academy of Sciences.

The National Academy of Engineering was established in 1964, under the charter of the Na-
tional Academy of Sciences, as a parallel organization of outstanding engineers. It is autonomous
in its administration and in the selection of its members, sharing with the National Academy of
Sciences the responsibility for advising the federal government. The National Academy of Engi-
neering also sponsors engineering programs aimed at meeting national needs, encourages educa-
tion and research, and recognizes the superior achievements of engineers. Dr. William A. Wulf is
president of the National Academy of Engineering.

The Institute of Medicine was established in 1970 by the National Academy of Sciences to se-
cure the services of eminent members of appropriate professions in the examination of policy
matters pertaining to the health of the public. The Institute acts under the responsibility given to
the National Academy of Sciences by its congressional charter to be an adviser to the federal
government and, upon its own initiative, to identify issues of medical care, research, and educa-
tion. Dr. Kenneth I. Shine is president of the Institute of Medicine.

The National Research Council was organized by the National Academy of Sciences in 1916 to
associate the broad community of science and technology with the Academy’s purposes of fur-
thering knowledge and advising the federal government. Functioning in accordance with general
policies determined by the Academy, the Council has become the principal operating agency of
both the National Academy of Sciences and the National Academy of Engineering in providing
services to the government, the public, and the scientific and engineering communities. The
Council is administered jointly by both Academies and the Institute of Medicine. Dr. Bruce M.
Alberts and Dr. William A. Wulf are chairman and vice chairman, respectively, of the National
Research Council.
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1

Executive Summary

The Institute of Medicine (IOM) and the Committee on the Role of Institutional Review
Boards in Health Services Research Data Privacy Protection hosted a workshop on March 13–14,
2000, to gather and to exchange information on the protection of human subjects in health serv-
ices research (HSR). HSR examines the impact of the organization, financing and management,
of health care services, on the access to, delivery, cost, outcomes and quantity of those services.
The benefits of such studies include increased understanding of the effects of changing parts of
the health care system, such as whether a change in the reimbursement policy for a particular
class of drug has any effect on the health or quality of life of the participants. The major risk in
such research is not physical harm, but risk resulting from improper disclosure of personal in-
formation, that is, a breach of confidentiality. Confidentiality can be protected by limiting access
to data and strengthening protections of data handling. However, HSR can be conducted only if
researchers have access to data. Thus, data privacy and data access are objectives that have to be
balanced.

POLICY CONTEXT

In recent years, public interest in and concern about the privacy of personally identifiable
health information has increased. Currently, there is no comprehensive federal law that affords
protection for the privacy of all health-related information. There are some federal laws, and
state statutes varying by locale, that protect certain types of personally identifiable health infor-
mation under certain circumstances (Gostin et al., 1996; O’Brian and Yasnoff, 1999; Goldman
and Hudson, 1999).

In 1996, Congress enacted the Health Insurance Portability and Accountability Act (HIPAA),
which directed the Secretary of Health and Human Services to publish regulations by February
2000, unless the Congress had taken legislative action at least six months earlier. The Secretary
published a Notice of Proposed Rulemaking in November 1999 (Department of Health and Hu-
man Services, 1999), with the comment period closing on February 17, 2000. As this workshop
was being held and summarized, the Department was analyzing and responding to the many (ap-
proximately 52,000) comments that the proposed rule elicited.

Historically, the focus of institutional review boards (IRBs) has been on protecting human
subjects from harm associated with invasive clinical procedures or administration of new drugs.
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INSTITUTIONAL REVIEW BOARDS AND HEALTH SERVICES RESEARCH DATA PRIVACY2

In HSR there are few physical risks. Much HSR involves the analysis of previously collected,
personally identifiable, health information recorded in the course of clinical care, billing, or
payment for services. Thus, in HSR the primary risks are due to breaches of confidentiality, with
ensuing loss of privacy and possible stigma and discrimination. Little is known about IRB prac-
tices in the area of HSR projects. Furthermore, much HSR using large databases falls outside the
scope of federal regulations that require oversight by IRBs because it is undertaken with private
funding by organizations that do not hold federal multiproject assurances that require all research
at the institution to fall under IRB review.

SCOPE OF PROJECT

In order to facilitate the national discussion of the topic of IRB oversight of HSR, the spon-
sors commissioned the IOM to call together a panel of national experts on various aspects of the
problem. The purpose of this project was to provide information and advice on the current and
best practices of IRBs in protecting privacy in health services research. The project was spon-
sored by the Agency for Healthcare Research and Quality and the Office of the Assistant Secre-
tary for Planning and Evaluation, both in the Department of Health and Human Services. The
charge to the committee was as follows:

1. To gather information on the current practices and principles followed by institutional re-
view boards to safeguard the confidentiality of personally identifiable health information used
for health services research purposes, in particular, to identify those IRB practices that are supe-
rior in protecting the privacy, confidentiality, and security of personally identifiable health in-
formation.

2. To gather information on the current practices and principles employed in privately
funded health services research studies (that are generally not subject to IRB approval) to safe-
guard the confidentiality of personally identifiable health information, and to consider whether
and how IRB best practices in this regard might be applied to such privately sponsored studies.

3. If appropriate, to recommend a set of best practices for safeguarding the confidentiality of
personally identifiable health information that might be voluntarily applied to health services re-
search projects by IRBs and private sponsors.

This summary describes the presentations and discussions that took place at the IOM Work-
shop on the role of Institutional Review Boards and Health Services Research Data Privacy. This
summary reflects what transpired at the workshop and does not include committee deliberations,
findings, or conclusions. The committee’s deliberative report is being published separately
(IOM, 2000).

WORKSHOP

The workshop itself was one of the major information-gathering activities of the committee.
The committee invited speakers including IRB administrators and chairs from universities, re-
search foundations, the U.S. Army and private businesses, as well as representatives from health
care services and pharmaceutical companies. The committee also welcomed all interested parties
to attend and to participate in discussion periods following the presentations. The invited speak-
ers and members of the audience were asked to provide information on what their organizations
actually do to protect confidentiality in health services research, whether or not the research they
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EXECUTIVE SUMMARY 3

do falls under the purview of the common rule. The committee also asked the participants to
share any observations they had made regarding which practices are best and which might be
applicable to other institutions.

The Office for Protection from Research Risks (OPRR) is the agency that administers the
federal regulations on human and animal subjects. The director of OPRR’s Division on Human
Subject Protections presented an overview of federal regulations on human subjects, particularly
regulations pertaining to the determination of whether a records review study involves human
subjects, when data are considered identifiable, whether a study might be exempted from IRB
review, and whether informed consent from subjects might be waived.

The committee heard presentations by several speakers who administer or chair IRBs in uni-
versities, private foundations, corporations, or military settings. Highlights mentioned included
how IRBs have wrestled with determining whether data would be identifiable and how to ensure
that potential risks to all affected parties are considered. For instance, the set of subjects may in-
clude not only the patients who received a service, but also the health care providers who deliv-
ered the service. In most HSR studies, the subjects themselves are not likely to receive any direct
benefit, so the tolerance of some IRBs for risk to the subjects is correspondingly low, although
IRBs consider risk to subjects in balance with the benefits to society of the research in the case of
HSR as with any protocol. Other highlights include the following:

• An IRB chair from the UCSF medical school reported on an internal study leading to a rec-
ommendation that research grants should include 1.0 to 1.5 percent of the budget as an above-
the-line item directed to the support of the institution’s human subjects protection program.

• A former IRB chair, recently relocated to University of Florida, identified the differentia-
tion of health services research and health services operations as critical, but also noted that the
evaluation of risks to privacy is not new for IRBs and that current federal regulations allow ap-
propriate flexibility.

• An IRB chair from RAND described its on-line system for initiating research projects, de-
signed to help investigators determine whether the project might be addressed as research and, if
so, to explore the possibilities of exemption from full IRB review, eligibility for expedited re-
view, or requirement for full review. This IRB has access to a three-person privacy team, in-
cluding an information resource specialist, a data librarian, and a networks specialist, to help de-
sign and implement data safeguarding plans commensurate with the level of risk for various
protocols.

• An IRB chair from the Research Triangle Institute observed that it is very important that
health services researchers have the freedom to work with their IRBs to modify standard consent
and confidentiality language as appropriate for the particular study in question. He concluded
that although many issues are often not well understood by IRB members or by researchers be-
cause they represent new or rare situations, the IRB system is workable and working, and has
never in his experience been an onerous burden to researchers.

• An officer from Intermountain Health Care described the comprehensive technical protec-
tions and enforceable policies the organization has implemented in the protection of personally
identifiable health information, whether in the context of research or in day to day operations of
providing health services. He noted that all known violations of privacy have occurred in opera-
tions, but none have been found in the research branch.

• A representative of AXENT, an information security firm, spoke on recent market trends in
security such as the widespread adoption of Web access security products and virtual private
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INSTITUTIONAL REVIEW BOARDS AND HEALTH SERVICES RESEARCH DATA PRIVACY4

networks, the slower adoption of products for authenticating users (i.e., public key infrastructure
products), public key infrastructure products, and the general tendency of organizations to con-
tract for information technologists rather than develop in-house expertise.

• The chair of the IRB of the Indian Health Service spoke about ethical issues regarding re-
search with minority groups, including both the privacy of individuals within small and isolated
groups and the privacy of the group itself. In either case, he observed, consultation with indi-
viduals familiar with the particulars of the group is important to avoid unintentional privacy vio-
lations and to build trust between the researchers and the participants.

The committee had commissioned two background papers, in accord with the contract be-
tween the IOM and the sponsors, which were presented in draft at the workshop. One paper
analyzed issues regarding HSR with children. The author identified three issues of particular
concern in considering health services research involving minors, including the heterogeneity of
the population in question, complications arising from proxy consent, and the changing interests
and risks affecting the subjects as they grow older. The second commissioned paper analyzed
international standards regarding the use of personally identifiable health information for HSR.
The author studied international conventions and guidelines and the domestic law of several na-
tion states. This analysis pointed out different approaches to requiring oversight of the use of
personally identifiable health information in HSR by IRB-like bodies and the uses of such infor-
mation without individual consent. Both papers are appended to the committee’s report, as is this
workshop summary.
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5

1

Introduction

The Institute of Medicine and the Committee on the Role of Institutional Review Boards in
Health Services Research Data Privacy Protection hosted a workshop on March 13–14, 2000, to
gather and to exchange information on human subjects protection in health services research.

Health services research uses quantitative or qualitative methodology to examine the impact
of the organization, financing, and management of health care services on the access to and the
delivery, cost, outcomes, and quality of services. Another IOM committee (IOM, 1995) recently
developed the following definition:

Health services research is a multidisciplinary field of inquiry, both basic and applied, that ex-
amines the use, costs, quality, accessibility, delivery, organization, financing, and outcomes of
health care services to increase knowledge and understanding of the structure, processes, and ef-
fects of health services for individuals and populations.

As these definitions show, HSR includes a broad range of questions and of research methodolo-
gies. This IOM project concentrates on HSR conducted through analyses of previously existing
databases of health information. Further, among such studies, this project considers just the role
of institutional review boards in ensuring that the study design will maintain confidentiality in
the use of the subjects’ data.

The benefits of HSR studies include increased understanding of the results of policy changes
and other systemic effects in health care. The major risk in this branch of research, where the
actual object of study is not the human body, but data about human beings, is likewise not to life
and limb, but rather the risk resulting from improper disclosure of personal information. Any
potential for harm would come about through possible breaches of confidentiality. The method-
ology, and in many respects the type of questions, of HSR are often very similar to the questions
and methods directed toward assessing and improving the quality of operations within an organi-
zation. As a result, a boundary between research and operations is often difficult to locate.

It is important to distinguish privacy and confidentiality. The following explanation is pro-
vided by the Office of Protection from Research Risks in guidance to institutional review boards.

Privacy can be defined in terms of having control over the extent, timing, and circumstances of
sharing oneself (physically, behaviorally, or intellectually) with others. Confidentiality pertains to
the treatment of information that an individual has disclosed in a relationship of trust and with the
expectation that it will not be divulged to others in ways that are inconsistent with the under-
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INSTITUTIONAL REVIEW BOARDS AND HEALTH SERVICES RESEARCH DATA PRIVACY6

standing of the original disclosure without permission. (OPRR Guidebook, Chapter Three, Sec-
tion D, 1993)

The protection of privacy is an important matter, and many individuals regard the protection
of their privacy (and likewise the confidential treatment of private information they choose to
disclose) as an important ethical value. The responsible conduct of high-quality research is also
an important value, and many individuals appreciate the benefits of effective health care, effi-
cacy that is based on information that can be obtained only from population data. Privacy and
confidentiality can be protected by limiting access to data. Good research can be conducted only
if investigators have access to data. Risks to individuals (from possible breaches of confidential-
ity) and benefits both to individuals and society (from the results of good research) are thus two
concerns that we must balance.

In research, one way to ensure that subjects are protected, and in particular for this report’s
concerns, that the confidentiality of personally identifiable health information is maintained, is to
have the proposed study reviewed by an institutional review board (IRB). IRBs are usually lo-
cated within the organization doing the research, so that they can be aware of the nuances of the
local situation. IRBs must ensure that they follow federal regulations pertaining to the protection
of human subjects but they also use their local knowledge in practice along with the general prin-
ciples in those regulations. This is why it was important in this project to consider the practices
that IRBs actually follow as well as the regulations they apply through those practices.

It is also important to understand that IRB review is required only for research activities. So
if data were to be collected for some proposed research (i.e., federally funded or otherwise sub-
ject to federal regulation), the protocol would be reviewed by an IRB for the protection of confi-
dentiality. But health care provider or product companies often undertake reviews of their inter-
nal operations to assess and improve the quality of care and/or products they provide. These
quality assessment and quality improvement exercises are not defined as research but may in-
volve similar types of data collection as HSR, as well as raising similar questions about the use
of private information and the maintenance of confidentiality. So if similar data were to be col-
lected or used by a health care provider or health product company in the course of day-to-day
clinical care or business operations, such collection and use would not be subject to regulations
requiring IRB review.

BACKGROUND AND POLICY CONTEXT

In recent years, public interest in and concern about privacy and personally identifiable
health information has increased and continues (e.g., Appelbaum, 2000). Some individuals have
been disturbed, for instance, at corporate use of health information to create targeted mailings
that seem to straddle the line between anticipating health questions and marketing products. For
example, a database marketing firm received patient prescription records from two large phar-
macies in the Washington, D.C. metro area (Lo and Alpers, 2000). The firm then created mail-
ings for the pharmacies on the pharmacies’ letterhead targeted to consumers of certain prescrip-
tion drug products, informing them of new products with similar indications. The project, which
was quickly canceled by the pharmacies in response to customer complaints, had been sponsored
by the manufacturers of the new products, although the manufacturers never had access to any
patient records themselves. In other cases, these worries have been heightened by still more dra-
matic reports of privacy violations, such as the release of HIV test results of hundreds of indi-
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INTRODUCTION 7

viduals to several Florida newspapers (in Etzioni, 1999). Such incidents are not HSR, but still
increase general concern about the reliability of privacy protections.

In 1996, Congress enacted the Health Insurance Portability and Accountability Act directing
the Secretary of Health and Human Services to prepare detailed recommendations on standards
for privacy and personally identifiable health information. The Secretary’s recommendations
were delivered to Congress in September 1997 (Shalala, 1997), and several privacy bills have
been introduced in Congress since that time. Both the Secretary’s recommendations and most of
the privacy bills introduced in the 105th Congress would permit personally identifiable health
information to be used in research without the person’s explicit permission if the research project
were approved by an IRB.

The HIPAA further directed the Secretary of Health and Human Services to publish regulations
on privacy standards by February 2000, unless the Congress had taken legislative action at least six
months earlier. The Secretary published a Notice of Proposed Rulemaking in November 1999,
with the comment period closing on February 17, 2000 (Department of Health and Human Serv-
ices, 1999). The proposed regulations would create new requirements for privacy protection for all
health care providers and health plans, and would establish research standards and oversight for all
research. In addition, the proposed rule would permit the use and disclosure of personally identifi-
able health information for research without authorization by the subject, as long as the research
protocol had been approved by an IRB or, if it does not fall under regulations requiring IRB re-
view, then by an equivalent body. As this workshop was being held and summarized, the depart-
ment was analyzing and responding to the many (approximately 52,000) comments that the pro-
posed rule elicited.

Another important context for this report is recent media attention to research on human
subjects. For example, news stories on topics such as gene therapy and clinical trials in develop-
ing countries have highlighted concerns about human subjects protections. Policies on many lev-
els, from institutional to international, address of the proper and ethical conduct of research with
human subjects. In the United States, the use of human beings as research subjects is governed
by federal regulations when the research is federally funded. The body of federal regulations
about human subjects protection (45 CFR 46 Subpart A) is called the Common Rule, since it has
been adopted “in common” by many federal departments and agencies that are involved in re-
search with human subjects as the basis for their regulations. The Food and Drug Administration
(FDA) has adopted similar regulations (21 CFR 50 and 56) and will not consider clinical trial
results submitted in support of a marketing application unless the trial was approved by an IRB.
In addition, many organizations that do human subjects research have entered into agreements to
conduct all their research according to the Common Rule, regardless of funding. Such agree-
ments are called multiple product assurances (MPAs, see also footnote 6 below).

The provisions of this shared body of regulation, including the Common Rule and MPAs as
well as FDA regulations, grew from a variety of sources including the Belmont Report (Belmont,
1979). The Belmont Report presented the ethical basis of human subjects research as three prin-
ciples: respect for persons, beneficence, and justice. The main mechanism in the human subjects
protection system for protecting research subjects and for assessing the balance between the risks
and benefits of research is the institutional review board. An IRB is a standing committee com-
posed of scientists and/or physicians not directly involved with the proposal being reviewed and
including at least one person who is not primarily involved in scientific pursuits and at least one
person who is not otherwise connected with the institution. IRBs review proposals for research
with human participants to make sure that any risk of harm to the subjects of the research is rea-
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INSTITUTIONAL REVIEW BOARDS AND HEALTH SERVICES RESEARCH DATA PRIVACY8

sonable in relation to the possible benefits and that they will be respected as persons, not just
used as research subjects. In many studies the subjects participate only after giving informed
consent. So the IRB must make sure that subjects will be fully informed and then have an op-
portunity to consent, decline to participate in the research, or withdraw at anytime, unless the re-
search is of such low risk that informed consent is not needed. In federal regulations, the IRB of
a particular organization is charged with reviewing and approving all research at the institution
covered by the regulations. The criteria set out in the regulations for IRBs to use in assessing
research proposals are listed in Box 1-1.

BOX 1-1  Criteria for IRB Approval of Research

Sec. 46.111 Criteria for IRB approval of research.

(a) In order to approve research covered by this policy the IRB shall determine that all
of the following requirements are satisfied:

(1) Risks to subjects are minimized: (i) By using procedures which are consistent
with sound research design and which do not unnecessarily expose subjects to risk, and
(ii) whenever appropriate, by using procedures already being performed on the subjects
for diagnostic or treatment purposes.

(2) Risks to subjects are reasonable in relation to anticipated benefits, if any, to sub-
jects, and the importance of the knowledge that may reasonably be expected to result. In
evaluating risks and benefits, the IRB should consider only those risks and benefits that
may result from the research (as distinguished from risks and benefits of therapies sub-
jects would receive even if not participating in the research). The IRB should not consider
possible long-range effects of applying knowledge gained in the research (for example,
the possible effects of the research on public policy) as among those research risks that
fall within the purview of its responsibility.

(3) Selection of subjects is equitable. In making this assessment the IRB should take
into account the purposes of the research and the setting in which the research will be con-
ducted and should be particularly cognizant of the special problems of research involving
vulnerable populations, such as children, prisoners, pregnant women, mentally disabled
persons, or economically or educationally disadvantaged persons.

(4) Informed consent will be sought from each prospective subject or the subject’s
legally authorized representative, in accordance with, and to the extent required by Sec.
46.116.

(5) Informed consent will be appropriately documented, in accordance with, and to
the extent required by Sec. 46.117.

(6) When appropriate, the research plan makes adequate provision for monitoring
the data collected to ensure the safety of subjects.

(7) When appropriate, there are adequate provisions to protect the privacy of sub-
jects and to maintain the confidentiality of data.

(b) When some or all of the subjects are likely to be vulnerable to coercion or undue
influence, such as children, prisoners, pregnant women, mentally disabled persons, or
economically or educationally disadvantaged persons, additional safeguards have been
included in the study to protect the rights and welfare of these subjects.

SOURCE: 45 CFR 46, Subpart A 46.111
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INTRODUCTION 9

Research using databases containing health information on individuals, of which health
services research is one example, also falls under the Common Rule, although the Belmont Re-
port and regulations primarily address clinical research and individual direct interventions. HSR
involving the analysis of previously collected data is somewhat different from clinical research
in that subjects participate indirectly because researchers are sorting data on large sets of indi-
viduals but not intervening with the specific individuals themselves. As a result, the application
of the principles may also have to be somewhat different in HSR.

PROJECT OBJECTIVES

The sponsors commissioned the IOM to call together a panel of national experts on various
aspects of the problem. The purpose of this project was to provide information and advice on the
current and best practices of IRBs in protecting confidentiality in health services research. The
project was sponsored by the Agency for Healthcare Research and Quality and the Office of the
Assistant Secretary for Planning and Evaluation, both in the Department of Health and Human
Services.

The charge to the committee was as follows:

1. To gather information on the current practices and principles followed by institutional re-
view boards to safeguard the confidentiality of personally identifiable health information used
for health services research purposes, in particular, to identify those IRB practices that are supe-
rior in protecting the privacy, confidentiality, and security of personally identifiable health in-
formation.

2. To gather information on the current practices and principles employed in privately
funded health services research studies (that are generally not subject to IRB approval) to safe-
guard the confidentiality of personally identifiable health information, and to consider whether
and how IRB best practices in this regard might be applied to such privately sponsored studies.

3. If appropriate, to recommend a set of best practices for safeguarding the confidentiality of
personally identifiable health information that might be voluntarily applied to health services re-
search projects by IRBs and private sponsors.

The charge did not encompass many other possible questions about privacy of medical rec-
ords or electronic records in general. The committee recognized the strong connections between
these related matters and the question of protecting data confidentiality in health services re-
search. However, in keeping with the committee’s charge, these issues were not discussed at the
workshop. The committee also did not discuss issues of privacy and confidentiality as they per-
tain to other types of research, for example, clinical research that deals with sensitive topics such
as HIV infection, mental illness, or substance abuse.

The committee focused its attention on HSR involving the secondary analysis of existing
data because this type of research raises the most dilemmas about how IRBs can protect the con-
fidentiality of the patients’ data. To be sure, HSR that involves, for example, questionnaires to
patients about satisfaction or clinical outcomes also raises concerns about privacy and confiden-
tiality. However, patients must be contacted and must cooperate for data to be gathered. Because
of these interactions, the research may be less likely to be exempt from IRB review, and potential
subjects have the ability to decline to participate.
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The committee therefore urges the reader to bear in mind that such related matters were not
in the charge, were not addressed by the committee, and in particular, were not discussed at the
workshop.

SCOPE OF WORKSHOP REPORT

This summary describes the presentations and discussions that took place at the March 13–
14, 2000 IOM Workshop on Institutional Review Boards and Health Services Research Data Pri-
vacy Protection. This summary reflects what transpired at the workshop and does not include
committee deliberations, findings or conclusions. The committee’s deliberative report is being
published separately (IOM, 2000).

The workshop itself was one of the major information-gathering activities of the committee.
The committee invited speakers including IRB administrators and chairs from universities, re-
search foundations, the U.S. Army, and private businesses, as well as representatives from health
care services and pharmaceutical companies (see appended workshop agenda). The committee
also welcomed all interested parties to attend and to participate in discussion periods following
the presentations. The invited speakers and the audience were asked to provide information on
what their organizations, whether IRBs or organizations doing research not under the purview of
the Common Rule, currently and actually do to protect privacy in health services research. The
committee also asked the participants to share any observations they had made regarding which
practices are best and might be applicable to other institutions.

Some of the issues discussed at the workshop and in this document have been the subject of
recent IOM and National Research Council (NRC) reports. These reports include For the Record
(NRC, 1997), Health Data in the Information Age (IOM, 1994), and Private Lives and Public
Policies (NRC, 1993).

DEFINITIONS

This summary uses several terms repeatedly, for which the committee has offered definitions
below.* In most cases, these definitions are incomplete in a global sense, reflecting their use in
the context of the present study; “privacy,” for instance, has other shades of meaning to be sure,
but the definition below emphasizes the use of the word in regard to information.

• Informational Privacy—The right of individuals to control access to, and the use of, infor-
mation about themselves.

• Confidential—a manner of treating private information, which has been disclosed by the
individual subject of the information to a particular person or persons, such that further disclo-
sure of the information will not be allowed to occur without authorization.

• Health Services Research—a multidisciplinary field of inquiry, both basic and applied, that
examines the use, costs, quality, accessibility, delivery, organization, financing, and outcomes of
health care services to increase knowledge and understanding of the structure, processes, and ef-
fects of health services for individuals and populations.

• Personally Identifiable Health Information—information such that an individual person can
be identified as the subject.

                                               
*Bradburn, N., 2000; Buckovich et al., 1999; NRC, 1997; Lowrance, 1997; IOM, 1995; OPRR, 1993.
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• Institutional Review Board—administrative body established to protect the rights and wel-
fare of human research subjects in research activities of the institution to which the board is af-
filiated, by reviewing proposed research protocols and approving or requesting changes prior to
their inception.
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2

Workshop Summary

The Committee on the Role of Institutional Review Boards in Health Services Research Data
Privacy Protection hosted a public workshop on March 13–14, 2000 (agenda appended). The
committee invited speakers with a variety of institutional perspectives and also welcomed contri-
butions from the audience. As a starting point for the workshop, the committee reviewed its
charge (as given in the previous section). The committee was charged with collecting informa-
tion on the current practices of institutional review boards for protecting data privacy in health
services research, gathering information on the practices of organizations that are not required to
consult IRBs but still carry out HSR activities where data privacy and confidentiality are of con-
cern, and to the extent possible, identifying and recommending the best practices for wider
adoption. This section presents a summary of the workshop proceedings. The summary does not
include deliberations, findings, or recommendations by the committee (see IOM, 2000)

INTRODUCTORY PRESENTATIONS

The first series of presentations was given by representatives of several agencies within the
federal Department of Health and Human Services (DHHS). The sponsors of the project, the
Agency for Healthcare Research and Quality (AHRQ) and the Office of the Assistant Secretary
for Planning and Evaluation (ASPE), outlined their perspective on the objectives of the work-
shop and the committee’s task, and the Office for Protection from Research Risks (OPRR) pro-
vided an overview of the current regulations on the protection of human subjects in research.

Comments from Sponsoring Agencies

Dr. Michael Fitzmaurice of the AHRQ, one of the agencies sponsoring the project, spoke
first. Dr. Fitzmaurice observed that the tension between the availability of data for research and
the protection of data for maintaining confidentiality and privacy will not disappear but has to be
managed through judicious balancing of these countervailing interests. Essentially, these inter-
ests should reinforce each other. In order to facilitate the national discussion of this balancing
with regard to the use of individually identifiable health data by health services researchers with
principles and best practices for maintaining confidentiality, the sponsors commissioned the In-
stitute of Medicine (IOM) to convene a panel of national experts on various aspects of the prob-
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lem. The panel’s report will provide guidance to assist IRBs that review HSR, organizations that
are not required to use IRBs but may still be concerned with balancing privacy and data access in
such research, and health services researchers themselves.

Dr. Fitzmaurice continued that the DHHS is directed under the Health Insurance Portability
and Accountability Act to promulgate federal regulations governing the privacy of personal
health information. The proposed regulations allow the release of individually identifiable health
data and information for use in research, under appropriate conditions. Current and proposed
regulations would set conditions for safeguards that researchers must observe. Oversight mecha-
nisms described in the proposed federal regulations on health privacy (Department of Health and
Human Services, 1999) depend on the current IRB system but also would require complementary
oversight bodies, called “privacy boards”(see Box 2-1); that would oversee the protection of per-
sonal health information in research not covered (by regulation or voluntarily) by the current IRB
system—non-federally funded research for the most part.

Mr. John Fanning of the ASPE (also a sponsor of the project) provided further context for the
workshop. Mr. Fanning pointed out that many sets of principles pertaining to privacy protection
have already been published, but these principles may fail to provide practical guidance to in-
vestigators and IRBs concerned with HSR.1 In addition, he noted, little information is available
regarding actual practices and procedures whereby the principles are implemented by IRBs. Such
information is needed in order for IRBs to improve their oversight of HSR. In particular, Mr.
Fanning explained, the agencies sponsoring the project believe that identification of best prac-
tices of IRBs in reviewing HSR could provide helpful guidance to other IRBs, as well as to or-
ganizations that are not required to have IRBs review health services research but wish to ensure
that confidentiality and privacy are adequately protected in HSR.

The location of the boundaries of HSR, in the focus of the present project, has been an addi-
tional and difficult question. The regulations now in place define “research” as an activity in-
tended to result in generalizable knowledge. However, it is often difficult to draw a line between
HSR and other activities that use personal health information in databases, such as internal ef-
forts at quality assurance, business planning, or marketing.

In the discussion immediately following the presentations, committee members highlighted
their concerns about focusing on the protection of privacy in the context of research while ig-
noring very similar activities using databases that contain personal health information when un-
dertaken for business or administrative purposes. The sponsors’ representatives replied that the
Common Rule applies only to the oversight of research, not to these other activities. Thus, al-
though the appropriate use of personal health information for purposes other than research is an
important question that the nation has to address, the current project is intended to address only
the more limited but still important topic of HSR.

                                               
1Because different groups are developing principles to address different problems, or at least to ad-

dress problems in different contexts, the sets of principles do not directly overlap in many instances—in
particular, not mentioning a principle is not evidence that an organization would oppose it. These differ-
ent perspectives make for difficult comparison (though see Buckovich, 1999). See, for example, GHPP,
1999; ISPE, 1997; Lowrance, 1997; AAMC, 1997; JHITA (web page), PhRMA (web page).
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Overview of Current Human Subjects Regulations

The OPRR administers the federal regulations on human and animal subjects. Dr. Thomas
Puglisi, director of OPRR’s Division of Human Subject Protections, presented an overview of the
human subjects regulations to the committee. IRBs have to address several questions, all of which
may require some interpretation specific to HSR. First, does an activity constitute research? Sec-
ond, is the project exempt from IRB review? Third, may individual informed consent be waived?

Dr. Puglisi explained that the regulations apply to projects involving human subjects, defined
as protocols in which there is to be an intervention or interaction with a living person that would
not be occurring, or would be occurring in some other fashion, but for the research or if identifi-
able private data or information will be obtained for the protocol in a form associable with the
individual (Figure 2-1). Private information, in this context, is defined as “information about be-
havior that occurs in a context in which an individual can reasonably expect that no observation
or recording is taking place, and information which has been provided for specific purposes by
an individual and which the individual can reasonably expect will not be made public (e.g. a
medical record)” (45 CFR 46 102(f)). The definition stipulates that the information must be indi-
vidually identifiable, that is, that the identity of the individual can be readily ascertained or asso-
ciated with the information.

BOX 2-1  Privacy Board Review of Research in the Proposed Rule

Privacy boards, in the proposed rule, would review the protocols for research pro-
posing to use or disclose protected health information without individual authorization
that does not fall under the Common Rule to determine that the research meets specified
criteria. The board could be an IRB constituted under the Common Rule, or an equivalent
privacy board that meets the requirements in this proposed rule (note that not all com-
mentors agree that the board described would in fact be equivalent to an IRB). The crite-
ria proposed were the following:

• the use or disclosure of protected health information involves no more than minimal
risk to the subjects;

• the waiver or alteration will not adversely affect the rights and welfare of the sub-
jects;

• the research could not practicably be carried out without the waiver or alteration;
• whenever appropriate, the subjects will be provided with additional pertinent infor-

mation after participation;
• the research would be impracticable to conduct without the protected health infor-

mation;
• the research project is of sufficient importance to outweigh the intrusion into the pri-

vacy of the individual whose information would be disclosed;
• there is an adequate plan to protect the identifiers from improper use and disclo-

sure; and
• there is an adequate plan to destroy the identifiers at the earliest opportunity con-

sistent with conduct of the research, unless there is a health or research justification for
retaining the identifiers.

SOURCE: DHHS, 1999.
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Dr. Puglisi noted that several aspects of these regulations already merit attention with regard
to HSR. With HSR, the second condition marking an activity as research is generally the most
pertinent (“identifiable private data or information will be obtained for the protocol in a form as-
sociable with the individual”), since HSR often works with data that have already been collected
and hence requires no further interaction with subjects. The question of identifiability can be dif-
ficult, since coded data are not necessarily nonidentifiable because subjects often still can be
identified by inference.

The term research is also defined in the regulations: the activity must be systematic and de-
signed to contribute to generalizable knowledge. The important term “generalizable” is not, he
pointed out, itself defined in the regulation. This term usually must mean at least that the product
of the activity is intended to be applicable beyond the immediate situation and present conditions.
For example, a project that is intended for publication in a medical journal or presentation at a
conference would be deemed research, whereas an organization’s internal review of records for
the purpose of improving its operations would likely not be considered research. Different organi-
zations, however, make different distinctions between research and quality assurance activities.

FIGURE 2-1  Is the definition of “human subject” at 45 CFR 46.102(f) met in the research activity?

Is there an intervention or an interaction with a living person that would not be
occurring or would be occurring in some other fashion, but for this research?

Yes No

Will identifiable private data or information be
obtained for this research in a form associable*
with the individual?

Human subjects involved. Follow
45 CFR 46 or meet criteria for
exemptions.

Yes No

45 CFR 46 does not
apply

*That is, the identity of the subject is asso-
ciated with or may readily be ascertained
form the information.
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Activities may be exempt from IRB review, either because they are not research or because
they may not meet the definition of human subjects research as described above. These condi-
tions are a basis of a specific exemption (45 CFR 46.101(b)(4)):

(4) Research involving the collection or study of existing data, documents, records, pathological
specimens, or diagnostic specimens, if these sources are publicly available or if the information is
recorded by the investigator in such a manner that subjects cannot be identified, directly or
through identifiers linked to the subjects.

For a project that is research involving human subjects and is not eligible for exemption as
above, the IRB must ensure that the subjects have given free and informed consent to participate,
unless the informed consent requirement can be waived. The requirement for informed consent
may be waived by the IRB under some conditions including that the research involves no more
than minimal risk and the research could not otherwise be practicably carried out (where “not
practicable” is not specifically defined but means a general zone between merely inconvenient
and truly impossible). The key point in considering when a waiver of informed consent would be
appropriate is “minimal risk.” In HSR, Dr. Puglisi explained, the IRB would have to consider the
protections for confidentiality that were built into the protocol, keeping in mind that the protocol
may require access to records on very large numbers of individuals, and weigh the probabilities
of harm or wrong to these individuals. With adequate protections, the IRB often determines that
the risk would be minimal and individual informed consent therefore unnecessary.

In discussion following the presentation, several committee members raised the question of
review of a protocol’s expected benefit to society and its scientific merit, with regard to which
matter different IRBs take different views. The question of the role of OPRR in education also
surfaced, in particular its possible involvement in collecting and disseminating information about
the best practices of IRBs. Dr. Puglisi said that a great deal of information and guidance is posted
on OPRR’s website and that OPRR is actively expanding its educational activities.

IRB FUNCTION

Many different types of institutions conduct research with human subjects and therefore have
IRBs associated with them, including universities, state and federal agencies, hospitals, and re-
search foundations. The committee invited speakers from a variety of these institutions to present
information on the practices and experience with protecting the confidentiality of data in health
services research in their respective organizations.

In preparation for the workshop, the speakers were given a list of points to discuss points
about IRBs and HSR, which are listed in Box 2-2.2 Many presenters used these discussion
points as a basis for their remarks. The summary of the presentations and discussion below fol-
lows these points as much as possible. Some discussion points, however, did not apply to some
speakers, and several speakers remarked that they did not wish to repeat what had already been
said about IRB function, so they did not specifically speak to all the discussion issues in their
presentations.

                                               
2This list of suggested discussion issues was also posted on an IRB-targeted list serve and on the

projects’ section of the National Academies’ Current Project System website, with an invitation to pro-
vide any relevant information or experience. The full invitation is included in Appendix A of IOM (2000).
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IRB Administrators

The first speakers were IRB administrators. IRB administrators coordinate IRB activities and
provide staff support for IRB meetings and actions. IRB administrators typically work very
closely with their IRBs in substantive as well as procedural capacities, often serving as voting
members and in some cases even chairing the board.

The first presenter was S. Angela Khan, Institutional Coordinator of Research Review of the
IRB at the University of Texas Health Sciences Center in San Antonio (UTHSCSA). The second
presenter was Colonel Arthur Anderson, M.D., administrator and also chair of the IRB for the
U. S. Army Medical Research Institute of Infectious Diseases at Fort Detrick. Col. Anderson
highlighted some of the special features of human subjects research in the military. The summary
of their remarks follows, with some modifications, the issues listed in Box 2-2.

Identifying Specific Studies as HSR

Ms. Khan explained that the UTHSCSA IRB does not specifically classify protocols as to
whether they are HSR, but in any case does not review such projects any differently than other
protocols. This IRB has reviewed protocols addressing various HSR questions including the ef-
fects of training and of guidelines, the delivery and perception of services, and the costs of dif-
ferent services.

Col. Anderson explained that his institute is a research institute that is not primarily involved
with providing health care to persons with illnesses. The institute does very little that would be
classed as HSR but is heavily involved in vaccine research studies, which give rise to many con-
cerns about privacy protections for the soldiers who volunteer.

BOX 2-2  Points to Discuss Regarding IRB Review of HSR

1. Policy or practices, if any, for identifying specific studies as health services research
2. Procedures, if any, for determining which health services research studies are exempt

from IRB review
3. Procedures, if any, to determine whether and which information is identifiable when as-

sessing risk of disclosure in a health services research protocol
4. Procedures, if any, for weighing the importance of the research relative to the risk (of

disclosure) to those whose data are used
5. Procedures, if any, in place for merging different datasets and, in this context, for en-

suring that identifiable health information is protected
6. Procedures, if any, used for reviewing protocols to ensure that identifiable health infor-

mation is being protected while the study is actually under way
7. Procedures, if any, to review protocols for the protection of data after a study is com-

pleted
8. Procedures, if any, for auditing or oversight to make sure protections and procedures

are used and enforced
9. Provisions, procedures, and/or principles that should be more widely adopted by IRBs

in safeguarding data privacy in health services research

SOURCE: IOM 2000, Appendix A.
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Determining Which HSR Studies Qualify as Exempt

Ms. Khan reported that in assessing whether certain studies (generally only those directed
toward internal quality assurance [QA] should be exempt from review, the IRB would consider

• whether the findings of the study will be disseminated beyond the department proposing to
carry out the study,

• whether the protocol includes any change in clinical care or clinical processes,
• whether the data to be collected would be available to the investigator only through the

study (i.e., the investigator would not have access to such data in normal practice), and finally
• whether there is any risk to patients or staff.

If the answer to all these questions is no, then the protocol could be considered exempt as a
QA activity. Other research may fall into an exempt category under the regulations but probably
also would be reviewed at least by a subcommittee of the IRB, and informed consent might still
be required. Ms. Khan also noted that generally the first consideration about publication is suffi-
cient to classify a project as research since most investigators do in fact wish to publish their
findings, even from projects that were planned as internal investigations, if they should prove
interesting.

Ms. Khan explained that other research that falls into one of the categories defined in the
regulations as exempt undergoes the review by IRB members who review protocols in the “ex-
pedited” category.3 Even for exempt studies, the IRB opens files, requires annual reports, and for
studies involving contacts with subjects (e.g., interviews), often requires researchers to obtain
informed consent or to provide subjects with written material including the elements that would
appear on a consent form.

Col. Anderson explained that Army regulations are separate from civilian regulations, but
that the Army’s regulations on human subjects research closely follow the Common Rule as pre-
viously presented by Dr. Puglisi. He explained further that the Army’s regulations on the treat-
ment of military research subjects have been expanded (by Title 10 USC 980) to include a ban
on waiving informed consent when data collected will include identifying information, unless the
research is exempt. Finally, he said that the military criteria for exemption are substantively the
same as the civilian criteria as codified in the common rule.

Determining Whether Information Is Identifiable in Assessing Risk of Disclosure

Ms. Khan noted that the UTHSCSA IRB continues to wrestle with how to determine whether
data would be identifiable. For projects collecting data from computer databases, it asks the in-
vestigator to list all the fields to be collected and to indicate who will actually collect the data,
how respect for privacy by any personnel involved will be ensured, and how further dissemination
of the information will be prevented (e.g., storing data on computers that are not networked, stor-
ing codes identifying individuals separately from data, using passwords and/or key requirements
to restrict access both to computers for data storage and to computer housing identifying codes).

                                               
3In the context of HSR, the most relevant exempt category is “research, involving the collection or

study of existing data, documents, records, pathological specimens, or diagnostic specimens, if these
sources are publicly available or if the information is recorded by the investigator in such a manner that
subjects cannot be identified, directly or through identifiers linked to the subjects” (45 CFR 46.101(b)(4)).
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Col. Anderson explained that the Army tracks all the records associated with a soldier by So-
cial Security number. In the case of certain types of research such as developing vaccines in
preparation for missions to other climates or protection of soldiers from possible biological war-
fare, the military has adopted special precautions for maintaining confidentiality of the records.
Although many of the personal privacy issues of civilian life cannot enter into the military envi-
ronment (i.e., a soldier’s health status must be known to his or her supervisors, and he or she
cannot deny them access to it because it determines medical qualification to serve), additional
privacy protection has been adopted for soldiers who volunteer as the subjects of biological war-
fare vaccine research. These additional protection measures were adopted because information
about the particular vaccines tested might later be used as a basis for the denial of insurance cov-
erage or other benefits or might be used to refuse issuing a visa in cases where the vaccine record
suggested an assignment in a nation unfriendly to the United States. Col. Anderson noted that the
use of vaccines, whose names are the same as those of highly hazardous organisms associated
with biological warfare, does not have any real risks greater than those of ordinary vaccines used
for the general public, but the names may be frightening. To shield their privacy, soldiers may
opt for separate research medical records, stored apart from regular clinical records, so that rec-
ords regarding research participation remain confidential and under more restricted access.

Weighing Importance of the Research Relative to Risk

Ms. Khan explained that risk to subjects must be balanced against benefits of the research in
HSR, as with any protocol. However, in most of the HSR studies, she continued, the subjects
themselves are not likely to receive any direct benefit. Thus, the UTHSCSA IRB’s tolerance for
risk to the subjects tends to be correspondingly low. The IRB tries to assist investigators in identi-
fying possible disclosure risks, stemming, for instance, from overlooked links between fields or
retention of identifying information that could be eliminated without jeopardizing the results of
the research. Ms. Khan observed that investigators sometimes retain identifying fields as a matter
of convenience and sometimes even do so when there is no need for the information. The IRB can
assist by alerting investigators to the possible risks and educating them about how to avoid them.

In the review of the privacy issues in an HSR study, Ms. Khan noted that the UTHSCSA IRB
considers all those about whom data would be collected, and whose privacy might therefore be at
risk. In some protocols, for instance, the set of subjects regarding whom data will be collected
includes not only the patients who received a service, but also the health care providers who de-
livered the service. In this case, the UTHSCSA IRB is concerned that the privacy of health care
providers is protected.

Ensuring That Identifiable Information Is Protected During the Study

Ms. Khan explained that the UTHSCSA IRB requires information at the time of the applica-
tion detailing how the protocol will protect confidentiality. Upon approval, the IRB instructs the
investigators that they may not make any changes to these procedures without prior IRB ap-
proval. The IRB requires status reports annually or more often. Ms. Khan also noted that for any
protocol involving particularly sensitive data, the IRB requires the investigator to obtain a cer-
tificate of confidentiality.4

                                               
4The certificate of confidentiality is described in the Public Health Services Act (§301(d)). It provides

protection for research data from subpoena by law enforcement agencies. The investigator applies directly

Copyright © National Academy of Sciences. All rights reserved.

Institutional Review Boards and Health Services Research Data Privacy:  A Workshop Summary
http://www.nap.edu/catalog/9890.html

http://www.nap.edu/catalog/9890.html


INSTITUTIONAL REVIEW BOARDS AND HEALTH SERVICES RESEARCH DATA PRIVACY20

Col. Anderson mentioned that an investigator may request that research records be main-
tained under special coded identification numbers, with a linkage to the individual’s Social Secu-
rity number. The key linking the study identification number and the Social Security number is
then stored separately under extremely limited access.

Enforcement of Procedures to Protect Confidentiality

Ms. Khan concluded that IRBs function best when working in a collaborative, educational
relationship with the investigators. The UTHSCSA IRB requires periodic status reports on all
studies but does not itself audit investigators or otherwise engage in active surveillance to ensure
compliance. Indeed, if a compliance assurance role proves necessary, she argued that it would be
more effectively carried out by another office so as not to lose the positive relationship with in-
vestigators that the IRB has developed.

Regarding Col. Anderson’s presentation, committee member Peter Szolovits commended the
Army’s ability to maintain effective barriers between different parts of the organization so as to
keep a file of identifiers for use if necessary but not risk improper disclosure, and asked if such a
centralized resource for psuedonymizing data could be used at other institutions. Col. Anderson
replied that the centralization of subject data demographics, control of data privacy, and en-
forcement of procedures to maintain them might be implemented effectively in a military organi-
zation but be impracticable or impossible in a civilian setting.

Additional Recommendations by Presenters

Ms. Khan offered several additional recommendations. First, in multisite projects, personally
identifiable health information generally ought not to be shared beyond the local investigators.
Second, she suggested that studies involving collection of data through telephone interviews,
which are frequently used to collect information about services rendered (though not the focus of
this workshop), should be carefully reviewed and not necessarily approved if the subject’s name
and telephone number will be given to a contract research organization to make the calls. Finally,
Ms. Khan emphasized that IRBs can and should develop collaborative relationships with other
parts of their institutions. As an example, she suggested consulting with university committees that
review research for appropriateness and research allocation. She explained that since these bodies
tend to be concerned with both costs and legal exposure during research, it is important that they
and the IRB coordinate their policies. Coordination both avoids frustrating investigators with in-
consistent requirements and builds in more internal support for compliance with the policies.

General Discussion Following Presentations

Committee member Lisa Iezzoni commented that some IRBs either prefer, or believe them-
selves required, to insist on using exactly the same language on the consent form as would be
used for clinical trials. In her experience, the result is that potential participants in a health serv-
ices research study that may involve a review only of their records are warned about risk of

                                                                                                                                                      
to the appropriate official, which varies depending on the nature of the sensitive data. The types of data
that may be eligible for protection include information pertaining to sexual matters, drug use, illegal ac-
tivity, mental health, or other information that could damage the subject’s financial standing, reputation,
or could be in some way stigmatizing. See also Wolf and Lo, 1999.
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physical injury, possibly including death. Ms. Khan and several IRB administrators and/or chairs
replied that their IRBs work to ensure that the language of the consent form reflects the actual
risks of the protocol.

Dr. Iezzoni also mentioned that one branch of HSR, qualitative health services research, in-
volves detailed interviews with a small sample of patients and that, in these cases, additional pre-
cautions are needed to protect the privacy of the participants. For instance, if the interviews are
taped or videotaped, the voices and/or faces may have to be masked.

Finally, a member of the audience, Dr. Joanne Lynne of RAND, urged the committee to be
mindful of the plight of very small hospices and other health care providers who wish to carry
out quality improvement projects. Such organizations may lack the resources to locate or negoti-
ate with an IRB.

Academic IRB Chairs

Dr. James Kahn, chair of the Committee for Human Research at the University of California
in San Francisco (UCSF), presented first, followed by Dr. Robert Amdur of the University of
Florida, recently IRB chair at Dartmouth Medical School.

Identifying Specific Studies as HSR

Dr. Kahn said that HSR studies at UCSF are reviewed in the same way as other studies in-
volving human subjects, except that the wording in the informed consent form would be modi-
fied to reflect the type of research and would not warn of physical injury. Dr. Kahn commented
that if data are to be collected systematically, the project ought to be reviewed by the IRB, since
it is reasonably likely that the investigator will publish the results if the findings prove to be of
interest.

Dr. Amdur said that the differentiation of health services research from various types of
health operations such as internal quality assessment is critical and argued that IRBs ought not to
take on the task of protecting privacy in nonresearch settings. Instead, protection of privacy in a
nonresearch setting ought to be addressed in other ways. He was concerned not only about the
workload of IRBs but also about placing administrative burdens on quality improvement projects
and health care operations. He suggested that the way to distinguish research from other activi-
ties is to determine whether the project would be done in the same way if the project directors
knew they would not be able to publish or otherwise present the results in an academic forum
(Amdur et al., in press). That is, if the project would be done even if the findings could not be
published or disseminated, it is not research. He pointed out that the fact of publication alone
would not be a sufficient criterion because the results of nonresearch assessments are in fact
sometimes published, but that research is always undertaken with a view to contributing to pub-
lic, general, knowledge.

Determining Which HSR Studies Qualify as Exempt

Dr. Amdur argued that current federal regulations are applicable and appropriate for evalu-
ating health services research. Current regulations already allow waiving of informed consent
when risk would be minimal and the project could not reasonably be carried out if informed
consent were required. From this perspective, he continued, the problem then resolves again to
the need for the IRB to take a rigorous view of what is research and to turn back any proposals
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that ought, under the regulatory definition of research, to be viewed as a health care operations
or QA activity.

Weighing Importance of the Research Relative to Risk

Dr. Amdur commented that for IRBs that are operating according to the Common Rule, the
fundamental risk assessment approach is not a new task and the regulatory structure is already,
for the most part, in place. He continued that reviewing HSR protocols, in particular the evalua-
tion of risks associated with possible invasions of privacy or breaches of confidentiality, does not
make the risk assessment task any different. An IRB could need additional knowledge or exper-
tise about how privacy might be invaded (whether intentionally or inadvertently) since some
means now available have only recently been developed.

Additional Recommendations by Presenters

Dr. Kahn reported that in response to several recent incidents in which the IRBs of other in-
stitutions had been criticized for inadequate oversight, the vice chancellor of the UCSF had
commissioned an ad hoc committee to consider some specific questions in reviewing the UCSF
IRB’s function. The ad hoc committee was asked to consider the composition, procedures, and
support of the IRB and whether it could be of better service to the university. The committee re-
turned a list of recommendations, including several suggestions about increasing the use of elec-
tronic information systems, increased training for researchers to address both research responsi-
bilities and institutional procedures, and increasing staff support for the human subjects
protection program. In addition, the chair specifically suggested designating 1 to 1.5 percent of
each grant involving human subjects to be earmarked as funding for the human subjects protec-
tion program.

Dr. Amdur suggested that the growth of multisite research projects would require changes in
IRB function and structure. Because many HSR projects depend on data from many different
sites, the current system of review by each local IRB creates an administrative burden that may
discourage valuable HSR projects. He suggested testing a central IRB to review multisite HSR
studies.

General Discussion Following Presentations

In additional general discussion, committee member Lisa Iezzoni mentioned experiences
where different IRBs from different institutions are involved and return inconsistent assessments.
Several participants agreed that this is not uncommon and must be resolved by negotiation on a
case-by-case basis.

In discussions of problems turning on what party has a claim to data, either for gaining or for
withholding access, several participants asked to whom the data belonged. Committee member
Adele Waller explained that, as a legal matter, disputes over how to handle data between different
institutions cannot be resolved simply by determining ownership of the data. She continued that
several parties typically have legitimate rights and responsibilities pertaining to the data, distinc-
tions that the concept “ownership” is unable to capture, and that no single party has ownership.
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Research Institute IRB Chairs

Research institutes that are separate from universities carry out a great deal of HSR. When
such research is federally funded, these institutions are subject to the Common Rule. Some re-
search institutes have multiple project assurances 5 through the OPRR in which they have agreed
to comply with the Common Rule for any human subjects research. The research institutes that
participated in the workshop are not affiliated with health care organizations such as integrated
health care systems or health maintenance organizations (HMOs), so they do not face the issue of
distinguishing HSR from quality improvement or business functions. Because research institutes
do not carry out clinical care or payment, all of their activities would be research.

The first presenter was Dr. Tora Bikson, senior social scientist and IRB chair at RAND. She
was followed by Dr. Steven A. Garfinkel, an IRB chair and health services researcher at Re-
search Triangle Institute (RTI).

RAND’s multiple project assurance agreement stipulates that the institution will be guided by
the ethical principles in the Belmont Report (Belmont, 1979) and will adhere to federal regula-
tions regarding human subjects protection for all research involving human subjects regardless of
sponsorship. RTI also follows the Common Rule in all human subjects research.

Identifying Specific Studies as HSR

Dr. Bikson noted that the organizational unit that carries out a study cannot be viewed as an
indication of whether the study is HSR. Various parts of RAND, including the health research
program, but also for example, the education program and the criminal justice program, carry out
HSR studies but they are reviewed by the same IRB. As noted above, RAND requires all its re-
search involving human subjects to be in accord with the common rule and to be reviewed by its
IRB.

Dr. Garfinkel said that RTI does surveillance, cost and use studies (for example, an evalua-
tion of Oregon’s Medicaid Reform Project), program evaluation, and outcomes assessments. RTI
also does coordination of clinical trials and epidemiological work. In the former areas, it works
with medical records and insurance enrollment and claims (as well as interviews and tissue
specimens). RTI actually maintains three IRBs, two of which include physicians. The HSR pro-
posals go to the third IRB, which does not include physicians, for review.

Determining Which HSR Qualify Studies as Exempt

The committee heard that RAND has implemented an on-line system to ensure that there is
appropriate IRB review of all protocols. The IRB is notified whenever a project receives an in-
ternal funding account number—in fact, assigning such a number automatically triggers a mes-
sage to the investigator containing a brief screening questionnaire about the project. If the
screener indicates that the project might require IRB review, a more detailed questionnaire then
helps the investigator explore alternatives of exemption from IRB review, expedited review, or
full review (Figure 2-2). The on-line system may indicate that a project would be exempt from

                                               
5An “assurance” is an agreement or contract between an institution and the OPRR, on behalf of the

Secretary of Health and Human Services. The assurance stipulates the methods by which the institution
will protect the welfare of research subjects in accordance with the regulations. An MPA is a type of as-
surance designed for institutions that engage in large amounts of health-related research. An MPA can be
approved for 5-year intervals.
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IRB review if it will use only anonymous or public use datasets or de-identified data sets if
neither RAND nor any another party on the contract has access to the identifiers. Dr. Bikson em-
phasized that the system is designed to be inclusive, that is, to send any borderline cases to IRB
members for specific attention. In less clear situations, the IRB chair and/or selected members
would have to decide whether the particular project could be exempt. Examples of borderline
situations where an IRB member would have to examine the project to decide whether further
IRB review might be needed include projects that will use anonymous or nonsensitive primary
data gathered through surveys, interviews or other methods requiring a direct interaction with
subjects; projects that gather data from public officials or candidates; or intervention research
that is anonymous and without risk.

Determining Whether Information Is Identifiable in Assessing Risk of Disclosure

Dr. Bikson noted that the determination of whether identifiable information will be involved
remains challenging, and it is important to realize that identifiability could enter the process at
various points, from subject selection to data combination to subject compensation. She re-
minded participants that information may be directly identifiable (e.g., a Social Security number)
but may also be identifiable by inference from the combination of several data fields—identifi-
ability by inference is therefore one of the key concerns of privacy in research utilizing data-
bases. She suggested a general rule used by RAND that may be of interest to others: if sorting
data according to any variables produces subsets with ten or fewer members, then these indi-
viduals will be at risk for identifiability by inference.

Dr. Bikson, seconded by several participants, commented that researchers often would
strongly prefer to work with de-identified data, but that even if they request such data and supply
de-identifying algorithms to providers, they may receive data complete with identifiers because
the provider lacked time and staff to remove identifying fields.

Automatic (new
account number)

Detailed online research
questionnaire

Self-referred (by
investigators)

Potentially reviewable;
more information is

needed

Eligible for expe-
dited review

Brief online
screening form

Exempt from
review

No human
subjects

Requires full com-
mittee review

FIGURE 2-2  RAND’s system for identifying reviewable research. SOURCE: Adapted from slide pre-
sented by Dr. Tora Bikson at the Workshop on Institutional Review Boards and Health Services Research
Data Privacy.
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Dr. Garfinkel commented that when RTI researchers collect data from surveys and claims,
they are often required to produce public use files as part of the product. He noted that in the
course of producing such files, they have likewise had to work at the problem of determining
which fields may lead to identifiability or at least increase the risk of unintended disclosure of
personal information.

Weighing Importance of the Research Relative to Risk

Dr. Garfinkel explained that when RTI plans to produce a public access file, it informs re-
spondents that their data will be kept confidential, by which it means that data will not be re-
leased in an identifiable form. He reported that in RTI’s experience, informing respondents that
their data will be included in a public use file, even though not in identifiable form, will need-
lessly lower the response rate. He observed that the scientific benefit of a study could be seri-
ously impaired by unnecessarily alarming individuals about their privacy in the consent form.

Ensuring That Identifiable Information Is Protected During the Study

Dr. Bikson said that RAND’s IRB includes a three-person privacy team. The team, includes
an information resource specialist (who specializes in security measures such as encryption and
creating codes to substitute for identifying data), a data librarian (who specializes in rules and
practices for dealing with very large datasets acquired from other organizations), and a network
specialist (who specializes in conditions and limitations of safe data transfer over the network).
These IRB members help design and implement data safeguarding plans commensurate with the
level of risk for various protocols. Dr. Bikson emphasized that data safeguarding includes main-
taining physical control of the data especially while in transit and that the risk of physical access
to data by unauthorized parties is sometimes overlooked even while more sophisticated technical
security measures may be attended to.

Beyond physical delivery, Dr. Bikson continued, the treatment of datasets to be merged and
manipulated is important to preserve data integrity and also to protect subject privacy. RAND’s
suggested procedure calls for first replacing any direct identifiers with codes. The file linking the
code to the subject’s identity is then encrypted and stored separately from the encoded data file.
Then when another dataset is obtained, it is possible to regenerate the link file, replace direct
identifiers in the new file with the subject codes, and merge the coded files.

Dr. Bikson noted that because physical and technical protections are not sufficient, RAND
has implemented procedural protective measures. These procedures include annual reviews for
all projects, including inactive projects, until such time as the direct identifiers and link files have
been destroyed and any remaining data that might be identifiable by inference have been elimi-
nated or altered so that identities cannot be inferred.

Dr. Garfinkel discussed briefly some situations in which beneficence may require breach of
confidentiality. RTI would consider such a breach in cases of subjects exhibiting suicidal idea-
tion or intent. Child abuse is another difficult area, and the reporting of cases may be required in
some states. Dr. Garfinkel described an RTI project on child abuse in which researchers review
records from county social services with varying reporting laws. Since the laws differ by locale,
RTI designed a uniform national guideline and consent form and then asked local interviewers to
inform RTI when they were in danger of differing from local laws.

Dr. Garfinkel said that in some studies they receive coded data, for example, Medicare en-
rollment data with ID codes but no names or addresses, so the investigators can track costs and
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utilization by each subject without knowing the identity of these individuals. In other instances,
Dr. Garfinkel noted, they might receive files of names and addresses for the purpose of contact-
ing individuals. When they make a contact, they first ask permission from the individual to con-
tinue the project and to do a data linkage, thus obtaining an “ex post facto” consent (or dropping
the individual from the study if this is what the individual prefers).

Enforcement of Procedures to Protect Confidentiality

Dr. Bikson said that RAND has observed that networked, distributed, and backed-up digital
environments together pose new types of threats to privacy. Some researchers, for instance, may
not realize that taking a diskette with backup files home to work on a personal computer that is
connected to a Digital Subscriber Line (DSL) line (which is on all the time) can create a serious
security breach. Such examples suggest that the role of technical experts may be underappreci-
ated, and new technologies to protect privacy may yet be unexplored or insufficiently exploited.
She concluded that policy control must be developed to replace physical oversight to ensure pri-
vacy protection, because it is in many cases impossible, and surely impractical, to observe di-
rectly whether researchers carrying out electronic manipulations are conforming to data protec-
tion rules.

Additional Recommendations by Presenters

Dr. Bikson observed that professionals in other areas of study already have gained long expe-
rience in the types of privacy concerns that HSR is now facing, so researchers in health services
might learn from, for example, researchers in the criminal justice system.

Dr. Garfinkel reaffirmed the importance of health services researchers’ having the freedom to
work with their IRBs to modify standard consent and confidentiality language as appropriate for
the particular study in question.

Dr. Garfinkel also commented on the distinct issue of studies using tissue specimens (although
not the primary focus of this project), saying that requirements for informed consent for tissue
storage are as yet misunderstood by some researchers. In addition, such research raises issues of
how to communicate storage provisions on the consent form. The consent form separates stages
of consent, requesting the candidate to consider and consent separately to participation in the
study, to provision of the specimen, and then to allowing the specimen to be stored for later use.

Commercial, Nonaffiliated IRBs

Although the traditional model of an IRB envisions a board closely associated with a par-
ticular institution that draws its membership from the institution and surrounding community,
there are also nonaffiliated or freestanding IRBs that provide review services for a fee. For many,
the bulk of their business involves clinical trials, but some also review health services research.
Some nonaffiliated IRBs regard their niche as providing consultative services primarily to rela-
tively small institutions that do not have MPAs and therefore might find the support of an in-
house IRB review to be difficult. Dr. Angela Bowen, chief executive officer of Western Institu-
tional Review Board (WIRB) attended the workshop and spoke about WIRB.
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Determining Which HSR Studies Qualify as Exempt

A central feature of WIRB’s approach is its commitment to making individual, specific, in-
formed consent a part of all human subjects research it sees.

Several health services researchers pointed out that since it is not uncommon for HSR proto-
cols to utilize databases containing on the order of hundreds of thousands or even millions of re-
cords, it would be difficult to design a workable individual informed consent associated with a
particular research protocol. Dr. Bowen replied, however, that protocols of this type rarely, if
ever, go to commercial IRBs, so WIRB has not experienced that particular problem.

Determining Whether Information Is Identifiable in Assessing Risk of Disclosure

Like other IRBs, the WIRB committee struggles with determining whether data will be iden-
tifiable. In reviewing protocols for potential privacy risks, it considers data to be identifiable if
there is any link between the data and the subject’s identity, in which case, again, it would insist
on informed consent by the subject.

General Discussion Following Presentation

Several participants raised questions about how nonaffiliated IRBs can take into account the
values and attitudes of the community in which the research is conducted. Dr. Bowen explained
that nonaffiliated IRBs can develop solid relationships with clients, especially repeat clients, so
they work closely with the local institutions. Other discussion addressed the accountability of a
nonaffiliated IRB, since it does not report directly to an institution, and Dr. Bowen noted that
commercial IRBs are audited regularly by the FDA and OPRR.

HEALTH CARE PRODUCTS AND SERVICES INDUSTRY

Many health care organizations carry out a spectrum of activities that involve the secondary
analysis of personal health information. The spectrum ranges from health services research to
operations. Representatives of several types of organizations that are largely concerned with the
delivery of health services—that is, operations—along with research functions spoke about their
experience in the review of HSR by IRBs.

Pharmaceutical Manufacturer’s Epidemiological Research

Dr. Harry Guess, executive director of epidemiology at Merck Research Laboratories, dis-
cussed epidemiological surveillance of drugs and vaccines as carried out within a pharmaceutical
company. The purpose of these studies is to assess the efficacy and safety of the product in clini-
cal trials and the safety of the product in actual postmarketing use. Much of the epidemiological
analysis utilizes previously collected data.

Identifying Specific Studies as Research under the Regulations

Dr. Guess explained that in most cases, although not federally funded, pharmaceutical com-
pany epidemiological work will be under the purview of the Common Rule, either because it is
subject to regulation by the Food and Drug Administration or because it is done in conjunction
with a university or other organization that requires it.
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Ensuring That Identifiable Information Is Protected During the Study

Dr. Guess observed that the approaches used to protect confidentiality of data in research
sponsored by pharmaceutical companies differ by type of data. In the case of adverse event re-
porting, he explained, the company may be unable to avoid knowing the identity of the patient or
the physician because one of these individuals actually called in the report. Such information is
subject to additional levels of security. The reports to regulatory agencies do not identify patients
or physicians. In clinical trials, however, he said that the identity of the participants is generally
not given to the Merck officials at all, but rather is replaced by a code at each study site. For
protection of privacy, he concluded, Merck must therefore rely on the IRBs and investigators at
each study site, since the identifiable information generally is not transmitted to Merck. He con-
tinued that for other potentially identifying information, such as birthdates, Merck typically re-
quests that only ranges be reported whenever possible. Finally, Dr. Guess noted that Merck
audits study sites to make sure they are in compliance with FDA regulations and the FDA also
conducts inspections.

Enforcement of Procedures to Protect Confidentiality

The situation of records research at Merck was of particular interest at the workshop because
of the affiliation of Merck with Medco, a pharmacy benefit management company. In the discus-
sion after the presentation, participants inquired about the degree of separation between the
Merck research databases and the Medco administrative and pharmacy usage databases. Dr.
Guess said that federal trade law requires the two branches of the company to be unambiguously
separate with regard to inside information. Thus, when other divisions of Merck wish to utilize
data from Merck-Medco for research, they must negotiate a purchase of access to the data as any
other research organization would.

Intermountain Health Care

Intermountain Health Care is a not-for-profit integrated health care delivery system, includ-
ing hospitals and clinics in four states and tertiary services in a larger area. The organization has
strongly promoted electronic medical records since the 1950s. Dr. Brent James and Mr. Morris
Linton of Intermountain Health Care participated in the workshop.

Identifying Specific Studies as HSR

Dr. James began with the persistent problem of distinguishing the activities of HSR from op-
erations, since Intermountain Health Care (IHC), unlike the research foundations, does both. He
explained that IHC views these activities as encompassing a continuum ranging from health care
operations performance assessment, to records review or epidemiological research, to clinical
research. Then, in this view, confidentiality protection also forms a continuum (Figure 2-3).

Dr. James said that the clinical research end of the spectrum is overseen by an IRB, and con-
fidentiality concerns pertaining to clinical research would also be reviewed by the IRB. The hos-
pitals in the IHC system that do the most research have an MPA and shared IRB structure. In-
vestigations and analyses on the health care operations end of the spectrum that do not meet the
definition of “research,” do not fall under the purview of IRB oversight. Here Dr. James ob-
served that when IRBs go beyond their original role of protecting human subjects from direct
harms due to research, they may tend both to cause confusion and to neglect their primary mis-
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sion. Finally, Dr. James noted that just as the vast majority of uses of patient data occur in the
course of health care operations, so also the vast majority of breaches of confidentiality occur in
operations (indeed he said that all the known privacy violations in IHC have occurred in health
care operations, none in research).

Determining Which HSR Studies Qualify as Exempt

Dr. James explained that IHC has an Information Security Committee, which it believes may
be similar to the privacy boards described in the proposed rule. This committee is constituted
similarly to an IRB, consisting of community members as well as line administrators and scien-
tists (including computer specialists). The committee oversees and coordinates IRB functions in
the organization. It also determines whether projects from the area in the middle of the health
care operations and research spectrum should proceed to seek IRB review.

Ensuring That Identifiable Information Is Protected During the Study

Dr. James continued that the Information Security Committee generates and recommends
data security policies to the Board of Trustees of the company. The committee then helps imple-
ment the policies and procedures throughout the organization.

Enforcement of Procedures to Protect Confidentiality

Dr. James said that, first, all IHC employees must sign a confidentiality agreement, which
must be renewed every two years, and then comply with a “need-to-know” policy limiting who
has access to which data. The company also tracks data access with automatic electronic logs and
has designed the electronic records system to ensure that identifiable portions are accessible only
to designated employees. IHC terminates employment because of privacy infractions.

Oversee confidentiality
through enforceable pol-
icy within the care deliv-
ery organization Grey Zone

Oversee confidentiality
through direct IRB over-
sight, on a case by case
basis

Health Care Operations

Examples:

• Direct patient care
• Billing
• Population-based patient

outreach
• Quality Assurance and

quality improvement

Epidemiological Research Clinical Research

No contact,
nonidentifiable
data

No contact,
identifiable data

Contact involved

Operations Research

FIGURE 2-3  Intermountain Health Care’s approach to operations: research spectrum. SOURCE:
adapted from a slide presented by Dr. Brent James at the Workshop on Institutional Review Boards and
Health Services Research Data Privacy.
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Dr. James expects the user authentication problem to be addressed much more effectively in
the future with, for instance, biological log-ons6 rather than passwords to restrict access.

Additional Recommendations by Presenter

Dr. James noted that IHC believes that patients as well as providers should be able to view
their own records and add comments (although nothing can be changed or deleted). With rare
exceptions, IHC-covered patients have this access.

Regarding patient perception of privacy, Dr. James observed that many types of professionals
within a health system generate and use patient information and that patients understand that
many professionals, as well their own physicians, will need access to their medical records. It is
important to be sensitive to patients’ perceptions, however, so when it is necessary to contact the
patient for a research project or other purposes, the contact should be initiated by a professional
who would be, and would be perceived by the patient as being, reasonably expected to have ac-
cess to the patient’s records.

Finally, Dr. James suggested that truly de-identifying a health care record is impossible if
there is any link to any potentially identifying information. Hence, the way to minimize confi-
dentiality breaches is to control access to the link that leads to identifiability. He suggested fur-
ther that a record is identified only when a human being sees it, so that if a computer program
links records using identifiable data but returns a nonidentifiable output, then that would not con-
stitute a privacy violation.

Pharmacy Benefit Management Company

Ms. Jennifer Low and Dr. Fred Teitelbaum of Express Scripts discussed privacy and confi-
dentiality in the context of pharmacy benefit management. Express Scripts is a pharmacy benefit
management (PBM) company, serving various types of clients including insurers, unions, health
care organizations, and employers—any type of organization, in short, that wishes to contract for
a pharmacy benefit. Among other things, the company provides pharmacy network management,
claim adjudication services, and drug utilization review and also functions as a mail service
pharmacy.

Identifying Specific Studies as HSR

Ms. Low and Dr. Teitelbaum both observed that, as members of a PBM company, it is diffi-
cult if not impossible for them to distinguish HSR from operations. Express Scripts conducts in-

                                               
6Biological log-ons, also called biometric identifiers, would permit a user to have access to a file

based on some recognizable and unique feature. In Weiderhold’s on-line glossary, (http://www-
db.stanford.edu/pub/gio/CS99I/security.html#BIOMETRIC) biometric identifiers are explained as fol-
lows: are more reliable than passwords. Biometric identifiers: voice prints, signature dynamics, keystroke
dynamics, hand measurements, finger prints, face recognition. The pattern of the iris in a person’s eye is
also a candidate for making a unique identification. Biometric identifiers are difficult to forge, but the
equipment needed to read them is awkward and forbidding. The person being identified must cooperate
for instance be willing to speak or write a specific expression clearly or be scanned by a camera in a well-
lighted space. Voice recognition is probably the easiest technique to integrate into computer workstations.
The voice pattern can also be recorded on a smartcard, which can be linked securely to its owner. That
card can contain passwords, that are easily handled by the networks that verify access privileges.
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ternal analyses of data to improve operations (e.g., plan design, but also formulary decisions and
assessment of outcomes), although results are published whenever possible. However, confiden-
tiality standards (which include the protection and ultimate purging of identifiable data) apply
when such data are first used to create the research data set.

Ms. Low explained that, especially when it was smaller, the company regarded itself as a
pharmacy and thus bound by professional standards and law without need for additional policy.
As the size and scope of its operations increased, the company has undertaken more formal pol-
icy development. She also said that the company’s primary means of ensuring that its appropriate
authorization to use data on patients is by asking the plan sponsor (i.e., the managed care organi-
zation, employer, etc.) to obtain authorization from individual plan participants.

Determining Whether Information Is Identifiable in Assessing Risk of Disclosure

Dr. Teitelbaum reported that Express Scripts has instituted increasingly stringent policies of
limiting internal access to data.

Ensuring That Identifiable Information Is Protected During the Study

Dr. Teitelbaum described processes of data use: the data are typically kept in a de-identified
format, with a cross-reference for identification stored separately and securely. De-identification
of the data includes not only the removal of names but also, for example, the use of age rather
than date of birth and the use of only the first three digits of the zip code.

Dr. Teitelbaum continued that the company is in the process of instituting a privacy board to
ensure that it does follow appropriate and effective procedures for maintaining confidentiality.
Its practices regarding data retention vary according to state law (typically two to three years for
prescriptions) or Employee Retirement Income Security Act (ERISA) (six to seven years), but
de-identified data may be kept indefinitely.

Health Maintenance Organizations and Research

Mr. Andrew Nelson, executive director of HealthPartners and president of the HMO Re-
search Network, offered some perspective on the amount of HSR that occurs in the managed care
industry.

Mr. Nelson reported that the fraction of HMOs that formally and regularly engage in research
is relatively small (Nelson et al., 1998). There are 1,315 licensed managed care organizations, 24
of which have formal research programs doing public domain research. Of the 24 HMOs that are
active in research 13 established the HMO Research Network. Mr. Nelson also noted that many
of these HMO-based research organizations follow the Common Rule whether the funding
source would require it or not.

Mr. Nelson said that, like many observers, he has noted that many IRBs are busy to the point
of being overwhelmed and that increasing demands on them also decrease the satisfaction of
what is, in many cases, voluntary work. He offered for consideration ten recommendations to
help ease the overall problem of properly protecting confidentiality in HSR without unduly
stressing IRBs. The first six address recommendations what institutions need; the last four are
external to the research HMO:

1. A framework to define the intersection between research and quality improvement.
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2. An internal auditing process.
3. Training and educational programs.
4. Individual data access and confidentiality certification for anyone who may have access.
5. Internal and external data access policy as a broad foundation for data privacy.
6. Information technology policy defining how to apply privacy protections.
7. Encouraging academic institutions to incorporate research ethics and research subjects

protections into their curricula,
8. Development ready-to-use tools for HSR investigators to apply.
9. Asking IRBs to apply the Common Rule regardless of the funding source of the study.

10. Increasing government involvement to include education as well as oversight of IRBs.

SPECIAL CONSIDERATIONS OF DATA PRIVACY AND
MINORITY GROUPS

Dr. William Freeman, IRB chair at the Indian Health Service, highlighted some issues of
particular importance in research involving minority populations. He concentrated on American
Indian, Alaska Native, Canadian First Nations, Inuit, and Kanaka Maoli or Native Hawaiian
groups. Dr. Freeman emphasized that he has not seen any specific instance of harm to minority
groups due to HSR, but the potential for privacy violation exists. He noted further that the poten-
tial harm may affect not only the individuals and groups that might be subjects, but also the re-
search enterprise because if a group participates in research and regards the privacy of the group
or individual members to have been violated, then any researcher approaching that group or per-
haps other groups, as well, will not be able to secure cooperation.

Levels of Privacy Concerns

Dr. Freeman pointed out that HSR usually addresses large sets of data in which individual
subjects may have little in common and are difficult to identify. He suggested that in local, small,
minority groups the situation is quite different, with serious implications for privacy. First, he
noted, the groups mentioned are often relatively small and isolated communities whose members
are well known to one another, so the privacy of individuals within the group may be much more
difficult to protect than the privacy of an individual in a large city with a diverse population. At
the same time, a second type of privacy concern can affect such populations. Because the minority
group in question may have strong intracommunity ties and be distinct from the surrounding cul-
ture or cultures in significant respects, its members are likely to place a high value on the integrity
of the group. In this context, privacy may refer to the group as a whole rather than to individuals.

Strategies for Enhancing Both Privacy Protection and Trust

Dr. Freeman reaffirmed that both physical and electronic data security are very important and
frequently not given adequate attention in rural areas. He also pointed out that data fields that
might appear at first sight not to be identifying in a large population could lead to the identifica-
tion of one or a few individuals in a small community. He suggested that the way to avoid such
mistakes would be to include in the protocol review, consultation with individuals knowledge-
able about the particular culture or group in question. He also suggested that in some cases the
use of formal, individual contracts—in which the researchers promise not to attempt to identify
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any individual and to notify the IRB if an individual may have been identified inadvertently—
may help build the trust of the community in the research project.

General Discussion

In the discussion after the presentation, several participants raised the questions of what is an
appropriate role for the community in the research process and of how to involve affected parties
in the community when there is no cohesive group and therefore no generally accepted spokes-
person (though many, of course volunteering for that role, with divergent views). Although a de-
finitive answer did not emerge, several participants suggested that it is generally possible to
speak with several groups when there is no single representative.

TECHNICAL CONSIDERATIONS AND PRODUCTS

Mr. Lawrence Dietz of AXENT Technologies, an attorney and market research analyst spe-
cializing in information security, briefed the committee on market and technical trends in data
security.

Web access security products are becoming increasingly necessary for security maintenance
and enhancement as more organizations wish to store, retrieve, and exchange information via
intranet. Although the products are emerging, it is not yet clear what the costs may be of provid-
ing full servicing for them.

Regarding public key infrastructure (PKI), the industry and researchers are very enthusiastic,
and some observers believe the HIPAA and several laws in the European Union to be driving the
market to develop PKI products.7 Market adoption of PKI is, however, proceeding only slowly,
especially in the United States. This may be due at least in part to the fact that the process of in-
tegrating PKI with individual legacy applications is very labor intensive. One reason integration
is difficult is that it is so complex; indeed, a PKI encryption device may be asked to solve a wide
variety of problems including authentication, access, and authorization. The development and
market penetration of smart cards and other portable platforms for utilizing databases via PKI
seems to be much further advanced in Europe than in the United States, although unresolved
questions about cross-border privacy protection remain.

As the technology of Web-integrated systems becomes more ubiquitous and easier to use, it
is also becoming more difficult to defend from outside attack (Dietz, 2000). Internal and external
filtering techniques can be viewed as necessary in any operation utilizing electronic records,
since it would be critical to minimize any time when the system is not available. Filtering sys-
tems, for example, would be able to detect a pattern when a denial-of-service attack is launched
from multiple points requesting the same data at the same time and also can guard against local

                                               
7A public key infrastructure is a system for managing and distributing public keys and digital certifi-

cates to authenticate different users—that is, to ensure that the asserted identity of a given user in fact cor-
responds to user. (In face-to-face interactions, one person can “authenticate” himself to another by pre-
senting a document such as a driver’s license or a passport. By telephone, a speaker can authenticate
himself to another person by virtue of a familiar voice. In cyberspace, however, some other mechanism is
needed to provide authentication among parties that do not know in advance that they need to interact—
that mechanism is PKI.) PKIs are an essential component of secure electronic communications, but also
raise important concerns for privacy (see for example, Brands, 1999).
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systems being co-opted from the outside to serve as launching points for such an attack (also de-
scribed as “being used as zombies”).

Cost pressures are of course resulting in both specific and general trends. Specifically, many
or perhaps most organizations are installing virtual private networks, enhancing security relative
to standard internet e-mail while also saving money. More generally, many organizations are ex-
hibiting a marked preference to hire services, that is, to contract out to meet their information
technology needs, rather than to purchase products and train in-house support; this practice has
corresponding security risks as more people have access to electronic records while being less
invested in the culture of the organization.

In the future, additional work on security will likely be required at the small office and home
office level, a point that often arises in consideration of academic researchers who deal with se-
cure data but often work at home.

SPECIAL CONSIDERATIONS OF DATA PRIVACY AND MINORS8

Federal regulations on human subjects include special provisions that apply when subjects
are of minor age (45 CFR 46 Subpart D). The contract describing the IOM’s project included an
agreement that the committee would consider measures for protecting personally identifiable
health information that pertains to children if any different conditions should be deemed desir-
able, and, in particular, would consider the desirability of requiring projects involving children
always to undergo full IRB review. For background on these matters, the committee commis-
sioned a paper on protecting the data from health services research in minors. The paper was pre-
sented in draft form at the workshop and appears in full as appendix C of the (IOM, 2000) report.

There are three basic issues that further complicate the question of how to conduct research
involving minors that meets high ethical and scientific standards:

• the heterogeneity of the population in question,
• complications arising from proxy consent, and
• the changing interests and risks affecting the subjects.

The heterogeneity of the subject population arises from the intersection of the legal definition
of the term “minor” with the developmental process of maturation from infancy to adulthood.
The law recognizes any person under the age of majority, for most purposes 18 years old, as a
child, but the maturation of a person from infancy through the age of majority is a dynamic proc-
ess, encompassing a very wide range of capacities, interests, concerns, and also risks.

The law recognizes that children do not have the decision-making capacity of adults and ad-
dresses this fact through beneficent paternalism. In the case of medical or research interventions,
beneficent paternalism requires that consent for the intervention be made by an adult proxy, in
most cases the child’s parent(s). The question of uncoerced and informed consent to participate
in research brings with it problems when subjects are adults, and proxy consent brings further
complications. In some cases, the adult proxy may have interests that differ from, or even con-
flict with, those of the child. A further complication arises when the child does reach the age of
majority: if an adult has given proxy consent for data on the child to be examined in research, is
this consent still valid when the child reaches adulthood, or must consent be sought anew?

                                               
8This section is based on a presentation by Dr. Ross Thompson, developmental psychologist and

author of the commissioned paper author.
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The maturation of children not only means that the category “children” is heterogeneous, as
described above, but also that as a particular individual matures, the interests of this individual
change and the changes themselves are complex. The law—and most people—readily recognize
that research on children involves special risks, which must be taken into account and do not ap-
ply to adult subjects. The risks, concerns and areas of vulnerability of children do not, however,
necessarily diminish inversely with an increase in age and body mass; indeed, some risks in-
crease. Risks that may increase as the child matures include vulnerability to embarrassment, fear
of exposure, and concern for violations of privacy—just the risks most likely to be associated
with health services research.

In the discussion after the presentation, participants raised several additional points. In con-
sideration of protecting privacy, some features of children as subjects increase the difficulty of
de-identifying data. For example, hospitalization is rare for children, so even within a large sam-
ple of children, data on hospitalization or very high medical bills may effectively identify one or
a small number of individuals. Another special problem is that the effect of the identification of
individual children might have additional impact on other family members, since the mother may
then be identified as well.

Participant Gerald S. Schatz pointed out that the difficulties associated with proxy consent
are further intensified in the case of children who are wards of the state, and proxies who are
government agencies and liable to be overburdened or to prefer not to see problems.

INTERNATIONAL COMPARISONS OF DATA PRIVACY STANDARDS9

Questions and issues of protecting privacy and personally identifiable health information
have arisen in nation states around the world and in regard to the transfer of data across interna-
tional borders. The contract describing the IOM’s project included an agreement that the com-
mittee would compare the privacy protections contained in international conventions for person-
ally identifiable health information used in research with the principles and best practices
developed in this study. For background on these matters, the committee commissioned a paper
comparing international approaches to protecting the privacy of data from health services re-
search. The paper was presented in draft form at the workshop and appears in full as appendix D
of (IOM, 2000) report.

The Organization for Economic cooperation and Development (OECD) published Guidelines
on the Protection of Privacy and Transborder Flows of Information in 1989, which included
eight basic principles on the collection, use, and holding of personal data; these are further dis-
tilled here into four core principles pertaining to data protection, including the creation of statu-
tory protections, transparency of data processing, additional protections for sensitive data, and
the rights of individuals to claim enforcement of rules on data protection. The concept of privacy
and the principle that individuals ought to be secure from improper interference in privacy are
also mentioned in other international agreements including the United Nations Universal Decla-
ration (1948) and International Covenant on Civil and Political Rights (1966); the European
Convention on Human Rights (1955); the Council of Europe’s Convention for the Protection of
Individuals, with Regard to Automatic Processing of Data (1981), Convention on Human Rights
and Biomedicine (1997), and subsequent recommendations; the World Health Organization’s
Declaration on the Promotion of Patient’s Rights in Europe (1994) and Directive on the Protec-
tion of Individuals (1995); the World Medical Association’s Revised Declaration of Lisbon on

                                               
9This section is based on a presentation by Ms. Bartha Maria Knoppers, professor of international law.
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the Rights of the Patient (1995); and the European Group on Ethics in Science and New Tech-
nologies’ Ethical Issues of Health Care in the Information Society (1999).

Turning to the internal or domestic arrangements in selected nation states, the United King-
dom and other Common Law countries such as Australia and New Zealand recognize the protec-
tion of privacy under Common Law, although the law can be modified or clarified by statute.
Privacy under the Common Law is an aspect of the liberty of a citizen, and if this liberty is in-
fringed upon so as to cause harm, the citizen can pursue legal action. As an exception to the gen-
eral protection of privacy, however, a medical practitioner may be required to disclose certain
information in court if called for by the public interest. Australia also follows Common Law with
some statutory exceptions, one of which provides that medical records are considered the prop-
erty of the private medical practitioner, but not of the public health facility.

By contrast, the legal systems of continental nation states did not develop under Common
Law, but follow the Napoleonic Code and variations. Rather than being an aspect of liberty that
might be harmed, privacy in this system is viewed as a right in and of itself, which means that a
citizen need not show that an infringement of privacy caused harm—an infringement of privacy
is sufficient for legal action regardless of whether harm followed. In France, the confidentiality
of medical records is further protected by being treated as an obligation of result, which means
that not only what is heard or seen is protected by law, but also what is understood, and the body
of law that protects the information from disclosure is the penal code.

In the domestic legal systems of individual nation states, the Common Law versus civil code
contrast is again the basic distinction. The United Kingdom’s British Medial Association has re-
cently affirmed that any disclosure should be anonymous and minimized to the degree possible
and that patients should be informed of how data about them may be used. Australian law in-
cludes several sets of principles and guidelines, that call for the entity in possession of a record
containing personal information to use the information only for the purpose for which it had been
collected unless either the subject consents or another use is mandated by other law. France has
recently undergone two important developments pertaining to the protection of the privacy of
health information in its legal system. The first was a statute regulating the use of data for re-
search, that provided significant new oversight mechanisms, and second was a decree regarding
the use of data in the process of reimbursement.

At the conclusion of the presentations, the committee again thanked all the participants for
their effort to provide information and insight, and encouraged anyone wishing to comment fur-
ther or submit written materials to feel free to do so through the study director.
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Wolf, Leslie E. and Lo, Bernard. Practicing Safer Research Using the Law to Protect the Confidentiality
of Sensitive Research Data.
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Acronyms and Abbreviations

AHRQ Agency for Healthcare Research and Quality
ASPE Assistant Secretary for Planning and Evaluation
DHHS Department of Health and Human Services
DSL Digital Subscriber Line
ERISA Employee Retirement Income Security Act
FDA Food and Drug Administration
GAO General Accounting Office
HIPAA Health Insurance Portability and Accountability Act
HMO Health Maintenance Organization
HSR Health Services Research
IHC Intermountain Health Care
IHS Indian Health Service
IOM Institute of Medicine
IRBs institutional review boards
MPA Multiple Project Assurance
NIH National Institutes of Health
NRC National Research Council
OECD Organization for Economic Cooperation and Development
OPRR Office for Protection from Research Risks
PBM pharmacy benefit management
PKI public key infrastructure
RTI Research Triangle Institute
UCSF University of California at San Francisco
USUHS Uniformed Services University of the Health Sciences
UTHSCSA University of Texas Health Sciences Center in San Antonio
WIRB Western Institutional Review Board
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APPENDIX A

Workshop Agenda

INSTITUTE OF MEDICINE
Cecil and Ida Green Building,
Rooms GR-130 and GR-110

2001 Wisconsin Avenue, N.W.
March 13–14, 2000

Monday, March 13, 2000

8:30 a.m. Call to Order, Welcome by Chair Bernard Lo, M.D.
Charge to Committee, Introductions, Procedures, and Greetings from Sponsors

9:15 OPRR overview
Thomas Puglisi, Ph.D.

9:30 IRB Administrators
Art Anderson, M.D., Fort Detrick, U.S. Army
Angie Khan, University of Texas Health Science Center, San Antonio

10:00 Discussion

10:30 Break

10:45 IRB Chairs or Members
James Kahn, M.D., University of California at San Francisco
Robert Amdur, M.D., University of Florida
Steve Garfinkel, Ph.D., Research Triangle Institute
Tora Bikson, Ph.D., RAND Corporation

11:45 Discussion

12:30 p.m. Lunch

1:30 Private or Independent IRB
Angela Bowen, M.D., Western Institutional Review Board

1:45 Discussion

2:00 Pharmaceutical Company
 Harry Guess, Ph.D., Merck

2:15 Discussion
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2:30 Health Services Companies
Fred Teitelbaum, Ph.D., and Jennifer Low, Esq., Express Scripts
Brent James, M.D., and Morris Linton, J.D., Intermountain Health Care
Andrew Nelson, HealthPartners

3:15 Discussion

3:30 BREAK

3:45 Comparing Privacy Standards Internationally
Bartha Knoppers, J.D.

4:15 Discussion

5:30 Adjourn

Tuesday, March 14, 2000 (GR 110)

8:30 a.m. Call to Order, Welcome by Chair, Brief Introductions of Committee

9:00 Technical Update
Lawrence Dietz, Esq., AXENT Technologies

9:15 Discussion

9:30 Special Considerations Regarding Data on Minors
Ross Thompson, Ph.D.

10:00 Discussion

10:15 Break

10:30 Special Considerations of Privacy in Heavily Studied Minority Populations
William Freeman, M.D.

10:45 Discussion

11:00 General Discussion

12:00 noon Adjourn Open Session

Copyright © National Academy of Sciences. All rights reserved.

Institutional Review Boards and Health Services Research Data Privacy:  A Workshop Summary
http://www.nap.edu/catalog/9890.html

http://www.nap.edu/catalog/9890.html


43

APPENDIX B

Workshop Speakers

Robert Amdur, M.D.
Associate Professor and Associate Chairman

for Clinical Affairs
Department of Radiation Oncology
University of Florida Health Sciences Center

Arthur Anderson, M.D.
Fort Detrick, U.S. Army
Chief, Department of Clinical Pathology and

Office of Human Use and Ethics
U.S. Army Medical Research Institute of

Infectious Disease

Tora Bikson, Ph.D.
Senior Behavioral Scientist
Chair, IRB
RAND

Angela Bowen, M.D.
President
Western Institutional Review Board

Lawrence Dietz, Esq.
Market Intelligence Director
AXENT Technologies, Inc.

William Freeman, M.D., M.P.H.
Director, I.H.S. Research Program
Chair, Headquarters I.H.S. IRB
Rockville, MD

Steven A. Garfinkel, Ph.D.
Associate Director
Health Services and Policy Research Program
Research Triangle Institute

Harry Guess, Ph.D.
Chief, Epidemiology
Merck

Brent James, M.D.
Vice President for Medical Research and

Continuing Medical Education
Intermountain Health Care

James Kahn, M.D.
Institute for Health Policy Studies
Department of Medicine,
University of California, San Francisco

S. Angela Khan
Institutional Coordinator, Research Review
Institutional Review Board
University of Texas Health Science Center at

San Antonio

Bartha-Maria Knoppers, J.D.
Professor, Faculty of Law
Senior Researcher, C.R.D.P.
Legal Counsel, McMaster Gervais
University of Montreal
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Morris Linton, JD
Senior Council
Intermountain Health Care

Jennifer Low, Esq.
Associate General Counsel
Express Scripts, Inc.

Andrew Nelson
Executive Director, HealthPartners
President, HMO Research Network
Minneapolis, MN

Thomas Puglisi, Ph.D.
Director, Division of Human Subjects

Protections
Office for Protection from Research Risks
DHHS

Fred Teitelbaum, Ph.D
Vice President
Outcomes Research and Cost Management
Express Scripts, Health Management Services

Ross A. Thompson, Ph.D.
Professor
Department of Psychology
University of Nebraska
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APPENDIX C

Workshop Participants

Olga Boikess
NIMH

Brian Brown
National Naval Medical Center
Institutional Review Board

Ruth Bulger
USUHS

Donna T. Chen
Southeastern Rural Mental Health Research

Center, University of Virginia

Angela Choy
Institute for Health Care Research and Policy
Georgetown University

Sarah Comley

Carrie Crawford
National Naval Medical Center
Institutional Review Board

Trenita Davis
National Institutes of Health (NIH)
National Institute of Dental and Craniofacial

Research

Nancy Donovan
U.S General Accounting Office (GAO)

Gary B. Ellis
Office for Protection from Research Risks
National Institutes of Health

John P. Fanning
Office of the Assistant Secretary for Planning

and Evaluation

Michael Fitzmaurice
Agency for Healthcare Research and Quality

Ellen Gadbois
National Bioethics Advisory Commission

Olga Garcia
Office of Management and Budget (OMB)

Felix Gyi
Chesapeake Research Review, Inc.

Stephen Heinig
American Association of Medical Colleges

Tom Hogan
The Blue Sheet

Julie Kaneshiro
National Institutes of Health

Richard A. Knazek
National Institutes of Health
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Eric Larson
General Accounting Office

Richard Levine
USUHS

Joanne Lynn
RAND

Margaret Matula
National Institutes of Health

Laurie Michel
Merck

Mary Otto
Knight Ridder

Shannon Penberthy
Association for Health Services Research

Douglas Peddicord
Washington Health Advocates

Joan Porter
ORCA

Maryann Redford
National Institutes of Health

Patricia M. Scannell
Washington University School of Medicine

Gerald S. Schatz
National Institutes of Health

Amy Schwarzhoff
Chesapeake Research Review, Inc.

Ann Skinner
Johns Hopkins School of Public Health

Stuart F. Spicker
Massachusetts College of Pharmacy, Boston

Miron Straff
National Research Council

Bernard Talbat
National Institutes of Health

Ron Warren
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APPENDIX D

Biographical Sketches

BERNARD LO (Chair) is professor of medicine and director of the Program in Medical Ethics at
the University of California, San Francisco. He chairs the End of Life Committee convened by the
American College of Physicians-American Society of Internal Medicine, which is developing
consensus recommendations for clinical care near the end of life. He directs the national coordi-
nating office for the Initiative to Strengthen the Patient–Provider Relationship in a Changing
Health Care Environment, funded by the Robert Wood Johnson Foundation. He also directs the
Ethics Core of the Center for AIDS Prevention Studies at UCSF. Dr. Lo is a member of the Na-
tional Bioethics Advisory commission and of the Data Safety Monitoring Board for the AIDS
Clinical Trials Group at the National Institute of Allergies and Infectious Diseases. He is a mem-
ber of the Institute of Medicine and chairs the IOM Board on Health Sciences Policy. Dr. Lo has
written more than 100 articles in peer-reviewed medical journals, on such issues as decisions
about life-sustaining interventions, decision making for incompetent patients, physician-assisted
suicide, ethical issues regarding HIV infection. He is the author of Resolving Ethical Dilemmas: A
Guide for Clinicians, a comprehensive analysis of ethical dilemmas in adult medicine. He is also a
practicing general internist who teaches clinical medicine to residents and medical students.

ELIZABETH B. ANDREWS directs the Worldwide Epidemiology Department at Glaxo
Wellcome, based in Research Triangle Park, North Carolina, and Greenford, England. The epi-
demiology program encompasses epidemiologic research on safety, natural history of disease,
disease burden, and general descriptive epidemiology. She is currently president of the Interna-
tional Society for Pharmacoepidemiology, an organization broadly representative of govern-
ment, industry, and academic researchers. Dr. Andrews serves as adjunct assistant professor of
epidemiology at the University of North Carolina (UNC) School of Public Health. She partici-
pates as a member of the Pharmaceutical Research and Manufacturers of America Clinical
Safety Surveillance Committee and for three years chaired its Epidemiology Subcommittee. She
is a member of the editorial board for the journal Pharmacoepidemiology and Drug Safety. She
serves on the governing board of the UNC School of Public Health’s Public Health Foundation.
She also serves on the Advisory Panel on Research of the Association of American Medical
Colleges and the Data Privacy Working Group of the European Federation of Pharmaceutical
Industries and Associations. In addition, she serves on the Food and Drug Administration’s Re-
productive Health Drugs Advisory Committee’s Subcommittee on Pregnancy Labeling. Over
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the past two years, she has testified on medical records confidentiality before the U.S. Senate
and House committees and the National Committee on Vital and Health Statistics. Dr. Andrews
received her masters in public health and health policy and administration and Ph.D. in epide-
miology from the University of North Carolina School of Public Health. Prior to joining Bur-
roughs Wellcome in 1982, she managed the Statewide Regionalized Perinatal Care Program and
directed the Purchase-of-Care Services for the State Health Department of North Carolina.

JOHN COLMERS is executive director of the Maryland Health Care Commission (MHCC), an
agency created through the merger of two existing health regulatory commissions. MHCC is
charged with health care reform activities for the state, the development and adoption of a state
health plan, and the compilation and analysis of health care datasets, among other responsibili-
ties. Prior to the merger, Mr. Colmers was executive director of the Health Care Access and Cost
Commission (HCACC), one of the organizations in the merger. The HCACC implemented many
initiatives, including report cards providing information on the quality and performance of health
maintenance organizations and standards for the operation of electronic health networks. Before
this, Mr. Colmers was the executive director of the Health Services Cost Review Commission,
overseeing Maryland’s all-payer hospital rate setting system. Mr. Colmers did undergraduate
work at Johns Hopkins University, received his master of public health from the University of
North Carolina, and has returned to Johns Hopkins University for doctoral study of health serv-
ices research.

GEORGE T. DUNCAN is professor of statistics in the H. John Heinz III School of Public Pol-
icy and Management and the Department of Statistics at Carnegie Mellon University. His current
research work centers on information technology and social accountability, especially confiden-
tiality issues. He chaired the Panel on Confidentiality and Data Access of the Commission on
Behavioral and Social Sciences and Education (CBSSE) Committee on National Statistics, which
issued the report, Private Lives and Public Policies: Confidentiality and Accessibility of Gov-
ernment Statistics. He chaired the American Statistical Association’s Committee on Privacy and
Confidentiality. He served on the American Medical Association’s Expert Advisory Panel on
Privacy and Confidentiality. He has been editor of the Theory and Methods Section of the Jour-
nal of the American Statistical Association. He is a fellow of the American Statistical Associa-
tion, an elected member of the International Statistical Institute, and a fellow of the American
Association for the Advancement of Science.

JANLORI GOLDMAN directs the Health Privacy Project at Georgetown University’s Institute
for Health Care Research and Policy. The project is dedicated to ensuring that people’s privacy is
safeguarded in the health care environment. In 1997, Ms. Goldman was a visiting scholar at
Georgetown University Law Center. In 1994, Ms. Goldman cofounded the Center for Democ-
racy and Technology, a nonprofit civil liberties organization committed to preserving free speech
and privacy on the Internet. Ms. Goldman also worked at the Electronic Frontier Foundation in
1994. From 1986 to 1994, Ms. Goldman was the staff attorney and director of the Privacy and
Technology Project of the American Civil Liberties Union (ACLU). While at the ACLU, Ms.
Goldman led the effort to enact the Video Privacy Protection Act and led efforts to protect peo-
ple’s health, credit and financial information, and personal information held by the government.
She was the legislative director of the Minnesota affiliate of the ACLU from 1984 to 1986. Ms.
Goldman has testified frequently before the U.S. Congress and served on numerous commissions
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and advisory boards. Her publications include “A Federal Right of Information Privacy,” co-
authored with Jerry Berman, and included as a chapter in Computers, Ethics, and Social Values
(ed. Helen Nissenbaum, Prentice Hall, 1995); Privacy and Health Information Systems: A Guide
to Protecting Patient Confidentiality, coauthored with Deirdre Mulligan, (Foundation for Health
Care Quality, 1996); “Protecting Privacy to Improve Health Care,” which appeared in Health
Affairs (November–December 1998); and Promoting Health/Protecting Privacy: A Primer, co-
authored with Zoe Hudson for the California Health Care Foundation and Consumers Union. The
Health Privacy Project also recently released two reports: The State of Health Privacy: An Un-
even Terrain/ A Comprehensive Survey of State Health Privacy Statutes; and Best Principles for
Health Privacy: A Report of the Health Privacy Working Group.

CRAIG WALTER HENDRIX is associate professor of medicine, Division of Clinical Pharma-
cology, Department of Medicine, Johns Hopkins University School of Medicine, where he is cur-
rently director of the Johns Hopkins’ University Drug Development Unit. He also holds joint ap-
pointments in pharmacology and molecular sciences and epidemiology. He earned his M.D. at
Georgetown University School of Medicine followed by postdoctoral training at the Johns Hop-
kins Hospital. He is board certified in internal medicine and infectious diseases. His clinical re-
search has focused on HIV epidemiology and prevention within military populations and clinical
pharmacology of antiretroviral drugs. Dr. Hendrix is invited to lecture worldwide on HIV im-
pact, prevention, and treatment. His university service includes membership on the Johns Hop-
kins University Institutional Review Board.

MARK C. HORNBROOK, a health economist by training, is an associate director and senior
investigator at the Kaiser Permanente Center for Health Research (CHR). He leads the Center’s
program in economic, social, and health services research and is a member of the senior man-
agement team at CHR. His current research focuses on payment systems for HMOs under private
and public health insurance programs. With support from the Health Care Financing Admini-
stration (HCFA), the Robert Wood Johnson Foundation, and Kaiser Permanente, he is develop-
ing morbidity-based risk assessment models to adjust payments to health plans to counter selec-
tion bias. He is also developing and simulating a new risk contracting payment system for
Medicare based on competitive market premiums rather than Medicare fee-for-service payments.
Previously, with support from Kaiser Foundation Health Plan, Dr. Hornbrook developed health
care expense forecasting models using the SF-36 and the Medicare Current Beneficiary Survey.
Dr. Hornbrook directs the CHR Economics Core in conducting a series of economic evaluations
of several innovative disease management, disease prevention, and health care delivery programs
related to long-term care of frail elderly, smoking cessation, cancer screening, mental illness, and
childhood asthma, and other studies as well. Dr. Hornbrook received a master’s degree in eco-
nomics from the University of Denver in 1969 and a Ph.D. in medical care organization, with
emphasis in health economics, from the University of Michigan in 1975. Currently, Dr. Horn-
brook chairs the Scientific Review and Evaluation Board of the Health Services Research and
Development Service, Department of Veterans Affairs. He also is a member of the Measures
Council of the Foundation for Accountability. He was named a fellow of the Association for
Health Services Research in 1996.

LISA I. IEZZONI is professor of medicine at Harvard Medical School and codirector of re-
search in the Division of General Medicine and Primary Care, Department of Medicine, at Beth
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Israel Deaconess Medical Center in Boston. She received her degrees in medicine and health
policy and management from Harvard University. Dr. Iezzoni has conducted numerous studies
for the Agency for Health Care Policy and Research, the HCFA, and private foundations on a
variety of topics, including the use of clinical data to predict hospitalization costs and patient
outcomes, comparing severity of illness across teaching and nonteaching hospitals, evaluating
the utility of severity information for quality assessment, identifying complications of care using
administrative data, and using information from hospital data systems to predict patient clinical
and functional outcomes. She has published and spoken widely on the measurement of severity
of illness and has edited a textbook on risk adjustment for measuring health care outcomes. A
1996 recipient of the investigator Award in Health Policy Research sponsored by the Robert
Wood Johnson Foundation, she is studying disability policy issues relating to mobility impair-
ments. Dr. Iezzoni is on the editorial boards of major medical health services research journals,
and she serves on the National Committee on Vital and Health Statistics and the Board of Di-
rectors of the National Forum for Health Care Quality Measurement and Reporting.

DONALD KORNFELD is associate dean of the Faculty of Medicine of Columbia University
College of Medicine, and professor of psychiatry and attending psychiatrist at Columbia Presbyte-
rian Hospital. He served for six years as chairman of the Institutional Review Board at the N.Y.
State Psychiatric Institute and since 1991 has been chairman of the Columbia Presbyterian Medi-
cal Center Institutional Review Board. He is director of the Consultation/Liaison and Behavioral
Medicine Service at Columbia Presbyterian Medical Center and was a member of the first ethics
committee established there. He has published on a wide variety of psychiatric problems and ethi-
cal issues related to medicine and surgery. He is a fellow of the American Psychiatric Association
and a past president of the American Psychosomatic Society.

ELLIOT STONE has been executive director and chief executive officer of the Massachusetts
Health Data Consortium since it was established in 1978 as a private, nonprofit corporation. The
consortium is a neutral setting for the collection and analysis of large health care databases. The
consortium publishes annual reports on hospital prices, utilization, and communities’ hospital
dependency to a broad constituency of health care organizations and business coalitions, and
provides data and technical support to health services researchers. In 1994, Mr. Stone organized
the Affiliated Health Information Networks of New England project to improve the state’s elec-
tronic health care information infrastructure among health plans and providers through standards
required by the federal Health Insurance Portability and Accountability Act. Mr. Stone served on
the Institute of Medicine’s Committee on Regional Health Data Networks which published
Health Data in the Information Age: Use, Disclosure and Privacy. He was a member of the
Committee to Study National Cryptography Policy of the National Research Council, National
Academy of Science’s Computer Science and Telecommunications Board, and provided finan-
cial support for the NRC study For the Record: Protecting Electronic Health Information.

PETER SZOLOVITS is professor of computer science and engineering in the Massachusetts
Institute of Technology Department of Electrical Engineering and Computer Science and direc-
tor of the Clinical Decision-Making Group within the MIT Laboratory for Computer Science.
His research centers on the application of artificial intelligence (AI) methods to problems of
medical decision-making and design of information systems for health care institutions and pa-
tients. He has worked on problems of diagnosis, therapy planning, execution, and monitoring for

Copyright © National Academy of Sciences. All rights reserved.

Institutional Review Boards and Health Services Research Data Privacy:  A Workshop Summary
http://www.nap.edu/catalog/9890.html

http://www.nap.edu/catalog/9890.html


APPENDIX D 51

various medical conditions; computational aspects of genetic counseling; controlled sharing of
health information, and privacy and confidentiality issues in medical record systems. His inter-
ests in AI include knowledge representation, qualitative reasoning, and probabilistic inference.
His interests in medical computing include Web-based heterogeneous medical record systems,
lifelong personal health information systems, and design of cryptographic schemes for health
identifiers. He teaches classes in artificial intelligence, programming languages, medical com-
puting, medical decision-making, knowledge-based systems, and probabilistic inference. Profes-
sor Szolovits has been on the editorial board of several journals, has served as program chairman
and on the program committees of national conferences, and has been a founder of and consult-
ant for several companies that apply AI to problems of commercial interest, including W3Health,
which develops Web-based solutions for connecting the health care community. He served on
the Committee on Maintaining Privacy and Security in Health Care Applications on the National
Information Infrastructure, which produced the NRC report For the Record.

ADELE A. WALLER, J.D., is a partner and member of the Health Law Group with the Chi-
cago law firm Bell, Boyd and Lloyd. A substantial portion of her practice involves advising cli-
ents on legal issues related to health information technology. Ms. Waller has spoken extensively
on health information technology law issues for organizations such as the American Bar Asso-
ciation, American Health Lawyers Association, American Health Information Management As-
sociation, University Health System Consortium, Association for Health Services Research, and
Healthcare Information Management Systems Society. She has published numerous articles and
book chapters on health information technology law topics. Ms. Waller serves on the Board of
Directors of the American Health Lawyers Association, chairs its annual Health Information and
Technology Conference, and served in the leadership of its Health Information and Technology
Substantive Law Committee from 1994 to 1999. She is a member of the Editorial Advisory
Board of CCH compliance and of the Editorial Board of Aspen Publishing’s Managed Care Law
Manual. Ms. Waller is a member of the adjunct faculty of the University of Illinois at Chicago
and has been an adjunct faculty member for the Health Law Institute at the Loyola University of
Chicago School of Law.
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