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Knowing when a health threat enters a community is the corner-
stone of biopreparedness. Historically, public health officials have 
had to rely on a clinical detection system that includes the astute 

clinician, the unanticipated lab result, or a cluster of disease cases to 
know that some disease threat was present. These methods of detection, 
while important, may put the health security system behind the curve 
in responding to a disease threat in the case of a bioterrorist attack. The 
BioWatch program is designed to get upstream of these clinical detection 
systems by providing early warning to local, state, and federal partners 
should an airborne release of certain types of biothreat agents occur. The 
program relies on collectors deployed in jurisdictions around the country, 
and on sample results provided through public health laboratories. It is 
a component of a much broader monitoring and surveillance effort to 
identify and respond to terrorist threats that ensures the health security 
of the nation. 

Ensuring health security requires an early warning system with which 
its users have a high degree of confidence. The users need a clear under-
standing of the meaning and limitations of the data they receive and have 
trust that they can use the results to make subsequent, potentially high-
consequence decisions. As the report discusses, standards and validation 
provide a necessary basis for confidence in the system.

Although standards may not seem glamorous, they are fundamental. 
Our own experiences studying infectious microorganisms and working 
to support a strong and effective public health system lent us motivation 
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xii PREFACE

for the task. The committee welcomed the opportunity to bring atten-
tion to the critical roles that standards play in supporting a program 
such as  BioWatch, the efforts that have taken place to develop perfor-
mance standards that could be applicable to program needs, and the 
base of information that has been gathered on BioWatch assay and sys-
tem performance. Based on our statement of task, the report focuses on 
performance standards for the polymerase chain reaction (PCR) assays 
used in BioWatch, while emphasizing that all of the system’s components 
are  necessarily interconnected. It is evident that the rapid development 
of next- generation sequencing offers the promise of a more definitive 
approach to the secondary verification or confirmation step required after 
the initial PCR assay in order to secure the trust required for responsible 
public health officials and other government authorities to initiate an 
appropriate response to a select agent detection.

We were joined in our task by fellow committee members with diverse 
areas of expertise in genetics and molecular biology, bioinformatics, tech-
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in environmental biosurveillance, pathogen biology, biodetection, assay 
and standards development, and validation from within and outside the 
federal government, as well as from state and local BioWatch jurisdictions. 
Their contributions were critical in informing the committee and we thank 
them for their willingness to share their views with us. 
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BioWatch is an air monitoring system deployed in jurisdictions 
around the country with the goal of detecting the presence of cer-
tain high-risk pathogenic microorganisms. It relies on a network of 

federal and nonfederal collaborative relationships to be successful, and is 
one part of a larger array of disease surveillance, intelligence-gathering, 
and biomonitoring activities in support of public safety and health.

The assays used in the BioWatch system to detect the presence of 
pathogens in collected samples rely on the technique of polymerase chain 
reaction (PCR) to sensitively and specifically amplify target nucleic acid 
sequences. The program and its users need an understanding of each 
assay’s performance characteristics in order to have confidence in the 
results and have the ability to appropriately interpret them. This confi-
dence is partly provided through a performance standard, which gives 
information on the minimum requirements that must be met for the assay 
to be considered acceptable for its intended purpose and describes how 
testing to validate this performance is to be carried out. 

The report discusses principles of performance standards, reviews 
information from several existing guidance documents and standards that 
might be applicable to BioWatch, and discusses assay testing efforts that 
have occurred or are ongoing. It provides recommendations on general 
principles and approaches for a performance standard and validation 
framework to meet BioWatch’s mission. It also provides a starting point 
for an approach to in silico and laboratory assay characterization for con-
sideration by BioWatch and its stakeholders, with the aim of providing a 
reasonable amount of information on performance parameters such as an 

Executive Summary
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2 BIOWATCH PCR ASSAYS

assay’s limit of detection, sensitivity, and specificity. As tasked, the report 
focuses on the PCR reaction portion of a PCR assay; although it discusses 
key processes before and after the PCR, these are not addressed in detail.

One fundamental aspect of assay validation for a system such as 
 BioWatch should be recognized and clearly communicated to program 
stakeholders—BioWatch is designed to detect rare but high-consequence 
events and all assays will have some associated false positive and false 
negative rates. It is not practical in time, effort, or money to conduct 
laboratory-based assay performance testing using large enough numbers 
of replicates under enough different conditions to validate the assay’s 
long-term false positive or false negative rate at the high levels of statistical 
confidence program users are likely to desire for operational decision mak-
ing (e.g., to determine with statistical confidence that a false result will not 
occur more than once per x thousands or hundreds of thousands of sam-
ples). The assay design and laboratory performance validation that is the 
focus of the present report thus provides initial information that the assay 
is anticipated to perform reasonably well. It is critical for the  system’s 
users to understand the testing that has been undertaken and the limita-
tions of the data, and to combine this knowledge with ongoing analysis 
of data obtained from verification in jurisdictional laboratories and from 
operational deployment of the assay in order to achieve confidence in the 
results and to facilitate responses to positive BioWatch detections. The 
report emphasizes the importance of communication and, particularly, 
of discussing the details of performance data with jurisdictional labora-
tory experts and officials. The report also emphasizes the importance of 
obtaining a better understanding of the microorganism background that is 
present in BioWatch jurisdictions, information that remains very limited.

Finally, the report considers how developments in technology, par-
ticularly in multiplex PCR and next-generation sequencing (NGS), can 
contribute to the ability of the BioWatch program to meet current and 
future challenges. Sequencing currently can be used to follow up on unex-
pected assay results from the jurisdictions. In the nearer term, targeted 
approaches coupled with NGS may be useful as a replacement for the 
current real-time PCR secondary assays because of their ability to analyze 
many more genomic regions for identification and characterization. The 
applicability of techniques such as metagenomic NGS to the program 
would be a longer-term prospect. The report recommends that the Depart-
ment of Homeland Security and the BioWatch program continue to moni-
tor and evaluate technologies as they develop. The program also should 
plan to work with laboratory users in the BioWatch jurisdictions, along 
with technology experts, to ensure that new technology brought into the 
program not only incorporates the best technology but also functions 
smoothly for the stakeholder community.

BioWatch PCR Assays: Building Confidence, Ensuring Reliability; Abbreviated Version

Copyright National Academy of Sciences. All rights reserved.

http://www.nap.edu/21658


BioWatch is an environmental surveillance system designed to detect 
the presence of pathogenic microorganisms in air samples in order 
to provide early warning to local, state, and federal stakeholders in 

the event that one of these potential biothreat agents is present.  BioWatch 
exists in the context of a number of complementary efforts to provide 
infectious disease surveillance (Figure S-1). These efforts include moni-
toring disease trends and case reporting for human and animal illnesses, 
syndromic surveillance (e.g., monitoring for notable increases in the inci-
dence of symptoms such as fevers), and intelligence-gathering activities. 
The BioWatch system aims to complement these efforts in order to provide 
public health, emergency management, and law enforcement with an alert 
to the presence of one of the tested biothreat agents prior to the onset of 
large numbers of clinical symptoms. The system is thus meant to provide 
decision makers with the opportunity to initiate further investigations or 
undertake initial responses to minimize risks to public safety and health. 

BIOWATCH MUST FUNCTION EFFECTIVELY 
AS A TOOL FOR DECISION MAKING

Although BioWatch is a federally funded air monitoring program 
under the Department of Homeland Security (DHS), the program’s real 
impact lies in its ability to function as a decision-making tool for local and 
state jurisdictions that operate the program. The BioWatch system includes 
indoor and outdoor collectors deployed in jurisdictions around the coun-
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4 BIOWATCH PCR ASSAYS

FIGURE S-1 Multiple sources of information provide infectious disease surveil-
lance. BioWatch is an example of an air monitoring system and forms part of this 
network to support public health and security. Circles represent targets of surveil-
lance information that inform monitoring and detection activities. The boxes show 
the process from biosurveillance through response.
SOURCE: Adapted from IOM and NRC (2011).

try, primarily in large urban settings, and relies on laboratory analyses 
largely conducted within the country’s public health infrastructure. Each 
jurisdiction maintains a BioWatch Advisory Committee composed of law 
enforcement, public health, environmental health and protection, emer-
gency management and medical services, National Guard Civil Support 
Teams, hazardous materials teams, and political officials that engages in 
close consultation with federal partners from a number of agencies. But 
ultimately, the actions taken or not taken based on results obtained from 
BioWatch aerosol collectors primarily impact the local level.

BioWatch relies on a series of process steps utilizing polymerase chain 
reaction (PCR) as its amplification and detection methodology to indicate 
whether or not nucleic acid from one of the tested pathogens is present 
on an air collection filter. Subsequent actions following a declaration of a 
BioWatch Actionable Result (BAR, indicating the presence of a pathogen’s 
DNA) may be time-consuming, potentially disruptive, or expensive. Simi-
larly, if the result of the BioWatch PCR assays is negative, individuals with 
responsibility for public health and safety need to understand the limits 
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of the assays in determining that there is indeed no current threat to the 
public from one of the pathogens tested by the program.

It is critical that the BioWatch participants and the user community 
have confidence in the methodologies employed by BioWatch. An impor-
tant element of this confidence is that the PCR assays used in the pro-
gram have performance characteristics that have been validated and that 
provide proper and sufficient information to program stakeholders. This 
issue is the central topic of this report and is the focus of the committee’s 
statement of task (Box S-1).

BOX S-1 
Statement of Task

An ad hoc committee will be convened to conduct a study and prepare a report 
that will evaluate and provide guidance on appropriate standards for the validation 
and verification of polymerase chain reaction (PCR) tests and assays in order to 
ensure that adequate performance data are available to public health and other 
key decision makers with a sufficient confidence level to facilitate the public health 
response to a BioWatch Actionable Response (BAR). 

Specifically the ad hoc committee will:

1.  Determine PCR assay test and evaluation criteria that will provide a reason
able measure of confidence to federal, state, and local public health officials 
and key stakeholders. 

2.  Identify and evaluate the Stakeholder Panel on Agent Detection Assays 
(SPADA), the Public Health Actionable Assays (PHAA), and any other 
existing and proposed standards applicable for use in defining the perfor
mance (validation and verification) of PCR assays for the BioWatch and 
other programs to ensure confidence as identified in Subtask 1, above. 
Standards are to be evaluated in terms of performance, cost, and public 
health applicability. 

3.  Examine current PCR protocols used by the BioWatch program and other 
relevant biosurveillance programs and determine if the processes used to 
assess the performance of these protocols and assays are adequate 
to meet the standards identified in Subtask 2, above.

4.  Determine whether improvements could be made by adopting changes 
based on the evaluation in Subtasks 2 and 3, above. 

5.  Determine if any existing standards approach is conducive, taking into 
consideration cost, schedule, and data requirements, to measuring per
formance of a PCR assay in multiplexed format. 

6.  In the event that no approach currently in existence is judged to be appro
priate in Subtask 5, above, provide recommendations for aspects that a 
standard must include to measure performance of multiplex PCR technology.
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6 BIOWATCH PCR ASSAYS

PERFORMANCE STANDARDS AND VALIDATION 
SUPPORT CONFIDENCE IN RESULTS

The existence of appropriate performance standards and a rigorous 
process of validation provide the basis for confidence that PCR assay results 
meet users’ needs. An assay performance standard describes minimum 
requirements that must be met for the assay to be considered acceptable for 
its intended purpose and describe how testing to validate this performance 
is to be carried out. To be applicable to BioWatch, a standard to characterize 
PCR assay performance and conduct assay validation would need to

•	 Establish	 that	 the	 assay	 has	 sufficient	 sensitivity	 to	 detect	 the	
release of a tested biothreat agent at a program-relevant concen-
tration above the baseline of environmental background (i.e., it is 
fit for purpose);

•	 Establish	that	the	assay	has	sufficient	specificity	to	detect	patho-
genic strains of concern but not to cross-react with other strains 
and organisms, within acceptable program false positive and false 
negative rates;1 and

•	 Determine	that	the	assay	is	sufficiently	robust	for	routine	opera-
tional use by jurisdictional laboratories and is otherwise accept-
able to program users.

From a practical standpoint, a decision maker would be most inter-
ested in knowing that the BioWatch system is sensitive enough to detect 
an amount of DNA reasonably expected to be present in a filter sample 
following a pathogen release of the scale for which BioWatch is designed. 
This question is complicated by the many factors involved in understand-
ing overall system performance, including physical and biological charac-
teristics of the threat agent particle, modeling analysis of environmental 
transport, the nature of the collection device and collection matrix, and 
others. The committee was not asked to examine the full spectrum of 
steps in the BioWatch system. Rather, the scope of the report is limited 

1 A false positive is a positive detection result for a given target when the target is not 
actually present. A false negative, on the other hand, is a negative result when the target 
is present. BioWatch has experienced prior positive assay results from detections of micro-
organisms in the environment that were not the result of intentional releases of a biothreat 
agent. Opinions vary on whether these results are “false positives” at the assay level, which 
may have performed as designed but detected naturally occuring microbes or revealed 
cross-reactivity with an organism having sequence similarity in the regions targeted by the 
PCR amplification reactions). A prior report on BioWatch classified such events as “BAR 
false positives” because they resulted in declaration of a BAR when intentional release had 
not occurred (IOM and NRC 2011). False negative rates are difficult to determine in routine 
or standard operation. 
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to the process for validating assay performance in a laboratory setting, 
commonly starting from extracted nucleic acid. Understanding assay 
performance even in this limited setting provides useful information in 
establishing the maximum sensitivity and specificity of the system, com-
paring assays when making decisions on which to consider deploying, 
and comparing the performance of different instrument platforms on a 
given assay. While a standard to characterize the analytical performance 
of an assay is thus an important component, program users and stake-
holders need to be aware of its limitations in the full operational context.

The report considers a variety of parameters addressed by PCR per-
formance standards and analyzes the implications of different types of 
performance approaches. Dimensions discussed in the report include

•	 The	concentration	of	nucleic	acid	from	a	tested	pathogen	that	will	
be detectable by the assay with a sufficiently high probability of 
detection (limit of detection [LOD]);

•	 The	ability	of	the	assay	to	successfully	detect	an	identified	mini-
mal amount of nucleic acid from the set of organisms that makes 
up the targeted inclusivity panel (sensitivity);

•	 The	ability	of	 the	assay	 to	successfully	not	detect	or	cross-react	
with nucleic acid from the sets of organisms on the nontargeted 
exclusivity and environmental background panels (specificity);

•	 The	ability	of	assay	protocols	to	amplify	and	detect	nucleic	acid	
from filters that contain anticipated environmental background 
substances, such as dust and pollen, which can interfere with the 
PCR reaction (environmental interference);

•	 The	ability	of	the	assay	to	perform	under	real-world	use,	includ-
ing robustness of the assay as it is performed by different opera-
tors and in different laboratories (robustness and reproducibility);

•	 The	genetic	diversity	present	in	microbial	species	and	strains,	the	
continuing acquisition of new microbial genetic knowledge, and 
the need to regularly reassess assay performance (quality control 
and databases); and

•	 The	controls,	reference	materials,	and	quality	assurance	processes	
associated with performance standards and validation (standards 
and quality assurance).

A BIOWATCH ASSAY STANDARD CAN BE 
INFORMED BY EXISITING GUIDANCE

The report reviews existing guidance on the process for conducting 
laboratory validation of the performance of PCR assays. A number of 
efforts have already been undertaken to provide a foundation of data 
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on the performance of PCR assays that are used or could be used by 
BioWatch. Testing of relevant assays has been undertaken or is ongoing 
by groups such as the Los Alamos National Laboratory (LANL) and the 
Centers for Disease Control and Prevention (CDC), while previous efforts 
such as BioNet compared the performance of detection assays then in use 
by the Department of Defense (DOD) and CDC. The BioWatch program 
and its partners should be recognized for the valuable efforts they have 
already undertaken, as well as for their efforts to increase communica-
tion among the many users who participate in BioWatch. In concert with 
third-party contractors, DHS and the BioWatch program have designed 
laboratory arrangements for undertaking assay and device testing, assem-
bled and quality-controlled DNA from a number of applicable inclusiv-
ity and exclusivity panel organisms, conducted testing to obtain system 
operational data, and established a quality assurance program with the 
jurisdictional laboratories in the network. These approaches represent 
appropriate options for characterizing real-time PCR assays for detection 
of biothreat agents.

The report seeks to build on this base of information. It discusses 
principles addressed by PCR performance standards, explores how these 
principles could be applied to meet the needs of the BioWatch program, 
and draws comparisons between these needs and existing PCR perfor-
mance approaches, such as the Standard Method Performance Require-
ments (SMPRs) developed by the Stakeholder Panel on Agent Detection 
Assays (SPADA) and assay performance standards captured by the Public 
Health Actionable Assays (PHAA) program and Federal Standards for 
Assay Performance and Equivalency (FSAPE). 

The available documentation on these standards provides a wealth 
of detail on the characterization and validation processes they recom-
mend, including the testing that must be conducted and the controls to 
be included. SPADA generally addresses the needs of first-responder and 
private-sector detection development communities in support of public 
safety actions, while the PHAA program addresses public health decision 
making, including deployment of medical countermeasures. FSAPE was 
developed to support assay performance comparisons across federally 
owned and operated surveillance programs. These standards approaches 
have many similarities but also significant differences. For example, the 
number of strains required for inclusivity, exclusivity, and environmental 
background panels under PHAA and FSAPE are generally more numer-
ous than the strain panels for testing under SPADA. These differences 
have implications for the time and costs necessary to comply with these 
standards. The approaches of the different standards also differ in how 
they were developed. SPADA meeting information is posted online and 
the resulting performance requirements are published through the  Journal 
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of AOAC International. PHAA and FSAPE are focused on federally owned 
programs; as such, their requirements are not published in the open 
literature.

The BioWatch program is a hybrid entity. Its results are used to sup-
port both public safety and public health actions. Although it is federally 
owned and relies on important federal relationships, it cannot succeed 
without close engagement with nonfederal partners. This fact makes it 
particularly important that any assay performance standard and associ-
ated validation program used by BioWatch be as transparent as possible 
to the range of the program’s users. BioWatch particularly relies on the 
expertise of public health laboratorians to conduct and interpret assay 
results within their jurisdictions, and these experts need to be aware of the 
available performance data and be engaged in discussions surrounding 
assay performance issues that arise.

BETTER UNDERSTANDING ENVIRONMENTAL 
BACKGROUND WOULD IMPROVE THE 

UNDERSTANDING OF ASSAY PERFORMANCE

The current BioWatch approach focuses on testing for the presence 
of a subset of known biothreat agents considered to be of particular 
priority. Assay performance is likewise defined by testing sets of known 
inclusivity and exclusivity organisms available in genomic databases and 
in various strain collections. A fundamental issue is that knowledge of 
the relatedness of strains used for assay testing to microorganisms actu-
ally present in BioWatch environments remains very limited. An assay 
can be tested against one hundred strains, but if these are not the most 
relevant ones it will mean very little in practice. A frustration among 
 BioWatch jurisdictions is the occurrence of positive detections that appear 
not to indicate biothreat agent releases. Many pathogens of relevance to 
 BioWatch can occur naturally in the environment—certain pathogens may 
predictably trigger detections at specific times of the year under particular 
conditions in some locations. Certain assays also may cross-react with 
an environmental organism that is not yet included on the strain panels 
against which the assays are tested. To help address these issues:

Recommendation 1. The Department of Homeland Security should under-
take further characterization of environmental background organisms over 
time and at various locations. This sampling could build on the exist-
ing BioWatch network by using previously tested filters as samples and 
should also include judicious sampling of water and soil samples. Opera-
tional assay performance data in individual jurisdictions based on positive 
screening results might provide a source of invaluable data, as well.
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A PERFORMANCE STANDARD FOR BIOWATCH 
SHOULD ENCOMPASS A FULLER RANGE OF 

STEPS THAN CURRENT GUIDANCE

In addition to PCR amplification, multiple steps influence PCR assay 
performance (Box S-2) and there are multiple ways in which the term 
“PCR assay” can be defined. In particular, steps in the overall process that 
feed into the PCR amplification are critically important to overall perfor-
mance. Sample collection, extraction, and purification methods affect the 
type and quality of materials that are available as the input to the PCR. 
The Minimum Information for Publication of Quantitative Real-Time PCR 
Experiments guideline  (Bustin et al. 2009), for example, considers infor-
mation on the sample processing steps to be essential to a description of 
the assay and its results.

Guidance available through the SPADA SMPRs and in PHAA and 
FSAPE documents does not provide explicit advice on the sample extrac-
tion and preparation methodology to be used and one might also expect 
the most appropriate sample processing and preparation method to vary 
based on the specifics of a particular assay and its intended purpose. The 
BioWatch program makes protocols available to its jurisdictional labora-
tories in order to provide standardized methods for the daily operation 
of sample processing and DNA extraction from BioWatch filters. The 
program has indicated that it is considering opportunities to improve 
these processes, but that such efforts are currently decoupled from PCR 
assay test and validation needs that are the subject of the present study. 
As requested by DHS, the present report focuses on the core PCR reac-
tion in the overall process from collection of a BioWatch air sample to a 
result, and the key processes before and after the PCR are not significantly 
addressed. However, the committee notes that evaluating performance of 
PCR amplification starting with purified strain nucleic acid represents a 
simplified and only partial view of a complex problem. The committee 
encourages the BioWatch program to consider the critical roles of the 
steps surrounding the PCR amplification and concludes that it would 
strengthen a BioWatch PCR assay performance standard to explicitly 
consider guidance on steps such as sample extraction and preparation as 
a standard is developed:

Recommendation 2. A PCR assay performance standard that meets pro-
gram and user needs should include development and implementation 
of standards that encompass all of the individual steps in the assay from 
sample collection, extraction, amplification, detection, reagent quality 
control, and data analysis. There should be an integrated assay standard, 
as well, that includes all of the steps of a complete PCR assay as a unit.
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BOX S-2 
A PCR Assay Comprises Multiple Steps

PCR is a widely used nucleic acid amplification technique, and its inventor, Kary 
Mullis of Cetus Corporation (Emeryville, CA), was awarded the Nobel Prize in 
Chemistry in 1993. PCR involves polymerization of nucleotides in a reaction per
formed and mediated by enzymes and thermal conditions, resulting in a theoretical 
doubling of the amount of targeted nucleic acid in each cycle. In the BioWatch 
program, PCR is the basis of the targeted amplification of specific nucleic acid 
sequences in order to identify whether nucleic acids from biothreat agents tested 
by the program are present on collected filters.

The report focuses primarily on the PCR amplification in the overall PCR assay, 
including testing undertaken to determine the ability to detect or not detect rel
evant pathogen strains and environmental organisms, and to determine the limit 
of detection.

A complete PCR assay includes steps in addition to the amplification reaction, 
including input sample extraction and preparation, reaction conditions, method of 
detection and instrument platform, and data analysis. Setting standards for PCR 
performance in a realworld setting cannot be done in isolation from these other 
dimensions of the assay, which affect overall performance. Although the report 
mentions aspects of the steps that compose the full assay, it does not, for exam
ple, make recommendations on specific sample processing methods, detection 
methodology, or result algorithms that should be used by the BioWatch program.

0
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BOX FIGURE. Several key steps precede the PCR amplification. When combined with a 
detection mode, the set of steps forms a complete PCR assay. The report focuses primarily 
on PCR amplification and subsequent steps.

STARTING POINT FOR A BIOWATCH ASSAY 
PERFORMANCE STANDARD

The approach currently used by BioWatch—sensitive real-time PCR 
to amplify target regions of DNA from a set of known pathogenic organ-
isms judged to be of highest risk—represents the best system BioWatch 
has been able to deploy given current technology and assay options. The 
program needs a basis for understanding the performance of its assays, 
as tested in laboratory settings, in order to inform a more comprehensive 
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understanding of its system. The report highlights an example of a per-
formance standards approach for conducting laboratory testing of assays 
that could provide reasonable statistical confidence for BioWatch users 
while seeking to keep numbers of tests and numbers of strains manage-
able for intended use. The specific details of the process ultimately used 
by the BioWatch program should be determined by the program and 
established in consultation with its stakeholder community.

In general, primary performance characterization and validation of 
an assay should be undertaken by the developer (or by a laboratory 
contracted by the developer). Further independent validation should be 
undertaken by DHS. Verification of assay and system performance should 
be undertaken by user laboratories independent from the developers. A 
smaller number of replicates can be used to verify assay performance 
(e.g., LOD, inclusivity, exclusivity, and environmental panel results) than 
was undertaken during full validation testing. The committee empha-
sizes that modeling and testing to understand performance needs in real 
operational contexts, monitoring sample flow through all stages of the 
system, and analyzing assay performance data in operational use must 
be conducted in addition to the initial laboratory assay validation. The 
committee recognizes that the BioWatch program has been undertaking 
and continues to undertake various types of system testing. In developing 
a performance standards approach to meet BioWatch’s mission:

Recommendation 3. BioWatch should strive to test its PCR assays against 
as many known strains of its target agents and relevant near neighbors as 
possible. Undertaking all such testing through laboratory analysis alone 
is likely to be cost, time, and feasibility prohibitive. Increased in silico 
testing should thus be incorporated into the program to support targeted 
laboratory testing.

Recommendation 4. To support the goal of Recommendation 3, the Bio-
Watch program should work with other federal agencies and international 
partners to ensure that as many strains as possible are sequenced to at 
least a high-quality draft level and the data and associated reference 
materials made available to PCR assay and device developers through 
reference databases.

Recommendation 5. The panels of inclusivity and exclusivity strains 
specified for laboratory testing should seek to balance broad phylogenetic 
and geographic diversity within the realm of practical testing. Inclusivity 
panel strains for laboratory testing should sample the genetic diversity 
represented by available strain collections with an emphasis on prioritiz-
ing those strains that cause significant morbidity and mortality, have high 
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transmissibility, have a wide host range, or may be readily accessed by 
nefarious actors. 

Recommendation 6. For laboratory testing of exclusivity panels (near 
neighbors and environmental organisms), a strategy of sample pooling is 
appropriate to increase testing efficiency. If a positive result is detected, 
each agent in the pool should be tested separately.

Recommendation 7. Assay performance in the presence of known envi-
ronmental contamination (e.g., rail dust in a subway system) should be 
addressed by assessing the assay detection limit for a limited number of 
inclusivity and exclusivity panel agents spiked on jurisdictional back-
ground filters.

Recommendation 8. Federal agencies, including the Department of Home-
land Security, the Department of Defense, the Department of Energy, the 
Department of Health and Human Services, and other partners, should 
collaborate to produce a reference document or database identifying 
which repositories contain strains or strain nucleic acids relevant for 
testing pathogen detection assays. Information on the requirements or 
procedures to obtain and use strains or strain materials (e.g., extracted 
nucleic acids) held by these repositories should be included, where pos-
sible. This information would provide a coherent source of information to 
both federal agency programs and to individuals or companies involved 
in assay and device development and validation.

Recommendation 9. The BioWatch program should institute a process 
to regularly review and update all assays in light of new genetic knowl-
edge. The program should re-evaluate its assays through at least annual 
in silico screening to take advantage of new genomic information in data-
bases, update signatures, and identify potential false positive or false 
negative issues. Similarly, the composition of inclusivity, exclusivity, and 
environmental panels used for testing should be reviewed regularly and 
laboratory re-testing conducted as needed. Annual in silico and periodic 
laboratory re-testing of assay performance should be part of any assay 
performance standard accepted for BioWatch.

The above recommendations provide strategies for a BioWatch PCR 
standard. Without duplicating the full level of detail contained in guid-
ance documents such as the AOAC International validation guidelines, 
SPADA SMPRs, PHAA and FSAPE documents, and other sources, the 
committee also attempted to provide a specific starting point for methods 
to determine assay sensitivity and specificity that could be considered 
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by BioWatch in developing a standard to meet program needs. Further 
details, including the statistical confidence and limitations associated 
with this approach, are discussed in Chapters 3 and 4. In addition, the 
committee concluded that ongoing analysis of assay performance data 
from verification in user laboratories and from operational deployment 
of the assay in the program is critical. It will not be possible to undertake 
laboratory validation testing using large enough numbers of replicates 
on samples from the full spectrum of potential inclusivity, exclusivity, 
and environmental organisms in the presence of a wide range of different 
types of potentially interfering substances and different filter conditions 
to characterize the long-term false positive and false negative rates of an 
assay to a level of statistical confidence users may desire operationally. 
Nevertheless, some reasonable compromise must be achieved in order to 
undertake performance characterization and validation work on assays 
deployed or being considered for deployment in the program. Under-
standing and clearly communicating the strengths and limitations of the 
laboratory data obtained from the PCR assays is crucial to interpreting 
results and using them as a basis for taking action.

Recommendation 10. The following approach can serve as a starting 
point for a standard to provide confidence in PCR performance while 
seeking to undertake a reasonable amount of laboratory characterization 
and validation testing:

•	 A	reasonable	approach	to	determining	an	assay’s	analytical	LOD	
in a laboratory setting is to conduct serial dilution at a range of 
concentrations bracketing the estimated LOD, using n = 60 repli-
cates with acceptance criteria of at least 58/60 for a given concen-
tration, followed by appropriate curve fitting. LOD testing should 
also be conducted in the presence of realistic background matrix, 
such as previously tested BioWatch filters, to gain an understand-
ing of how the LOD may be affected by operational background.

•	 The	use	of	 in silico screening presents a relatively fast and low-
cost way to predict one part of assay performance using as many 
strains as are available as high-quality sequences in reference 
databases. In silico screening should be undertaken using the set 
of PHAA panels, if these strains’ sequences are available. 

•	 The	 strain	 panels	 recommended	 by	 SPADA	 represent	 a	 good	
starting point for laboratory validation testing of BioWatch assays 
and were developed with stakeholder participation. However, 
many were developed in 2010-2011 and should be reviewed and 
updated to account for new genetic knowledge.
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•	 The	 strategy	 used	 by	 LANL	 for	 testing	 detectability	 or	 non-
detectability of inclusivity and exclusivity strains represents a 
reasonable model for BioWatch (testing n = 20 replicates, fol-
lowed by testing 20 further replicates if an unexpected detect or 
non detect result is obtained, with acceptance criteria of 20/20 
or 39/40).

It is not possible to predict the precise costs of the committee’s pro-
posed validation framework. Data available to the committee on costs of 
assembly and quality control of relevant strain materials and to undertake 
validation testing following SPADA and PHAA guidance are available in 
Table 3-3 for comparison. The costs of the committee’s approach appear 
to be comparable in scope.

It should also be noted that the BioWatch program currently employs 
an initial screening assay, provided through the DOD’s Critical Reagents 
Program, to detect a single target nucleic acid sequence per tested patho-
gen. If this screening assay yields a positive detection, a secondary assay 
panel, provided through the CDC Laboratory Response Network, is used 
to test for three or more additional pathogen sequences. A basic perfor-
mance standard and validation framework can be appropriate for assays 
used for both screening and for secondary testing. However, the assess-
ment of testing results in order to determine whether the assay meets 
program needs will be different depending on the way(s) the assay is to 
be used in the program. Because of the importance of specificity to the 
performance of a secondary assay, the program might conclude that it is 
useful, for example, to conduct laboratory validation using additional 
inclusivity and exclusivity strains than were used for an initial screening 
assay. An approach of serial testing or “tiers” of recommended testing 
makes sense from a practical perspective given limited resources. Thus, an 
assay meant to be used for secondary verification or confirmation might 
be validated against a larger number of inclusivity and exclusivity strains 
than an assay meant to be used as an initial screen.

ALTERNATIVES TO THE CURRENT SCREENING 
AND SECONDARY ASSAY APPROACH

The report also explores several options that BioWatch could consider 
as alternatives to its current model of initial screening and secondary PCR 
assays, which would have implications for the performance characteriza-
tion and validation process required. These include the following:

•	 Develop	subsets	of	assays	for	each	of	the	tested	BioWatch	agents	
rather than a single set of screening and secondary assays (e.g., 
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incorporate additional types of rule-in and rule-out assays for 
certain pathogens, along with decision algorithms on when to use 
which tests);

•	 Develop	and	deploy	multiplex	PCR	assays;	and
•	 Incorporate	next-generation	sequencing	(NGS)	into	the	program	

as technology and software development makes this capability 
increasingly feasible.

Multiplex PCR

Each PCR assay currently used by BioWatch amplifies a single target 
sequence of pathogen nucleic acid (e.g., the assays are run as singleplex 
reactions). Assays also can be designed to detect multiple target sequences 
per reaction and technology in this area is moving fast, particularly in the 
development and use of multiplex assays in clinical settings. Multiplex 
PCR assays could be used by BioWatch and have the potential to reduce 
the labor incurred by jurisdictional laboratories as they conduct routine 
filter testing. 

Appropriate standards and validation guidance recently have 
emerged to address the additional issues that arise when characterizing 
and validating multiplex assays. Because PCR remains the core detec-
tion technology, many of the same performance principles apply. Addi-
tional types of testing will need to be conducted for multiplex assays, for 
example, to determine that each of the target sequences can be sufficiently 
amplified in the reaction and that none of the components in the reaction 
interfere with each other. Other potential issues involved in developing 
successful multiplex assays include determining the concentrations of 
different reagents, primers, and probes (including the need to limit cer-
tain reagents) when aiming to amplify and detect two or more pathogen 
targets, and the potential for nonspecific amplification products to arise. 
A further complication arises when making subsequent changes to a pre-
viously validated multiplex assay, in terms of the extent of performance 
re-testing that is required. 

Recent guidance from the Food and Drug Administration (FDA) pro-
vides a path forward in such circumstances, targeted to those submitting 
materials under FDA regulatory approval. For example, FDA guidance 
suggests that changes to already approved assays (such as inclusion of a 
new target) can be made using subsets of testing to confirm performance, 
rather than requiring the full range of validation testing to be repeated. 
The committee concluded that existing guidance on singleplex PCR per-
formance for environmental biodetection assays in concert with FDA 
information should provide a good starting point for the performance 
testing and validation of multiplex assays by the BioWatch program. 
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Additional considerations will arise with multiplex assays as compared 
to singleplex assays, due to the need to validate mixtures of targets and 
to investigate potential cross-reactivities. However, the development of 
multiplex assays for use in BioWatch appears reasonable and could likely 
be achieved without an unacceptable loss of sensitivity and specificity for 
program users. More important, however, the use of multiplex assays in 
BioWatch would require agreement from program stakeholders, particu-
larly the directors of the jurisdictional laboratories who conduct assay 
analyses and lead public health officials with responsibility for using the 
information obtained. Obtaining this agreement will require improved 
mechanisms for sharing and discussing detailed assay performance data. 
The additional issues that arise when designing, validating, and deploy-
ing multiplex assays will need to be considered when making the decision 
to switch to a multiplex format.

Next-Generation Sequencing

Moving forward, the committee urges the BioWatch program to con-
sider the ways in which emerging technology, particularly next-genera-
tion sequencing, can help the program address some of the challenges 
inherent in its current approach, which is focused on detecting a subset 
of high-priority, previously known pathogens. Next-generation sequenc-
ing presents possibilities for the program to move to a system that can be 
significantly more flexible and broad-spectrum in identification. The pro-
gram already can use sequencing as a tool to help resolve unusual assay 
results. In this way, sequencing can function as a tertiary confirmation and 
characterization tool. Several additional ways that NGS could be used by 
the program and current barriers to implementation are summarized in 
Table S-1. 

In the relatively near term, targeted NGS approaches may become 
useful to the program in place of current secondary PCR assays because of 
the ability to analyze more regions for identification and characterization, 
thereby improving specificity of detection. Metagenomic sequencing, on 
the other hand, could assist in characterizing environmental background 
and might eventually enable the implementation of universal assay 
protocols that would minimize the effort and costs needed to continu-
ally update and revalidate PCR primers, probes, and assay conditions. 
Sequencing and associated bioinformatics are not yet at a stage at which 
they could replace PCR assays as the BioWatch program’s primary detec-
tion methodology because of cost, turnaround time, lack of standard-
ized reference databases for comparison, and complexity of data analy-
sis. Incorporating sequencing-based approaches into BioWatch will also 
require jurisdictional training, expertise, and infrastructure that do not 
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currently exist in all laboratories. Nevertheless, exploring these options 
and incorporating them into the program through pilot testing will help 
BioWatch meet future challenges, such as the potential emergence of new 
or unknown pathogens or the possibilities for nefarious activities such as 
bioterrorism enabled by synthetic biology. 

Recommendation 11. The Department of Homeland Security should 
monitor developments in technology, such as next-generation sequenc-
ing, as speed increases, cost decreases, and required informatics and 
databases improve. A program to evaluate technology and incorporate 
it into BioWatch would enable the program to improve its ability to 
address current challenges and enable it to meet those of the future. How-
ever, the program should plan to work with at least some early adopter 
laboratory users in the BioWatch jurisdictions, along with technology 
experts, to make sure that new technology brought into the program not 
only incorporates the best technology but also functions smoothly for the 
stakeholder community.

THE IMPORTANCE OF COMMUNICATION 
TO PROGRAM SUCCESS

Finally, one of the primary messages of the report is that the network 
of BioWatch stakeholders should cooperate and be integrally involved 
in the process of establishing standards that will meet the community’s 
needs and should have access to the relevant data to help them under-
stand the performance and limitations of the assays in order to enable 
appropriate interpretation of the results. Building additional, specific 
mechanisms into the program to share assay and system performance 
results, discuss what these performance results reveal about the limits 
of the assay and the translation of assay results into actions, and share 
applicable detailed assay performance information across agencies such 
as DHS and CDC and with appropriate individuals within the network 
of jurisdictions appears to the committee to be a critical need. Even while 
recognizing the necessary security constraints, this goal should be achiev-
able. Addressing this issue would go far in ensuring confidence in the 
system and its results in order to facilitate responses to a BAR. 

Recommendation 12. A systematic process should be instituted to iden-
tify the root cause of positive assay results that do not appear to repre-
sent the targeted microorganism and to determine appropriate corrective 
actions to address the cause(s). This feedback and revision process should 
include the participation of laboratory experts in the jurisdictions and 
federal experts.
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20 BIOWATCH PCR ASSAYS

Recommendation 13. Communication and information-sharing are 
 necessary to establish confidence in a system. The BioWatch program, 
relevant federal agencies, and local and state jurisdictions should expand 
the communication and data-sharing that occurs among the network of 
federal and nonfederal partners involving both the screening and the 
secondary PCR assays. This effort would assist in establishing accept-
able performance standards, enhance informed data interpretation and 
decision making, improve the ability to undertake root cause analysis of 
assay issues encountered by jurisdictions, and enable the collective iden-
tification and dissemination of actions as part of robust quality assurance.

The ability to detect pathogen nucleic acid from BioWatch collectors 
in such a way that the information is usable for decision making and 
is obtained on a sufficiently rapid timescale and at reasonable cost is 
fundamental to the acceptability and success of the program. The report 
aims to contribute to the discussions surrounding performance standards 
and validation approaches that can meet these BioWatch program needs. 
A valuable repository of data and performance guidance can be drawn 
on to support BioWatch’s mission and the program has a strong founda-
tion from which it can develop performance and validation standards. 
Although it will require the participation of multiple groups, there is an 
opportunity to further strengthen the system by incorporating additional 
data-sharing and performance review features into the existing validation 
and quality assurance framework.
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The United States has a strategic interest in identifying and responding 
effectively to potential disease outbreaks, whether they result from 
the spread of naturally occurring pathogens or are due to accidental 

or intentional release of infectious microorganisms. The web of systems 
needed to achieve this goal range from environmental monitoring to clinical 
and public health epidemiology to intelligence community assessments of 
bioterror threats. Implementing methods to detect the presence of patho-
gens of concern in the environment forms one component of the strategy. As 
defined by Homeland Security Presidential  Directive 21, biosurveillance is

the process of active data-gathering with appropriate analysis and inter-
pretation of biosphere data that might relate to disease activity and 
threats to human or animal health—whether infectious, toxic, metabolic, 
or otherwise, and regardless of intentional or natural origin—in order to 
achieve early warning of health threats, early detection of health events, 
and overall situational awareness of disease activity. (White House 2007)

The biosurveillance umbrella captures multiple activities of threat 
awareness, detection, characterization, and information sharing in clinical 
and environmental settings. The National Biosurveillance Science and Tech-
nology Roadmap (NSTC 2013), for example, describes over 20 programs, 
networks, and activities from across the government that contribute to the 
National Strategy’s goals. Table 1-1 lists selected documents that address 
strategic priorities for biosurveillance activities. BioWatch, the focus of 
this report, is one component of the overall system.

Introduction
 1

21
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22 BIOWATCH PCR ASSAYS

TABLE 1-1 Selected Federal Strategy Documents Related to 
Environmental Biosurveillance

Year Document Description

2004 Homeland Security 
Presidential Directive 
10: Biodefense for the 
21st Century

Describes pillars of national biodefense 
preparedness including threat awareness, 
prevention and protection, surveillance and 
detection, and response and recovery  
(White House 2004)

2007 Homeland Security 
Presidential Directive 21

Establishes a strategy for public health and 
medical preparedness (White House 2007)

2009 National Strategy for 
Countering Biological 
Threats

Provides a planning framework and describes 
seven objectives to reduce threats posed by 
biological risks (NSC 2009)

2011 A National Strategy for 
CBRNE Standards

Articulates goals to enhance coordination on 
standards and to establish conformity assessment 
capabilities (NSTC 2011)

2012 National Strategy for 
Biosurveillance

Promotes strengthened biosurveillance capabilities 
(White House 2012)

2013 National Biosurveillance 
Science and Technology 
Roadmap

Identifies research and development needs to 
enhance the effectiveness of biosurveillance 
activities (NSTC 2013)

BIOWATCH DETECTS AIRBORNE RELEASES 
OF SPECIFIC BIOLOGICAL AGENTS

The BioWatch program is part of a layered approach to rapidly detect 
and respond to exposure to airborne biological agents of concern. A brief 
overview of the program is presented below and additional information 
is provided throughout the report. Certain details that the committee used 
to inform its analysis have been determined by the government to be 
exempt from public release under 5 U.S.C. § 552(b)(7); further information 
on these aspects is provided in Appendix A.

BioWatch is an environmental monitoring system developed to detect 
and characterize genomic material from a selected set of aerosolizable 
pathogens.1 The program is operated by the Department of Homeland 

1  The decision on which pathogens are included for detection in the program is informed 
by risk assessments such as the Biological Terrorism Risk Assessment (BTRA) and material 
threat assessments for specific agents. These risk assessments are developed by the DHS 
Science and Technology Directorate as part of DHS’s mandate under several Homeland 
Security Presidential Directives. The BTRA has generally been undertaken at 2-year inter-
vals, and DHS reportedly reviews the alignment of BioWatch with the BTRA when a new 
assessment is released (GAO 2012b). 
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INTRODUCTION 23

Security (DHS) and managed through its Office of Health Affairs. The 
DHS Science and Technology Directorate also supports program goals 
by undertaking activities in research and development that contribute to 
its operations. BioWatch was first deployed in 2003 in outdoor urban set-
tings, amid concerns about potential damage that would be caused by a 
bioterrorism attack that could affect significant numbers of people.2 The 
current system (sometimes referred to as the “Generation 2” or “Gen-2” 
system) includes collectors in over 30 jurisdictions and makes use of both 
outdoor and indoor collectors; systems also are deployed during selected 
special events. By 2013, reportedly more than 7 million polymerase chain 
reaction (PCR) assays had been conducted during routine daily opera-
tions to monitor for genetic material from the set of microbial agents for 
which BioWatch tests (IOM and NRC 2014).3

BioWatch comprises a network of components, processes, and partici-
pants that interact to capture genetic information from aerosol samples 
and determine whether and what actions should be taken based on the 
results. The context of BioWatch operations and the complexities and limi-
tations of the role it plays should be appreciated. To detect an intentional 
release of biological material from air samples involves a host of factors 
affecting overall system performance. Environmental conditions, such as 
wind speed and direction, and particle parameters, such as size and den-
sity, will alter the transport and dissemination of biological aerosols. The 
location of collection devices and the spacing between collectors relative 
to the location of a released plume will affect signal strength at the collec-
tion device and whether more than one device will register a detection. 
The method of collection, particle size cutoff, and air sampling volume 
will affect the amount of biological material that is present in a sample. 
Finally, characteristics of the pathogen itself, such as the infectious dose 
and whether or not the agent is viable, will influence whether exposure 
to a particular quantity of an airborne microorganism is likely to produce 
disease.

From a practical standpoint, decision makers will want to know 
whether the BioWatch system can reliably detect airborne biological 
material at a level that would indicate the occurrence of a release of the 
size and scope for which BioWatch was designed. This question can be 
roughly divided into two parts: (1) what amount of material from a tested 

2  BioWatch’s mission supports goals articulated in the 2003 State of the Union Address of 
an “early warning network of sensors to detect biological attack” (Bush 2003). BioWatch’s 
mission is to “Provide, maintain and support a continuous aerosol bio-terrorism monitoring 
capability in selected metropolitan areas” (Walter 2014a).

3  The locations of BioWatch air collectors and certain operational details of the program 
are not considered public information. See Appendix A for additional program and opera-
tional details.
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24 BIOWATCH PCR ASSAYS

agent needs to be deposited at the collection device to indicate with high 
probability that a release has occurred (or alternatively, what probability 
of a release is indicated by the presence of x amount of biological material 
at the collection device), and (2) what is the probability that the assays 
used in testing the sample will be able to reliably detect this level (or a 
lower one) of material.

The committee was not asked to examine and does not have infor-
mation on the fi rst of these components—the minimum size of a release 
event that BioWatch should be able to detect and how this might translate 
to a predicted minimum amount of material at a collector. Rather, the 
scope of this report is limited to the second part: How can the assays that 
test for the presence of a biological agent be validated so as to give the 
BioWatch program and its stakeholders confi dence in their performance? 
This piece is in many ways the most straightforward. As a result, it is also 
worth noting that high confi dence in the PCR assay is only one dimension 
of the system, and should not give users an overly optimistic sense of the 
performance of the system as a whole without further system testing.

The main processes in BioWatch are shown in Figure 1-1, which depicts 
steps from fi lter collection to assay interpretation and decision making.

BioWatch collectors continuously draw air through a dry fi lter where 
particulates are deposited. These fi lters are collected manually at regular 
intervals, usually once a day, and taken to participating diagnostic labo-
ratories for analysis. The laboratories that analyze the fi lters collected 
from BioWatch air samplers are generally co-located with state and local 
public health laboratories, which maintain a dedicated BioWatch capacity. 
Most of these public health laboratories are members of the Centers for 
Disease Control and Prevention’s (CDC’s) Laboratory Response Network 
(LRN), which forms part of the national infrastructure to respond to pub-
lic health emergencies and to potential bioterrorism incidents.

FIGURE 1-1 Schematic of the steps in the BioWatch process from air collection to 
assay interpretation and decision making. PSU = portable sampling unit; BAR = 
BioWatch Actionable Result.
SOURCE: Walter (2014a).
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At the laboratories, DNA is extracted from the air filters and targeted 
regions from the genomes of the pathogens of interest are amplified 
and detected using the method of real-time PCR (see Box 1-1). For these 
analyses, a set of PCR primers specific to DNA from the microorganisms 
of BioWatch concern is used for the PCR assay. For each tested pathogen, 
the laboratories use an initial screen targeting a single nucleic acid target 
sequence (a signature) for preliminary identification of candidate micro-
organisms. If this initial screen yields a positive result, a secondary panel 
of assays directed against three or more additional nucleic acid signatures 
is used to verify the presence of the agent.4 The BioWatch screening and 
secondary PCR assays currently are used in an integrated fashion by labo-
ratories in the program (e.g., a BioWatch Actionable Result [BAR] gener-
ally is not called only on the basis of the results of the screening assay). 

Possible Outcomes Arising from the PCR Assay

Based on the readouts from the PCR assays and the associated assay 
decision algorithms, there are four possible outcomes:

•	 True	positive:	the	assay	indicates	the	presence	of	the	tested	agent’s	
DNA, and the agent’s DNA is indeed present in the sample.

•	 True	negative:	the	assay	does	not	detect	the	agent,	and	the	tested	
agent is indeed not present in the sample.

•	 False	positive:	the	assay	indicates	that	the	tested	agent	is	present	
in the sample, but in fact, the agent is not in the sample.

•	 False	 negative:	 the	 assay	 indicates	 that	 the	 tested	 agent	 is	 not	
present in the sample, but in fact, the agent is in the sample.

No assay will ever be free of false positive and false negative results, 
and these results are dependent on how one defines these terms in prac-
tice. The potential for fundamental limitations of a test’s design (tradeoffs 
between sensitivity and specificity, for example) and instrument and oper-
ator failures means that some likelihood of error will always be present. 
Understanding the nature, origins, and probability that a potential error 
may occur assist in the interpretation of results and provide a measure of 
confidence for the user. 

4  The report uses the term “secondary assay” throughout to refer to this step, recogniz-
ing that it actually entails the performance of several individual PCR assays to detect 
several distinctive genetic signatures for the pathogen. BioWatch program materials fre-
quently refer to this as the “verification assay” or verification assay panel; the committee 
prefers the term “secondary” to distinguish the assay from the processes of assay valida-
tion and verification.
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BOX 1-1 
Real-Time PCR as a Pathogen Detection Method

PCR is a widely used nucleic acid amplification technique, and its inventor, Kary 
Mullis of Cetus Corporation (Emeryville, CA), was awarded the Nobel Prize in 
Chemistry in 1993. PCR involves the polymerization of nucleotides in a reac
tion performed and mediated by enzymes and thermal conditions, resulting in a 
theoretical doubling of the amount of nucleic acid in each cycle of PCR. Realtime 
PCR adds a detection strategy to the amplification process—a common method 
is through the use of fluorescence, as shown in the figures below. A series of 
temperature changes is used to separate strands of DNA, allow primers and a 
probe to hybridize to complementary sequences in the target region for amplifi
cation, and enable polymerase to synthesize new nucleic acid in this region. As 
the polymerase synthesizes the new nucleic acid strand, it degrades the probe, 
releasing a fluorescent reporter whose emission can be detected. The greater the 
fluorescent signal, the greater is the amount of target in a sample. Other tech
nologies can use a DNAbinding dye instead of a fluorogenic probe to measure 
DNA amplification. The fluorescent signal can be monitored at each cycle to cre
ate curves such as those below, with associated threshold cycle (Ct) values for 
when the signal crosses the background threshold. Alternatively, the strategy of 
end point detection, measuring only the final signal rather than the intermediate 
amplification curves, may be used. In this case, results are frequently reported 
as median fluorescence intensity values.

PCR methods can be used to detect nucleic acid from agents of interest such 
as those tested by BioWatch. Using a pathogen’s genetic sequence and genetic 
information from related microorganisms (such as closely related but nonpatho
genic species to reduce crossreactivity), specific sets of primers and probes are 
designed. The goal is to amplify and detect a DNA target (an amplicon) that is 
distinctive for the tested organism. The curve of the detected fluorescence pro
vides information on whether the DNA signature of the pathogen is present in the 
sample as well as information on the starting amount of target DNA. For BioWatch, 
there are multiple steps from a pathogen in the air to a sample of extracted DNA 
used in a PCR, and so the relative amount of DNA in the PCR sample can be 
informative but does not directly provide the original pathogen concentration.

During a PCR assay, a false positive detection could result from a 
number of factors, such as cross-reactivity of assay primers and probes 
(both types of short oligonucleotides that hybridize to target DNA) or the 
presence of a closely related but as-yet unsequenced organism occurring 
naturally in the environment. As was emphasized to the committee dur-
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A.

B.

BOX FIGURE. Depiction of a method of realtime PCR that makes use of a fluorescent 
 reporter molecule. A. The fluorescence of the probe is normally quenched. During amplifica
tion, the probe is degraded, and emissions from the fluorescent reporter can be detected. B. If 
the sample contains the signature DNA for amplification, the fluorescent signal will increase 
with each cycle. A threshold when signal crosses background is set, and the cycle number 
at which this threshold is reached is reported as the Ct value.
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ing its data-gathering and has been highlighted in other reports, the pub-
lic health system is called upon to do many things with limited resources. 
Responding to a detection that turns out to be a false positive places 
considerable drain on jurisdictional resources and could undermine con-
fidence in the system when a true positive occurs. Over the history of the 
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program, PCR assay positive results that appear not to have been true 
biothreat agent detections have been reported (Garza 2012; U.S. House of 
Representatives 2012a), resulting in changes to certain assays and decision 
algorithms. In the current BioWatch system, a sample yielding a positive 
result in the screening assay undergoes a secondary assay for the pres-
ence of several additional target sequences. A BAR is not normally called 
until after this secondary step, reducing the likelihood that jurisdictions 
and federal partners will mount a full-scale response that turns out to be 
unnecessary. 

On the other hand, a false negative result could be catastrophic if a 
pathogen release is missed. At the collector, factors such as air tempera-
ture, relative humidity, and wind may influence how airborne particles 
are deposited on the filter, all of which can affect the type and amount 
of material available as a starting point for analysis. Because the filters 
capture all particulates of a given size and not only genetic material, the 
mixture of material can be complex and may contain molecules that pres-
ent challenges for nucleic acid extraction, may cause loss and degradation 
of the sample, or are capable of inhibiting PCR amplification. Methods 
used for extracting DNA from the filter and preparing the sample for 
downstream analysis likewise affect the input material for the PCR assay. 
In the PCR assay itself, the presence of molecules that inhibit PCR, opera-
tional errors, instrument failures, or other errors in PCR amplification and 
detection could all produce a negative result despite the actual presence 
of pathogen DNA. Additionally, the concentration of the pathogen on 
the filter may be below the threshold of detection of the given assay. To 
help identify errors resulting from instrument failures or contamination, 
samples are run with sets of positive and negative controls. However, 
since specific sequences are targeted by the primers and probe, a failure 
to detect also could be the result of mutations in the pathogen’s targeted 
areas, loss of targeted sequences (e.g., in assays that target a bacterial 
plasmid), or the result of a previously unknown or manipulated strain of 
the pathogen. Addressing these concerns poses a greater challenge and 
is discussed as part of PCR assay performance validation in Chapter 2.

A point is sometimes raised that the PCR assays used by BioWatch 
do not provide information on agent viability, and thus positive detec-
tion results do not necessarily indicate the presence of an active risk to 
public safety and health. Viability information is extremely useful in 
making further decisions on what public health actions may be neces-
sary. On the other hand, the committee noted that detecting the presence 
of DNA from even nonviable agents on a BioWatch filter is a situation 
that law enforcement, public health, and others need to be aware of and 
that should be further investigated. It could, for example, indicate the 
presence of a failed release. Thus, the committee sees an important role 
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for the BioWatch assays separate from the issue of additional testing to 
characterize whether the agents are viable. The committee understands 
that the BioWatch program may use RNA assays in viability testing as 
part of additional investigations following a BAR. RNA testing also can be 
used to detect the presence of DNA-based organisms, including bacteria 
or parasites (Murphy et al. 2012). The sample collection method would 
need to be one that preserves the presence of RNA, which is more labile 
than DNA. The report does not delve further into this strategy.

It is also important to emphasize that BioWatch is designed to detect 
very rare events, but ones that would be of high consequence should they 
occur. The fact that any assay will have some associated false positive and 
false negative rate, combined with the very low probability of a biological 
agent release, implies that most BARs will result from detections that are 
not actual releases or attacks. This type of event has been observed over 
BioWatch’s history and is inherent in the nature of this type of system. 
As a result, it is critical to be able to analyze a BAR in the context of other 
sources of information in order to inform decision making.

BioWatch needs to serve public safety and health as a tool for high-
visibility decision making. Because there are serious consequences from 
both false positive and false negative results being passed forward, the 
program has defined acceptable limits for these rates as part of testing 
within its quality assurance program (which includes the set of steps 
from DNA extraction from a filter sample through to the interpretation 
of a result following PCR amplification and detection; see Appendix A 
for these limits and a discussion of what they encompass). However, the 
overall system performance will not be better than the performance of any 
of the individual components. Because real-time PCR is the core detection 
method currently used by BioWatch, assay performance characteristics, 
including false positive and false negative rates, provide valuable infor-
mation to the program’s managers and users.

BioWatch Actionable Result

The responsibility for declaring a BAR following the positive results 
of the PCR assays rests with the director of the local laboratory that con-
ducted the sample analysis, or an appropriate designee, and technical 
consultation with partners in DHS and CDC can occur before making 
the determination. As described to the committee, a BAR indicates that 
nucleic acid considered distinctive for a tested organism is present on a 
collected filter and can provide qualitative indications of the concentra-
tion of material along with the location and time of filter pickup. The 
BioWatch program considers a BAR to be a detection that activates noti-
fication protocols and warrants some form of response from the affected 
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jurisdiction and the federal government. The response usually involves 
a local conference call to discuss the BAR and begin to obtain informa-
tion on the local response strategy, and subsequent national conference 
call between the jurisdiction and federal partners to share information 
and put the BAR into context. As was presented to the committee, a BAR 
“does not necessarily mean that a terrorist attack has occurred; a viable 
biological agent was released; the agent is infectious; [or] there is a risk to 
the public’s health” (Walter 2014a). Post-detection situational assessment 
activities (e.g., further environmental sampling, analysis of additional 
threat-related information, or pathogen characterization) are frequently 
undertaken to provide data to better understand the circumstances and 
potential risk to public health to inform decision makers. Figure 1-2 shows 
the scope and approximate time line of BioWatch operations.

The BioWatch program relies on the expertise and collaboration of the 
public health community and other stakeholders for analytical laboratory 
capacity and, more importantly, in determining appropriate responses to 
a positive assay result. The network of BioWatch partnerships required 

FIGURE 1-2 The BioWatch program maintains routine operations in support of 
preparedness goals and operates in the early notification and assessment stages 
of a potential event involving release of an aerosolized pathogen. Another impor-
tant component of response and recovery is cleanup. 
SOURCE: Walter (2014a).
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for successful operation includes DHS, state and local officials from pub-
lic health, law enforcement, emergency management in the BioWatch 
jurisdictions, and federal partners such as national laboratories, CDC, 
the Environmental Protection Agency (EPA), the Department of Defense 
(DOD), and the Federal Bureau of Investigation (FBI). The EPA is involved 
in additional environmental sampling activities after a BAR and any nec-
essary decontamination, while the Department of Justice and FBI would 
play significant roles in any investigations of alleged pathogen release 
and attribution. 

PCR ASSAY STANDARDS CONTRIBUTE TO PROGRAM SUCCESS

BioWatch’s mission is to provide timely warning of the presence of 
a set of targeted pathogens of concern. Success in this mission will be a 
useful tool for decision makers. It is therefore critical that the BioWatch 
participants and the user community have trust in the results. An impor-
tant element of this trust is that the PCR assays have performance charac-
teristics that have been validated and that provide sufficient confidence to 
program stakeholders. This point is the central topic of this report. 

An assay performance standard describes the minimal requirements 
that must be met for the assay to be considered acceptable and describes 
how testing to validate this performance is to be carried out. PCR perfor-
mance standards include items such as the bacterial or viral targets, limits 
of detection (LOD) for a target, reproducibility of detection, dynamic 
range of detection, the strains that the assay will detect, including strains 
or closely related strains it should not detect, and associated confidence 
limits of the results. A useful BioWatch standard is required to be “execut-
able in a reasonable time, affordable, [and to] maximize confidence in 
results” (Walter 2014a). A standard or set of standards also needs to be 
acceptable and transparent to the program’s many stakeholders, includ-
ing DHS; the BioWatch program; the CDC and public health laboratories; 
state, local, and federal decision makers; and private companies involved 
in developing BioWatch technology.

The BioWatch program can leverage existing data and guidance to 
inform the development, testing, and validation of the PCR assays it 
uses. Relevant recommendations on the development and validation of 
PCR assays for biothreat agent detection have been developed by the 
Stakeholder Panel on Agent Detection Assays (SPADA) to support public 
safety actions and through the Public Health Actionable Assay (PHAA) 
approach to support public health decision making, efforts that have 
both been led by DHS’s Science and Technology Directorate. Approaches 
used by other environmental monitoring programs also may be relevant 
to BioWatch. For example, the U.S. Postal Service operates an automated 

BioWatch PCR Assays: Building Confidence, Ensuring Reliability; Abbreviated Version

Copyright National Academy of Sciences. All rights reserved.

http://www.nap.edu/21658


32 BIOWATCH PCR ASSAYS

Biohazard Detection System aerosol monitoring system to detect Bacillus 
anthracis in mail processing facilities, and the DOD deploys environmen-
tal monitoring at selected military locations (e.g., Portal Shield). 

None of these assay approaches, however, was developed specifi-
cally to support BioWatch’s mission. As a result, BioWatch has used a 
modification of the assay standards recommended by SPADA to test the 
performance of BioWatch screening and secondary PCR assays. When 
the program conducted testing of vendor systems as part of efforts to 
develop autonomous technology,5 it similarly modified approaches rec-
ommended by SPADA to design its testing strategy. 

Despite federal multiagency efforts on assay performance and assay 
performance equivalency, there currently does not appear to be a clear 
and well-described set of PCR standards, associated validation proto-
cols, and reference materials that are agreed upon and accepted by DHS, 
the BioWatch program, and the relevant stakeholder partners includ-
ing the CDC, public health laboratories in the LRN, and those entities 
involved in developing BioWatch technology.

DHS REQUESTED THAT THE NATIONAL RESEARCH 
COUNCIL AND THE INSTITUTE OF MEDICINE EXAMINE 

OPTIONS FOR A BIOWATCH PCR STANDARD

Given the fundamental nature of the BioWatch program’s reliance 
on PCR performance characteristics, the significant investments that the 
United States makes in BioWatch as a defense against large-scale releases 
of biological pathogens, and the need for the system’s users to interpret 
and have confidence in its results, DHS asked the National Research 
Council and the Institute of Medicine to examine the types of perfor-
mance data, performance criteria, and data analyses that the commu-
nity requires. A committee appointed by the National Academies was 
asked to examine PCR performance criteria and validation measures 
and to evaluate how existing or proposed PCR assay standards meet the 
program’s requirements in terms of performance, cost, and capacity to 
 provide actionable information to leaders in public health. The committee 
was asked to provide guidance on standards for validation and verifica-
tion of PCR reactions such that these standards can provide a reasonable 
measure of confidence to federal, state, and local public health officials 
and key stakeholders in the BioWatch program. To accomplish this goal, 
the committee examined current BioWatch protocols and the process used 

5  A proposed “Generation 3” acquisition of autonomous PCR-based detection systems for 
BioWatch was cancelled by DHS in 2014. See Appendix A for information on the assay and 
system testing conducted by BioWatch.
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to assess the performance of these protocols, and was asked to provide 
guidance on whether improvements could be made. DHS also requested 
that the committee consider, to the extent feasible, the implications for 
PCR assay performance of combining multiple nucleic acid targets into a 
single PCR (referred to as multiplex PCR). Box 1-2 provides the commit-
tee’s full statement of task.

There are important limitations in the focus of the report that should 
be recognized by program stakeholders. A comprehensive PCR assay is 
a process with multiple steps, only one of which is the PCR amplifica-
tion. Most of the performance characterization and validation strategies 

BOX 1-2 
Statement of Task

An ad hoc committee will be convened to conduct a study and prepare a report 
that will evaluate and provide guidance on appropriate standards for the validation 
and verification of polymerase chain reaction (PCR) tests and assays in order to 
ensure that adequate performance data are available to public health and other 
key decision makers with a sufficient confidence level to facilitate the public health 
response to a BioWatch Actionable Response (BAR). 

Specifically the ad hoc committee will:

1.  Determine PCR assay test and evaluation criteria that will provide a reason
able measure of confidence to federal, state, and local public health officials 
and key stakeholders. 

2.  Identify and evaluate the Stakeholder Panel on Agent Detection Assays 
(SPADA), the Public Health Actionable Assays (PHAA), and any other 
existing and proposed standards applicable for use in defining the perfor
mance (validation and verification) of PCR assays for the BioWatch and 
other programs to ensure confidence as identified in Subtask 1, above. 
Standards are to be evaluated in terms of performance, cost, and public 
health applicability. 

3.  Examine current PCR protocols used by the BioWatch program and other 
relevant biosurveillance programs and determine if the processes used to 
assess the performance of these protocols and assays are adequate 
to meet the standards identified in Subtask 2, above.

4.  Determine whether improvements could be made by adopting changes 
based on the evaluation in Subtasks 2 and 3, above. 

5.  Determine if any existing standards approach is conducive, taking into 
consideration cost, schedule, and data requirements, to measuring per
formance of a PCR assay in multiplexed format. 

6.  In the event that no approach currently in existence is judged to be appro
priate in Subtask 5, above, provide recommendations for aspects that a 
standard must include to measure performance of multiplex PCR technology.
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examined by the committee involve dimensions of the PCR (e.g., the lim-
its of detection of the reaction or the performance of the reaction against 
inclusivity and exclusivity panels). A detection platform is always associ-
ated with the reaction in order to detect the results, and therefore assay 
performance testing specifies which detection platform is used. However, 
the report does not compare or recommend one type of detection platform 
versus another. Additional information on the focus and limitations of the 
report is detailed in Box 1-3.

BOX 1-3 
Limitations of This Report

For a BioWatch sample to make it from an airborne particle to an identified and 
interpreted signal on a computer leading to an action, it must go through numerous 
steps, only one of which is the PCR reaction. The input to the PCR reaction is critical 
to the success and ultimately to the interpretation of the PCR result, as is the way 
that the PCR amplification process is detected. The thermal cycling conditions and 
reagents used are also important factors in obtaining a successful PCR product. 
All of these steps and issues can cause false positive and false negative results in 
a PCRbased test, even if the PCR reaction is optimized. 

The report focuses on performance characterization and validation of the PCR. 
It comments on aspects of the PCR assay that precede the reaction, including 
the complications posed by environmental background and the effect of sample 
preparation. However, the report does not make recommendations on

•	 	The	utility	or	effectiveness	of	the	method	of	sample	collection,	such	as	air	
filters or air collectors;

•	 	Particular	 sample	 processing	 methodology,	 including	 specific	 methods	 to	
extract and purify the nucleic acids from the sample, other than to suggest 
rigorous validation of all processes;

•	 	How	to	address	the	effects	of	materials	that	can	affect	a	PCR,	such	as	road	or	
brake dust, pollen, dirt, heavy metals, or other substances, or how to  address 
the effects of background biological organisms and nucleic acids that may or 
may not be amplified in the PCR process, other than to recommend a rigorous 
examination of environmental background;

•	 	Particular	thermal	cycling	conditions	or	instrumentation;
•	 	Specific	sources	of	PCR	reagents,	or	specific	methods	of	storing	or	dispens

ing reagents;
•	 	Method	of	detection	of	the	PCR	products,	or	the	size	or	other	particularities	

of the PCR products; and
•	 	The	algorithm	for	interpreting	the	results	from	the	PCR.
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ORGANIZATION OF THE REPORT

Since its inception, BioWatch has been the subject of a number of 
reports and congressional hearings that have explored its costs, effective-
ness, and roles (e.g., GAO 2009, 2010, 2011, 2012a; IOM and NRC 2011). 
This report does not address broad programmatic questions on the func-
tion of BioWatch and how it fits into the country’s public health and secu-
rity enterprises. Rather, the report discusses performance characteristics 
of PCR and explores the implications for the BioWatch program and its 
stakeholders of different types of assay standards approaches. The report 
seeks to provide guidance to the program to inform decisions made on 
standards for the PCR assays it uses.

Chapter 1 introduces BioWatch, its mission, and the motivation 
behind the current study. Chapter 2 discusses the development and use 
of assay performance standards and provides background information on 
federal environmental biosurveillance efforts. Chapter 3 explores several 
of the core components of real-time PCR performance standards and the 
committee’s analysis of tradeoffs arising from different types of standards 
approaches. Chapter 4 returns to the operational context of the program 
and the experience of stakeholders in making use of assay results, as well 
as the important role of a quality assurance program as part of validation. 
Chapter 5 considers potential impacts on BioWatch of the changing tech-
nology landscape, including additional assay performance considerations 
with multiplexed PCR assays and the implications of continued advances 
in next-generation sequencing technology. Finally, Chapter 6 summarizes 
the committee’s conclusions and recommendations.
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A  laboratory in a BioWatch jurisdiction obtains a positive result from 
the screening and secondary assays it runs to detect the presence 
of a biothreat agent. The collector from which the sample came 

is located in a busy station in the city’s mass transit system. A decision 
needs to be made regarding an actionable response. If officials evacuate 
the station, significant disruption will result. If they shut down the station 
for what turns out to be a non-event, they are likely to waste resources, 
face public anger, affect the local economy, undermine confidence in the 
city’s leadership, and face political consequences. On the other hand, if 
officials fail to take action for what turns out to be a release of a biologi-
cal pathogen, the consequences could be far more severe. Therefore, the 
jurisdiction must know how to interpret the assay results it obtained and 
what risks are involved with that interpretation. 

ESTABLISHING APPROPRIATE PERFORMANCE 
STANDARDS HELPS RESULTS BE ACTIONABLE

The BioWatch system is substantially more complex than described in 
the simple scenario above. Nevertheless, experts in the laboratory, along 
with public health and law enforcement decision makers, need a solid 
foundation from which to understand assay results and use them in the 
subsequent decision process. This foundation relies on defining the purpose 
for which the assay is used, establishing criteria the assay must fulfill to 
meet its intended purpose, and validating that the assay indeed performs 

Performance Standards  
Provide Confidence in Results

 2

37
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within requirements (or at least to define the assay’s limitations). These 
three pieces—defining purpose, establishing performance standards, and 
undertaking validation—provide crucial information on which to establish 
the significance of a result. This chapter and Chapter 3 focus on fundamen-
tal characteristics that form the basis for polymerase chain reaction (PCR) 
assay performance standards. Chapter 4 returns to the validation frame-
work and explores how performance standards fit into the overall picture.

ASSUMPTIONS AND DEFINITIONS FOR  
“PCR ASSAY” AND RELEVANT STANDARDS

Many terms related to PCR performance characterization and vali-
dation have ambiguous definitions in common use. A description of the 
terms as they are used in the report is provided below.

PCR Assay

There are several ways in which the “PCR assay” step in the BioWatch 
system could be defined. For example, the assay could be defined to include 
the set of steps from sample extraction to readout (steps beyond simply 
 thermal PCR amplification cycles and the associated chemistry). The Food 
and Drug Administration (FDA), for example, generally con siders sample 
extraction in concert with amplification and detection in its device sub-
mission guidance. The Environmental Protection Agency (EPA) similarly 
includes sample collection and extraction in its guidance on PCR method 
validation because of the impact that these procedures have on the PCR 
amplification. The BioWatch program, on the other hand, appears to define 
the PCR assay as starting from an already-extracted sample of nucleic acid 
(it does not include the collection device or extraction processes), but does 
include the reagents and analytical platform used for amplification, detec-
tion, and data output. The BioWatch program makes protocols available 
to its jurisdictional laboratories in order to provide standardized methods 
for the daily operation of sample processing and DNA extraction from 
 BioWatch filters. The program has indicated that it is considering opportuni-
ties to improve these protocols, but that such efforts are currently decoupled 
from the PCR assay test and validation needs that are the subject of the 
present study. For the purpose of the report, the committee likewise con-
siders the PCR assay to begin with an extracted sample of nucleic acid. It 
includes the amplification and detection steps along with the required assay 
reagents and materials, but does not include the downstream decision mak-
ing undertaken by BioWatch jurisdictions and other local, state, and federal 
partners following the generation of assay results. In Chapter 4, the commit-
tee returns to the impact of the system steps before and after the PCR assay.
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Types of PCR Standards

There are multiple types of standards that could be applied to the 
development and use of PCR assays in BioWatch. These include

•	 PCR signature design and maintenance standards: PCR target 
sequences, or signatures, must be designed according to the best 
genomic data available at the time of assay creation. Further-
more, PCR signatures and the assays embodying them are an 
ongoing process rather than an end point; they must be scruti-
nized on a regular basis to see if new genomic information will 
predict false positive and false negative results. Standards guide 
the approaches used in signature design via in silico methods and 
through selected laboratory testing, and practices for signature 
maintenance.

•	 PCR assay performance standards for validation:1 These standards 
define broad guidelines for a PCR validation strategy, which of 
necessity must be tailored to some implementation details (e.g., 
what a “positive detection” means for particular detection chem-
istry). Independent or multilaboratory validation that the PCR 
assay meets performance standards is frequently undertaken as 
a complement to performance characterization work undertaken 
by the developer.

•	 PCR reference collection standards: PCR assays are tested against 
inclusivity and exclusivity strain panels (targets, near neighbors, 
and more distant nontarget organisms) and diverse backgrounds 
(soils, aerosols, pollens, dust, and other potentially problematic 
environmental backgrounds). A source of quality-controlled bio-
logical materials is needed. Reference standards collections may 
be provided by an ad hoc consortium or by individual researchers 
or maintained by a sponsor; access to the materials may be open 
to government, academia, and industry, or controlled by permis-
sion of the owner. In general, a collection of standard reference 
materials for an application such as BioWatch would include 
both extracted nucleic acids and live microbial cultures for use 
by qualified applicants.

1  In this report, the term “validation” refers to the process of affirming that the test or 
methodology (in this case a BioWatch PCR assay) meets established performance require-
ments. Validation is also an overarching process or framework, rather than a single step, a 
concept discussed in further detail in Chapter 4. The term “verification,” on the other hand, 
is a process that affirms that a given user laboratory can obtain the anticipated results and 
assay performance from a validated PCR assay. These definitions are similar to the FDA’s 
definitions for the terms (FDA 2014c).
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•	 PCR assay analysis and reporting standards: How assay results are 
generated and delivered is important to the BioWatch mission. 
These types of standards inform the use of a decision algorithm 
that considers the information provided by relevant controls and 
the measured result(s) of the PCR assay(s) in the test.

•	 End-to-end PCR system performance standards: Desired sample-in 
to result-out standards establish performance benchmarks for the 
overall system, such as the ability to detect a certain number of 
agents on a filter quadrant with defined overall success rates.

•	 PCR proficiency standards: Those using the BioWatch assays must 
be well trained in their use. BioWatch user laboratories verify that 
they can obtain the expected results from the assays they run. To 
achieve this, the laboratory will likely need to meet specific pro-
ficiency standards and undergo regular proficiency testing.

These different forms of PCR standards are interrelated. The commit-
tee’s task with regard to the BioWatch program focused primarily on the 
real-time PCR assays used by the program for biological agent detection. 
As a result, the committee focused particularly on PCR assay performance 
standards. However, the importance of regular signature maintenance, 
availability of standard reference collections, and the role of proficiency 
testing in the overall validation framework are mentioned in the report 
where appropriate.

Although not discussed in detail, the importance of performance 
characterization and validation applies equally to multiple processes in 
BioWatch operations that form part of understanding full system perfor-
mance. When integrated into a system, several of the preliminary steps 
will directly impact the PCR assay step. For example, the composition of 
the collection matrix and airflow characteristics may influence how agents 
are deposited and recovered,2 while the procedures used for extracting 
DNA from the filter directly affect the amount and quality of the material 
available for input to the PCR. Within an instrument, different methods 
for detecting and interpreting the signal from the PCR amplification can 
affect the assay results and performance for downstream decision-making 
algorithms. As Figure 2-1 emphasizes, these activities are interconnected 
within the BioWatch program and it is necessarily somewhat artificial to 
isolate the PCR assay step. Full system operational performance testing 
and the implementation of quality assurance standards for the program, 
discussed further in Chapter 4, do take into account additional steps from 
filter analysis.

2  Currently, the BioWatch system makes use of aerosol deposition onto dry filters, but 
other types of collection approaches could be used, such as liquid-based collection.
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FIGURE 2-1 BioWatch operations include multiple steps. PCR assay perfor-
mance standards are associated with both the screening and secondary assays, 
and quality assurance standards are associated with the framework from sam-
pling through output.
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DEVELOPING AND USING PERFORMANCE STANDARDS

Guidance on the development and use of performance standards by the 
federal government is provided by the National Technology Transfer and 
Advancement Act of 1995 (NTTAA; P.L. 104-113) and Office of Management 
and Budget (OMB) Circular A-119 on Federal Participation in the Devel-
opment and Use of Voluntary Consensus Standards and in Conformity 
Assessment Activities (OMB 19983). These guidelines encourage agencies 
to make use of voluntary consensus standards and to participate in volun-
tary consensus standards efforts where they are relevant to the agency’s 
mission. The guidance reserves the right of agencies to use other types of 
standards, such as government-unique standards, where use of standards 
developed by a voluntary consensus body would be “inconsistent with 
applicable law or otherwise impractical” (NTTAA, § 12(d), 15 USC § 272). 

3  The federal government currently is considering revisions to OMB A-119. See http://
www.whitehouse.gov/sites/default/files/omb/inforeg/revisions-to-a-119-for-public- 
comments.pdf. 
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Under the Homeland Security Act of 2002 (P.L. 107-296), the Department 
of Homeland Security (DHS) has been directed to conduct its standards 
activities in accordance with the NTTAA and OMB A-119.

In its analysis, the committee explored several assay performance 
approaches, some created by voluntary consensus bodies and published 
in the open literature and others considered to be government-unique 
and containing information restricted from public disclosure. The com-
mittee does not attempt to distinguish which are or are not performance 
standards under a formal definition of the term, but rather comments 
on the types of information they include and the potential tradeoffs and 
implications they present for BioWatch. For BioWatch to provide suffi-
cient confidence to its users, however, some mechanism for engaging the 
participation of its relevant stakeholders is required, many of whom are 
outside of federal agencies. The report returns to this issue in Chapter 4.

PCR ASSAY PERFORMANCE AND VALIDATION APPROACHES  
THAT MAY BE APPLICABLE TO BIOWATCH

By 2005, several nonclinical surveillance programs were operational 
to detect selected biological pathogens. These included the BioWatch pro-
gram, the Biohazard Detection System (BDS) used by the Postal Service 
to screen mail at major processing centers, and Department of Defense 
(DOD) programs such as the Guardian Installation Protection program 
to monitor specified U.S. and international military facilities. Two perfor-
mance standards, in particular, also have since been developed that may 
be applicable for use or adaptation by the BioWatch program to validate 
the performance of the real-time PCR assays it employs. These are the 
performance requirements developed under the Public Health Actionable 
Assays (PHAA) program and the Standard Method Performance Require-
ments and Validation Guidelines established by the Stakeholder Panel on 
Agent Detection Assays (SPADA). 

Public Health Actionable Assays

Under the leadership of the Science and Technology Directorate, DHS 
established a program to develop performance requirements for assays 
to detect specific microbial agents as Public Health Actionable Assays. 
The program was established in 2006 to support the goals of a national 
biomonitoring architecture called for in an interagency memorandum 
of understanding on monitoring for threat agents that had been signed 
in 2005. The original PHAA program subsequently split, with one piece 
continuing as PHAA and another as a Public Safety Actionable Assays 
(PSAA) program.
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Under PHAA, DHS and the Centers for Disease Control and Preven-
tion (CDC) consider such “public health actionable assays” to support 
high-confidence agent detection and characterization performed in a labo-
ratory setting, and to support public health actions such as deployment 
of antibiotics. The PHAA program was built on and expanded the strate-
gies used for testing assays in the Laboratory Response Network (LRN) 
(Morse 2014). The PHAA process involved participation of subject-matter 
experts from federal agencies and the academic community to develop 
recommended inclusivity and exclusivity panels and other aspects of 
the assay evaluation approach. In contrast to SPADA, PHAA was devel-
oped to be a government-unique standard with a focus on government- 
operated programs; details of the discussions and performance require-
ments are not disseminated in the open literature (DHS 2014; Pillai 2014).

The PHAA documents describe reference materials and testing 
approaches to be used for both clinical samples and environmental sam-
ples. Assays to detect environmental samples under PHAA, the subset 
that would be relevant to BioWatch, require validation testing with a 
different subset of exclusivity strain panels than clinical samples (e.g., 
they do not include the PHAA panel representing clinical background 
microorganisms). The CDC signed on to the PHAA standard in 2011 for 
use with its agent detection assays through the LRN (Merlin 2014).

Stakeholder Panel on Agent Detection Assays

SPADA operates under the auspices of AOAC International, an asso-
ciation of analytical communities, as a voluntary consensus standards 
body and is supported by funding from DHS. It engages the participation 
of over 100 representatives from federal, state, and local governments, the 
first-response and public health communities, academia, and industry. 
SPADA has established standards for real-time PCR methodologies to 
detect the pathogens Francisella tularensis, Yersinia pestis, Bacillus  anthracis, 
Burkholderia pseudomallei, and Burkholderia mallei from aerosol (AOAC 
2011a,b,c; AOAC in preparation-a,-b) and is currently working to develop 
standards for Variola virus (AOAC 2014). The standards are based on 
panels of recommended inclusivity and exclusivity strains, environmen-
tal substances, and validation test protocols. In addition to standards 
for PCR-based assays to detect aerosolized agents, SPADA has estab-
lished standards for immuno-based handheld assays to screen suspicious 
 powders for use by first responders (AOAC 2011d,e). The SPADA process 
for establishing these performance standards relies on 10- to 20-person 
working groups of subject-matter experts, who develop recommenda-
tions for discussion by the full membership of SPADA and voting by 
approximately 20-25 SPADA voting members. Once a standard has been 
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approved, it is publicly published in the Journal of AOAC International 
(Coates et al. 2011; Davenport 2014). 

The performance requirements established by SPADA are considered 
by DHS and CDC to be Public Safety Actionable Assays, which are suit-
able for first responders in the field to use to support incident manage-
ment, including building evacuation. Samples testing positive with a 
PSAA standard would subsequently be transported to the CDC LRN for 
further analysis.

Department of Defense Assay Transition Packages

The DOD also makes use of nucleic acid–based detection technology 
to support biosurveillance on military facilities, as well as other types of 
detection methods (e.g., protein based) and sensors. The approach taken 
by DOD is to standardize essential information that is captured and 
presented during assay development to sufficiently document perfor-
mance. This process is defined in a Defense Technology Objective (DTO) 
CB.56 molecular assay transition package, a format that was developed 
by multiple DOD stakeholders and began to be used across the agency 
in 2005 (Goodwin 2014).4 According to DOD, “[a]n enabling technology 
DTO focuses on the development of knowledge to address a specific 
issue, and is a necessary intermediate step to achieve an operational 
capability” (DOD 2005). Thus, documentation such as the molecular assay 
transition packages would be part of the required process for transition 
into advanced development. The concept of the DTO CB.56 data transi-
tion package and the categories of information it includes have subse-
quently been recognized by the FDA as the basis for initial submission 
for pre–emergency use authorization (EUA) and as the framework for 
assay development and performance information by international DOD 
partners in Canada, the United Kingdom, and Australia (Emanuel 2014).5

For real-time PCR assays, the information contained in the DTO 
molecular assay transition packages is similar to guidance that has been 
described by the Minimum Information for Publication of Quantitative 
Real-Time PCR Experiments (Bustin et al. 2009), which were developed 
to harmonize descriptions of PCR assays reported in scientific journals. 
The DOD package generally includes such information as

4  Stakeholders involved in the discussion included the U.S. Army Medical Research Insti-
tute of Infectious Diseases, U.S. Army Dugway Proving Ground, U.S. Army Edgewood 
Chemical Biological Center, U.S. Navy, Joint Biological Agent Identification and Diagnostic 
System, regulators, and developers (Goodwin 2014).

5  For example, an EUA was recently issued by the FDA for in vitro diagnostic use of a real-
time PCR Ebola virus detection assay developed within DOD and documented by a DTO 
CB.56 information package (FDA 2014b).
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•	 Description	of	target	with	database	accession	numbers,	gene	loca-
tion, and sequence;

•	 Database	 searches	of	 target	gene	and	sequences	producing	 sig-
nificant alignment (with accession numbers, names, and percent 
similarity);

•	 Software	 used	 to	 design	 primers	 and	 probe,	 primer	 and	 probe	
sequences and locations, characteristics such as length, melting 
temperature, and percent GC content, and information on data-
base sequences producing significant alignment with primers and 
probe sequences;

•	 Assay	 reaction	 conditions	 including	 information	 on	 the	 spe-
cific reagents and instruments used and the thermal cycling 
parameters;

•	 Information	on	optimizing	assay	conditions	(such	as	testing	dif-
ferent primer or probe concentrations and the resulting threshold 
cycle [Ct] values and end point fluorescence);

•	 Calculations	of	assay	linearity	(and	associated	data	such	as	equa-
tion, slope, and R2 value);

•	 Determination	of	assay	limit	of	detection;	and
•	 Information	on	assay	inclusivity	and	exclusivity	revealed	by	test-

ing against various strains.

The committee’s understanding is that over time, DOD assay devel-
opers have created a pool of potential pathogen detection assays, reagents, 
and the accompanying packages that characterize their performance, so 
that missions may select suitable assays as the need dictates. When an 
assay is selected and tested for a particular mission need, the committee 
assumes that the performance of the assay and system are validated in the 
context of the operational setting. The committee did not receive details on 
how DOD conducts performance and validation testing beyond dimen-
sions described in the DTO CB.56 package when the assay is developed.

Within DOD, the Critical Reagents Program (CRP) serves as a consoli-
dation point for quality control programs, standard operating procedures, 
conformance test plans, and assay reference materials. The CRP credits 
sustained funding through DOD 5-year budget cycles for successful long-
term operation and maintenance of this resource (Goodwin 2014).

Other Federal Programs

The BDS is an autonomous air sampling and analysis system designed 
to detect the presence of Bacillus anthracis in postal facilities through PCR-
based detection. If a positive sample is recorded, material is sent to the 
CDC’s LRN for confirmatory testing (O’Neill 2014). The EPA also pro-
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vides guidance on validation for microbiological methods (EPA 2009). 
The guidance provided by the EPA is similar in nature to the perfor-
mance guidance provided by SPADA, PHAA, DOD, and FDA. The EPA 
requires a written description of the method by the developing laboratory, 
summarizing the method; describing the equipment, reagents, and stan-
dards used; providing information on quality control measures, data, and 
statistical analysis; giving method performance results; and indicating 
other details. Within-laboratory performance parameters such as assay 
sensitivity, specificity, and precision (also referred to by EPA guidance as 
“primary validation”) are reported. The EPA takes a tiered approach to 
the nature and extent of multilaboratory validation required, based on the 
use of the assay (with a focus on conducting more extensive validation 
for methods that will, for example, be used nationally). The EPA guidance 
notes that different detection chemistries will influence PCR performance 
and that assays may perform differently on different types of instruments. 
As a result, validation is necessary in the context of the instrument and 
chemistry to be used, with appropriate documentation and additional 
validation likely to be necessary if these aspects change.

PRIOR FEDERAL EFFORTS ON PERFORMANCE 
STANDARDS AND ASSAY EQUIVALENCY

Given the fundamental role of performance standards and validation, 
the widespread use of PCR-based assays, and the increasing emphasis on 
biosurveillance since 2001, it is not surprising that federal agencies have 
a history of discussing these topics. Table 2-1 highlights several of the 
relevant events that have occurred.

One set of efforts has been directed at the issue of establishing fed-
eral assay performance equivalency. Multiple agencies and programs 
were using similar types of assays, and there was interest in having a 
common basis for comparing performance. In 2005, a Memorandum of 
Understanding (MOU) on Coordinated Monitoring of Biological Threat 
Agents was signed by DHS, the Department of Health and Human Ser-
vices (HHS), DOD, the U.S. Postal Service (USPS), and the Department of 
Justice (DOJ) (Appendix A in DHS 2011). The agreement discussed devel-
opment of a basis to demonstrate performance equivalency among the 
PCR assays used by federally owned biomonitoring activities to confirm 
the presence of biothreat agents. The text of the MOU, which expired on 
January 1, 2010, reads in part, 

By August 2005, the Participants will use biological threat agent detec-
tion assays, protocols, and response algorithms for confirmation of a 
biological threat agent (presence of biothreat agent nucleic acid) that are 
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TABLE 2-1 Time Line of Selected Programs and Milestones

Year Program Milestones

1997 DOD Critical Reagents 
Program established

Provide a source of quality-controlled 
reference materials, reagent, and assays 
to support the missions of the DOD and 
its partners; CRP subsequently brings 
repositories under ISO 17025

1999 CDC Laboratory 
Response Network 
established

Provide a network of state and local 
public health, veterinary, military, and 
international laboratories to respond to 
biological, chemical, and radiological 
threats and other public health emergencies

2001 BASIS (Biological Aerosol 
Sentry and Information 
System) developed for 
biosecurity at 2002 Winter 
Olympics 

Pressed into daily use in October 2001 
following mailings of letters containing 
Bacillus anthracis; later expanded to become 
BioWatch

2003 DHS BioWatch Program 
established

Provide early warning detection of 
significant releases of selected pathogens 
in major metropolitan areas and for special 
events 

2005 DOD Test and Evaluation 
Capabilities and 
Methodologies Integrated 
Process Team (TECMIPT) 
established

Established under Chemical and 
Biological Defense Program (CBDP) Test 
& Evaluation (T&E) Executive to provide 
recommendations on T&E strategies and 
standards

2005 MOU on Coordinated 
Monitoring of Biological 
Threat Agents by DHS, 
HHS, DOD, USPS, and 
DOJ.

Calls for effort on test performance 
equivalency for confirmation of a biothreat 
agent, to be coordinated by DHS 

2005 BioNet PCR Equivalency 
Study

Goal of demonstrating assay performance 
equivalency between deployed DOD assays 
and CDC LRN assays for environmental 
monitoring programs

2005 DTO CB.56 Molecular 
Assay Transition package 
begins to be used across 
DOD

Provide a harmonized set of descriptive 
information and performance details 
about assays developed for use by DOD; 
subsequently agreed-upon as assay 
development information by international 
partners under Chemical, Biological, and 
Radiological (CBR) MOU

2006 DHS establishes Public 
Health Actionable Assay 
program

Established in support of the goals in the 
biomonitoring MOU 

continued
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Year Program Milestones

2007 Stakeholder Panel on 
Agent Detection Assays 
established through 
AOAC International

Voluntary consensus standards body 
with participants from federal, state, and 
local governments, the first-response 
and public health communities, and 
industry to develop performance and 
validation requirements for evaluation of 
environmental detection technologies

2007-
2009

Introduction and 
subsequent rollback 
of multiplex assays by 
BioWatch

2008 Original PHAA program 
splits into Public Safety 
Actionable Assay (PSAA) 
and PHAA programs

PSAA program focuses on first responders 
and private sector; SPADA considered 
PSAA; PHAA focuses on federal 
biodetection programs

2010 DTO CB.56 assay 
packages accepted by 
FDA as initial pre-EUA 
submissions

Emanuel (2014)

2011 NSTC Committee on 
Homeland and National 
Security Subcommittee 
on CBRNE Standards 
established (SOS-CBRNE)

Provide forum to communicate and 
coordinate on relevant standards and 
technologies. Replaces previous NSTC 
subcommittees on standards and on 
decontamination standards and technology

2011 CDC LRN signs on to 
PHAA Standard

Merlin (2014)

2011 BioWatch program 
transitions to using CRP-
provided materials for its 
agent screening assays

Walter (2014b)

2013 SPADA working group on 
performance requirements 
for Variola PCR assay 
established

SMPR released in late 2014

2014 DHS cancels the BioWatch 
“Gen-3” acquisition 
program

Ongoing Assembly of PHAA strain 
panels being undertaken

Ongoing CDC submitting LRN 
PCR assays for FDA 
approval (for clinical use)

TABLE 2-1 Continued
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mutually acceptable to the Participants. . . . Using predetermined perfor-
mance criteria, the Participants will evaluate rapid biological threat de-
tection assays (e.g., PCR or other technologies), protocols, and response 
algorithms on select agents, similar substances, and other interferents to 
support a determination of equivalency. (Appendix A, lines 154-166, in 
DHS 2011)

The committee notes that the MOU refers to method equivalency for 
confirmation (emphasis added) of agent detection.

A “BioNet” study was undertaken between PCR assays deployed 
by DOD and those used by the CDC LRN. The multiyear, multi-million-
dollar effort involved developing an agreed-upon test plan and compar-
ing the performance of real-time PCR assays then in use by the CDC LRN, 
DOD Joint Program Executive Office for Chemical and Biological Defense, 
and DOD Naval Medical Research Center. Strain DNA was provided to 
Lawrence Livermore National Laboratory, which prepared 96 well plates 
of blinded samples that were sent to Battelle Memorial Institute for inde-
pendent testing. Assays developed by CDC and DOD to detect three dif-
ferent pathogens of potential relevance to BioWatch were evaluated. Each 
assay’s limit of detection was characterized using a reference strain and 
assay specificity was characterized using panels of inclusivity, exclusivity, 
and background organisms, as well as background matrix provided by 
BioWatch and DOD Guardian air filters (Joan  Gebhardt, Naval Medical 
Research Center [NMRC], personal communication, January 6, 2015).6 
The strain panels used for testing were based on the strains obtainable; 
more limited strain typing data were available at the time, and thus it 
is not clear how well the strains available covered the genetic diversity 
of the tested pathogens (Segaran Pillai, DHS, personal communication, 
January 21, 2015).

To the best of the committee’s understanding, the report resulting 
from BioNet indicated that the CDC and DOD assays that were tested 
performed equivalently based on the collected data (Joan Gebhardt, 
NMRC, personal communication). On the other hand, the BioNet  project 
appears not to have succeeded in a long-term, agreed-upon basis for 
establishing assay equivalency (Emanuel 2014). An ongoing effort under 
the leadership of the DHS Science and Technology Directorate (S&T) is 
now focused on establishing Federal Standards for Evaluating Assay 
Performance and Equivalency (FSAPE). The objective of this effort is 
to “expedite consequence management efforts responding to intention-

6  For each of the three tested pathogens, panels of approximately 30 inclusivity strains 
were assembled (tested at 10 pg of DNA) along with panels of varying numbers of near-
neighbor exclusivity strains and a panel of background organisms (tested at 100 pg of DNA); 
panel composition was based on the strains that the effort was able to obtain. 
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ally released pathogens that have been detected by federally owned and 
operated biomonitoring programs. . . . This improved understanding will 
allow for interoperability, which is essential for coordinated consequence 
management efforts across agencies and to support public health actions 
and decisions (DHS 2011, p. 9). According to Segaran Pillai, Chief Medi-
cal and Science Advisor in DHS S&T, the development and implementa-
tion of FSAPE is being undertaken in collaboration with federal agencies 
such as DHS, DOD (Office of the Secretary of Defense), HHS (Office of 
the Assistant Secretary of Preparedness and Response, CDC, FDA), DOJ 
(Federal Bureau of Investigation), USPS, U.S. Secret Service, and state and 
local public health leaders and associations such as the Association for 
State and Territorial Health Officials, Association of Public Health Labo-
ratories, and the National Association of County and City Health Officials 
(Pillai 2014).

The FSAPE document describes performance criteria and validation 
protocols that are to be used to document assays. These criteria and 
protocols are essentially identical in approach to the PHAA standard for 
validating assays from environmental (nonclinical) samples and so PHAA 
and FSAPE are discussed together where relevant in the remainder of 
the report. FSAPE appears to be an ongoing effort, and it is not clear to 
the committee whether all of the relevant federal agencies have formally 
signed on to this approach.

ASSAY PERFORMANCE CHARACTERIZATION CONDUCTED 
BY LOS ALAMOS NATIONAL LABORATORY

On behalf of the BioWatch program, Los Alamos National Laboratory 
(LANL) assembled and quality-controlled strain panel materials, devel-
oped a test plan to characterize the analytical performance of several of 
the assays being used by the program, and compared assay performance 
on vendor and reference systems to inform the BioWatch Gen-3 acquisi-
tion program on autonomous detection capabilities (LANL 2010, 2011a,b, 
2012a,b). The LANL work partially followed SPADA guidelines, with 
some alterations. LANL used purified DNA for its analytical performance 
testing. Subsequent BioWatch testing that included extraction from a filter 
matrix was conducted at Dugway Proving Ground as part of full system 
testing. The discussion in the report is informed by approaches such as 
SPADA and PHAA/FSAPE, as well as by the procedures that LANL 
employed. DHS also has undertaken system testing beyond assay analyti-
cal performance. Table 2-2 summarizes recent activities.

Prior federal and stakeholder efforts on PCR assay performance stan-
dards provide a basis for discussing the tradeoffs of different approaches 
that may be applicable to BioWatch. A discussion of critical components of 
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performance standards is presented in Chapter 3. The committee returns 
in Chapter 4 to the broader validation framework, the important role 
of monitoring and feedback, and the operational context of assay use. 
Although BioWatch is owned by a federal agency, it is managed and oper-
ated locally; it is the experience and confidence in results of the users in 
the public health laboratories and the jurisdictional decision makers that 
are critical to the success of BioWatch.

TABLE 2-2 Recent BioWatch Performance Testing and Validation 
Activitiesa 

Year Event or Activity

2011 BioWatch Quality Assurance program established

2012 BioWatch assay performance characterization and evaluation undertaken 
by Los Alamos National Laboratory

2013 BioWatch reference system characterization test undertaken at Dugway 
Proving Ground

2014 Field test of current BioWatch (Gen-2) system to be conducted at Naval 
Surface Warfare Center, with goal of testing system detection in an 
operationally relevant environment

aA restricted version of this table may be found in Appendix A.
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This chapter explores fundamental components of performance stan-
dards for real-time polymerase chain reaction (PCR) assays and 
discusses basic principles that a pathogen detection standard would 

need to take into account to serve the BioWatch program’s needs. The 
chapter compares approaches taken by existing guidelines, as well as 
performance characterization work undertaken at Los Alamos National 
Laboratory (LANL), and provides committee suggestions. 

The committee determined that a PCR standard to characterize assay 
performance and conduct validation, applicable to BioWatch, would need 
to meet the following basic goals:

•	 Establish	 that	 the	 assay	 has	 a	 sufficient	 limit	 of	 detection	 and	
sensitivity to detect the release of a tested biothreat agent at a pro-
gram-relevant concentration above the baseline of environmental 
background. The BioWatch system was not deployed with the 
goal of detecting a single airborne particle, but rather to monitor 
for a substantial release event. On the other hand, low concentra-
tions of agents must be detectable given the variability introduced 
by wind dispersion and collector siting, as well as losses and inef-
ficiencies in the subsequent analytical steps leading to the PCR 
reaction, should there be an environmental pathogen plume.

•	 Establish	that	the	assay	has	sufficient	specificity	to	not	cross-react	
with nontargeted strains and background organisms or materials, 
within acceptable program false positive and false negative rates.

Key Components of a  
Performance Standard for BioWatch

 3

53
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•	 Be	sufficiently	robust	for	routine	operational	use	by	BioWatch	juris-
dictional laboratories and be otherwise acceptable to program users.

The simple flowchart in Figure 3-1 indicates some of the main steps in 
the process of establishing whether assay characteristics meet these goals. 

TRADEOFFS IN PERFORMANCE AND ASSAY PURPOSE

Under the current BioWatch program, an initial screening assay (one 
signature per assay; assay and materials provided through Department 
of Defense [DOD] Critical Reagents Program [CRP]) is followed by a 
secondary assay (three or more signatures in the assay set; assay and 
materials provided through Centers for Disease Control and Prevention 
[CDC] Laboratory Response Network [LRN]) if the initial assay produces 
a positive result.1 There is an inherent tradeoff between the properties 
of sensitivity and specificity—as the assay’s true positive rate increases 
so does the false positive rate. Therefore the specificity of the assay 
decreases. A screening assay should prioritize sensitivity. If a nucleic 
acid from a tested pathogen is present then the assay should detect it 
and minimize the rate of obtaining a false negative result. A false posi-
tive result is less detrimental at this stage because all positive screening 
results will proceed to a subsequent secondary assay. A secondary assay 
for verification or confirmation, on the other hand, should have high 
specificity. The assay needs to be able to precisely distinguish between 
the tested pathogen and closely related but nonpathogenic organisms 
that the assay should not detect, minimizing the rate of a false positive 
result being passed forward for action. While this type of approach has 
been the general compromise between the two assays, the secondary 
assay should and likely can be comparable in sensitivity with that of the 
screening assay. The analytical system must be able to achieve a target 
limit of detection (LOD) to minimize a situation in which the primary 
assay yields a positive result but the secondary assay produces a false 
negative that causes the primary result to be discounted. The combina-
tion of the initial screening and secondary assays function together to 
provide an overall high sensitivity and high specificity. Several partici-
pants in BioWatch jurisdictions from whom the committee heard during 
its data-gathering indicated that the program’s evolution to using a 

1  The signature used in the initial screening assay is not necessarily the same as the 
set of signatures used in the secondary assay, although there may be places where these 
signatures overlap for some tested agents. Both screening and secondary assays could be 
provided through the DOD CRP, in which case the committee understands that the sec-
ondary assay would repeat the screening signature. The program currently uses the LRN 
secondary assay, which targets a different set of signatures.
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Determine Limit of Detection (LOD), 
Dynamic Range and Probability of 

Detection at Relevant 
Concentrations

Test Ability to Detect Inclusivity 
Strains

Assay Analytical Performance Characterization
(method developer and independent testing)

Test Ability to Not Detect 
Exclusivity Strains

Test Against Environmental Strains 
and Substances

Test Assay Performance and 
Robustness Under Operational Use

Routinely Reevaluate and Make 
Adjustments as Needed

FIGURE 3-1 Flowchart representing steps in assay analytical performance 
characterization.

two-step assay process has improved their experiences with regard to 
preliminary positive results and downstream decision making.

Although the same core performance standard and validation frame-
work is appropriate for both types of PCR assays, the BioWatch program 
could consider the use of serial testing or “tiers” of validation testing that 
emphasize different parameters based on the assay’s actual intended use. 
For example, stringent characterization of the minimum concentration of 
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inclusivity strains that can be reliably detected with a sufficiently high 
probability (assay sensitivity) could be prioritized during development 
and validation of a screening assay along with a basic set of inclusiv-
ity, exclusivity, and environmental strains. Because of the importance of 
specificity to the performance of a secondary assay, the program might 
conclude that it is useful, for example, to conduct laboratory validation 
using additional inclusivity and exclusivity strains than were used for an 
initial screening assay. An assay meant to be used for a secondary level 
of verification or confirmation could thus be validated in the laboratory 
against a second tier containing additional inclusivity, exclusivity, and 
environmental strains in order to demonstrate the requirement that this 
type of assay have high specificity.

The report focuses the majority of its discussions on the current 
screening/secondary assay model used by BioWatch for the practical 
reason that this is the current approach and is likely to remain so for at 
least the near future. However, the report raises other possible options, 
particularly for secondary assays, both here and in Chapter 5, for consid-
eration by BioWatch and its network of stakeholders.

ASSAY SENSITIVITY AND LIMIT OF DETECTION

To be suitable for BioWatch’s mission, a performance standard must 
specify the process for determining or confirming that the assay’s sensi-
tivity meets program targets. These program targets are (or would be) 
set by the Department of Homeland Security (DHS). Although very chal-
lenging to quantify, the BioWatch program could consider establishing 
minimum target LODs for its agent detection assays based on factors 
such as the scale of aerosol release that the program is designed to detect, 
modeling of plume dispersion, collector siting, collector intake rate, and 
other parameters that influence the deposition of agent particles on a 
filter, infectious dose of the pathogens of interest, and system testing 
characterizing expected losses from the point of release to the filter and 
through the sample preparation steps that provide input DNA to the PCR 
amplification. Should such program targets exist, the validated LOD for 
a given assay would thus be required to meet or exceed (be more sensi-
tive than) the desired LOD in order for the assay to be judged fit for the 
purpose for which BioWatch is designed. A “notional example” of system 
losses at various steps is provided in Appendix A. The committee does 
not have information on the specific performance of the BioWatch system 
or on operational program LOD targets (e.g., ability to detect x number 
of copies of DNA for agent A per filter quarter). As a result, the discus-
sion below on the process for validating assay LOD is presented in more 
general terms.
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Assay sensitivity generally is characterized by determining the proba-
bility of detection at one or more nucleic acid concentrations. The approach 
taken by the Stakeholder Panel on Agent Detection Assays (SPADA) in 
its Standard Method Performance Requirements (SMPRs) and valida-
tion guidelines is interesting because it uses a predetermined acceptable 
minimum detection level (AMDL) of a reference strain. The AMDL value 
is specified as part of the SMPR, although the SMPR does not provide 
detailed information on how the specific value was determined. For the 
detection of Bacillus anthracis in aerosol collection filters and/or liquids, 
for example, the AMDL prescribed by the standard is “20,000 standard-
ized Bacillus anthracis Ames spores per filter; 2000 standardized spores 
per mL; 2000 genome equivalents per mL” (AOAC 2011c). As depicted 
in Figure 3-2, the SPADA probability of detection (POD) at the AMDL is 
related to other commonly used assay performance terms. 

Other approaches to characterizing assay performance (e.g., the Pub-
lic Health Actionable Assay [PHAA] and Federal Standards for Assay 
Performance and Equivalency [FSAPE] guidelines, DOD assay transi-
tion packages, and test and evaluation work conducted for BioWatch by 
LANL) do not start with a set AMDL. Rather, they call for the use of serial 
dilutions of a reference strain to determine the ability of the assay to yield 
a positive detection over a range of concentrations. These data are used to 
calculate the LOD of the assay.

Setting an upfront AMDL performance target has the advantage of 
providing clear guidance to assay and technology developers on the detec-
tion limit that is required for the assay to be acceptable. This model may be 
more challenging to implement in practice—it is difficult to draw defini-
tive links between the human infectious dose of a pathogen, the pathogen 
concentration in an air plume that would be required to cause illness, the 
factors that influence pathogen deposition onto an aerosol point collector 
like the BioWatch devices, and the effects of collection medium and sample 
processing prior to entry into the PCR reaction in order to set the appropri-
ate AMDL. Other assay performance approaches essentially have taken 
an alternate approach at the assay evaluation stage by assuming that an 
assay will be designed to be as sensitive as possible and determining the 
achievable lower analytical detection limit. Subsequent decision making 
is required to determine whether the measured performance meets mis-
sion needs. Either approach—using a predetermined AMDL if stakeholder 
agreement on this value can be obtained or calculating minimum nucleic 
acid quantity detectable by the assay followed by stakeholder determina-
tion of whether this makes the assay acceptable for the mission—seems 
reasonable to the committee. 

Although pathogen detection assays for environmental biosurveil-
lance programs collectively are expected to detect multiple inclusivity 
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1380 Biological ThreaT agenT MeThod ValidaTion guideline: Journal of aoac inTernaTional Vol. 94, no. 4, 2011

Figure 1. Theoretical POD curve for a qualitative detection method.

Figure 2. Comparison of the POD model terminology to other obsolete terms. Use of the terms 
“sensitivity,” “specificity,” “false positive,” and “false negative” is denigrated under the POD model.FIGURE 3-2 A hypothetical POD curve, as defi ned by the SPADA validation 
guidelines, depends on concentration and can be related to other commonly 
used assay performance concepts. According to AOAC, “[i]n other models, the 
terms “false positive,” “false negative,” “sensitivity,” and “specifi city” have been 
defi ned in a variety of ways, usually not conditional on concentration. For these 
reasons, their use is denigrated under this model” (AOAC Methods Committee 
2011, p. 1374). 
SOURCE: AOAC Methods Committee (2011). Reprinted with permission from the 
Journal of AOAC International.

strains of the tested pathogen, it would be cost and time prohibitive to 
test multiple replicates of all strains to comprehensively determine the 
LOD for each. Most performance characterization methods use a reference 
strain to evaluate the assay’s performance (whether at a preset AMDL or 
a calculated LOD). The reference strain method assumes that the LOD 
will be similar among inclusivity strains that the assay should detect. 
This assumption is not necessarily accurate. When conducting assay test-
ing using SPADA strain panels, for example, LANL scientists observed 
that different strains exhibited different probabilities of detection at the 
anticipated LOD. LANL and the BioWatch program addressed this issue 
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by conducting subsequent steps of testing (for inclusivity and exclusiv-
ity panel performance) at a concentration that would allow for some 
variability.2 The committee believes that the reference strain approach is 
a reasonable first step given practical constraints on testing, but variation 
in true LOD among strains is a potential issue of which programs making 
operational use of such assays should be aware. The committee suggests 
that a limited number of reference strains (such as n = 3-5) should be 
tested in a range of concentrations near the expected LOD in order to get 
an appreciation of inherent variation.

Multiple replicates must be run to determine the probability of detec-
tion at any given concentration with associated statistical information 
on the confidence limits around the result. Table 3-1 provides examples 
of confidence limits associated with different numbers of replicates and 
different numbers of “successes” calculated using the Agresti-Coull, 
 Clopper-Pearson, and Wilson confidence interval methods for binomial 
data (e.g., detect or nondetect results) using a 90 percent confidence inter-
val (95 percent upper confidence limit and 95 percent lower confidence 
limit). Although the results are similar for the three methods used, they 
are not identical and all three are presented here for comparison.3

For example, if 10 replicates of DNA are tested and an assay success-
fully detects DNA in 8 of the 10 samples, there is 95 percent confidence that 
the true probability of detection of the assay at that concentration is at least 
~0.50. On the other hand, should DNA be detected in 40/40 samples, the 
probability of detection at that concentration is at least ~0.93 (93 percent) 
with 95 percent confidence. As can be seen in Table 3-1, depending on the 
interval calculation method employed, testing 47-56 samples with zero 
failures, 79-85 samples with one failure, and 107-112 samples with two 
failures will achieve probabilities of detection of approximately 95 percent 
with 95 percent confidence.

2  For inclusivity strain testing, testing was conducted not at the concentration for which 
the assay yielded 95 percent probability of detection of the agent reference strain, but at 
the higher agent concentration for which the assay yielded a 99.5 percent probability of 
detection of the reference strain. Exclusivity testing was conducted at 10× the 99.5 percent 
probability of detection concentration.

3  Current BioWatch assays rely on real-time PCR, which provides an appreciation of the 
relative amount of nucleic acid present in the sample through differences in cycle threshold 
values. However, the decision algorithms (employing cutoff Ct values) essentially convert 
the data to binomial yes/no detection results. The Wilson method is referenced in AOAC 
validation guidelines (AOAC Methods Committee 2011) while the Clopper-Pearson method 
is used by Signature Science, LLC in several analyses it has conducted on behalf of DHS as 
part of the Quality Assurance Program (DHS 2013a,b) because it provides a more conser-
vative estimate of confidence intervals. A prior analysis of bionomial confidence intervals 
recommended the Wilson method for smaller n and the Agresti-Coull method for larger n 
(Brown et al. 2001).
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x n Agresti-Coull Clopper-Pearson Wilson

"successes" trials lower upper lower upper lower upper

3 3 0.470 ≤ p ≤ 1.000 0.368 ≤ p ≤ 1.000 0.526 ≤ p ≤ 1.000

3 5 0.271 ≤ p ≤ 0.859 0.189 ≤ p ≤ 0.924 0.272 ≤ p ≤ 0.857

4 5 0.422 ≤ p ≤ 0.968 0.343 ≤ p ≤ 0.990 0.435 ≤ p ≤ 0.954

5 5 0.599 ≤ p ≤ 1.000 0.549 ≤ p ≤ 1.000 0.649 ≤ p ≤ 1.000

9 9 0.731 ≤ p ≤ 1.000 0.717 ≤ p ≤ 1.000 0.769 ≤ p ≤ 1.000

8 10 0.533 ≤ p ≤ 0.939 0.493 ≤ p ≤ 0.963 0.541 ≤ p ≤ 0.931

9 10 0.636 ≤ p ≤ 0.994 0.606 ≤ p ≤ 0.995 0.652 ≤ p ≤ 0.977

10 10 0.751 ≤ p ≤ 1.000 0.741 ≤ p ≤ 1.000 0.787 ≤ p ≤ 1.000

18 20 0.730 ≤ p ≤ 0.975 0.717 ≤ p ≤ 0.982 0.738 ≤ p ≤ 0.966

19 20 0.791 ≤ p ≤ 1.000 0.784 ≤ p ≤ 0.997 0.804 ≤ p ≤ 0.989

20 20 0.859 ≤ p ≤ 1.000 0.861 ≤ p ≤ 1.000 0.881 ≤ p ≤ 1.000

38 40 0.854 ≤ p ≤ 0.989 0.851 ≤ p ≤ 0.991 0.860 ≤ p ≤ 0.983

39 40 0.887 ≤ p ≤ 1.000 0.887 ≤ p ≤ 0.999 0.895 ≤ p ≤ 0.994

40 40 0.924 ≤ p ≤ 1.000 0.928 ≤ p ≤ 1.000 0.937 ≤ p ≤ 1.000

58 60 0.900 ≤ p ≤ 0.993 0.899 ≤ p ≤ 0.994 0.904 ≤ p ≤ 0.989

59 60 0.923 ≤ p ≤ 1.000 0.923 ≤ p ≤ 0.999 0.929 ≤ p ≤ 0.996

60 60 0.948 ≤ p ≤ 1.000 0.951 ≤ p ≤ 1.000 0.957 ≤ p ≤ 1.000

94 96 0.936 ≤ p ≤ 0.996 0.936 ≤ p ≤ 0.996 0.939 ≤ p ≤ 0.993

95 96 0.951 ≤ p ≤ 1.000 0.952 ≤ p ≤ 0.999 0.955 ≤ p ≤ 0.998

96 96 0.967 ≤ p ≤ 1.000 0.969 ≤ p ≤ 1.000 0.973 ≤ p ≤ 1.000

118 120 0.948 ≤ p ≤ 0.997 0.948 ≤ p ≤ 0.997 0.951 ≤ p ≤ 0.994

119 120 0.960 ≤ p ≤ 1.000 0.961 ≤ p ≤ 1.000 0.964 ≤ p ≤ 0.998

120 120 0.973 ≤ p ≤ 1.000 0.975 ≤ p ≤ 1.000 0.978 ≤ p ≤ 1.000

47 47 0.935 ≤ p ≤ 1.000 0.938 ≤ p ≤ 1.000 0.946 ≤ p ≤ 1.000

53 53 0.942 ≤ p ≤ 1.000 0.945 ≤ p ≤ 1.000 0.951 ≤ p ≤ 1.000

56 56 0.945 ≤ p ≤ 1.000 0.948 ≤ p ≤ 1.000 0.954 ≤ p ≤ 1.000

57 57 0.946 ≤ p ≤ 1.000 0.949 ≤ p ≤ 1.000 0.955 ≤ p ≤ 1.000

78 79 0.941 ≤ p ≤ 1.000 0.941 ≤ p ≤ 0.999 0.945 ≤ p ≤ 0.997

84 85 0.945 ≤ p ≤ 1.000 0.945 ≤ p ≤ 0.999 0.949 ≤ p ≤ 0.997

85 86 0.945 ≤ p ≤ 1.000 0.946 ≤ p ≤ 0.999 0.950 ≤ p ≤ 0.997

105 107 0.942 ≤ p ≤ 0.996 0.942 ≤ p ≤ 0.997 0.945 ≤ p ≤ 0.994

110 112 0.945 ≤ p ≤ 0.997 0.945 ≤ p ≤ 0.997 0.947 ≤ p ≤ 0.994

Notes: Confidence intervals calculated using the package ‘bionom’ version 1.1-1 (Dorai-Raj 
2014) in the statistical computing software R, version 3.1.2 (R Project for Statistical Comput-
ing, available at http://www.r-project.org/).

TABLE 3-1 Comparison of Binomial Confidence Intervals for 
Varying Numbers of Tests, Calculated Using Several Confidence 
Interval Methods
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For comparison, Table 3-2 summarizes the approaches, including 
numbers of replicates, that form the bases of the performance character-
ization process recommended by SPADA/PSAA, PHAA/FSAPE, and 
as conducted by the BioWatch program (used during testing by LANL); 
Table 3-3 provides an additional comparison of approaches taken by 
SPADA and PHAA/FSAPE on several of the parameters discussed fur-
ther in the report.

The SPADA process calls for testing 96 replicates to determine POD 
at AMDL; the PHAA/FSAPE process uses 9 replicates (3 runs by 3 opera-
tors) in a first phase to estimate the LOD followed by testing 60 repli-
cates (20 runs by 3 operators) to determine LOD repeatability; and the 
 BioWatch program tested 20 replicates followed by a further 20 if an 
unexpected result was obtained (e.g., a failure to detect). In its Defense 
Technology Objective CB.56 data transition packages, DOD assay devel-
opers commonly use several runs of 20 replicates for a total of 60 tests. 
A sample size of 60 likewise reflects Clinical and Laboratory Standards 
Institute (CLSI) guidance on limit of detection (CLSI 2004, 2012): 

As a reasonable compromise between precision and costs, a minimum 
number of 60 measurements (on both blank and low level samples) is 
suggested for establishing the LoD. This would typically be performed 
by the developer of the method. To verify a claimed LOD, use a mini-
mum of 20 results at the claimed level and, if necessary, at the LoB [limit 
of blank]. This is usually performed by the laboratory or user. (CLSI 
2004, section 4.2.1)

It should be noted that when using a method such as serial dilution 
to calculate assay LOD, the concentrations used should bracket the actual, 
obtained LOD in order to most correctly use curve fitting to calculate the 
value. Because of this, the committee notes that the two-step strategy 
employed by PHAA/FSAPE, which entails testing a limited number of 
replicates to initially estimate an approximate LOD, could be helpful in 
setting the appropriate concentration boundaries for the actual LOD cal-
culation. It can also be noted that data obtained from lower concentrations 
of a serial dilution series help support confidence in results contained at 
higher concentrations (e.g., correctly detecting DNA in all tested samples 
at a lower concentration helps bolster confidence in the results from cor-
rectly detecting DNA in tested samples at a higher concentration). The 
committee has not attempted to place a statistical value on this point, 
however.

The relatively high numbers of replicates advocated by all of the 
approaches examined by the committee result in robust statistical power 
for this stage of the detection analysis. A statistical analysis of the SPADA 
and PHAA approaches undertaken by Signature Science on behalf of DHS 
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TABLE 3-2 Comparison of SPADA, PHAA/FSAPE, and BioWatch 
Acquisition Testing Approaches

Characteristic

SPADA FSAPE/PHAA (for environmental samples)a BioWatch Process (LANL Gen-3 Testing)

Approach Testing Details Approach Testing Details Approach Testing Details

Detection Limit

Preestablished Acceptable 
Minimum Detection 
Limit (AMDL) of 
reference strain

Two stages of testing: 
method developer 
stage and collaborative 
validation stage

Reference strain is spiked 
into matrix of interest

Criteria require that false 
negative rate of the agent at 
the AMDL be less than 5%

Determine 
analytical limit of 
detection (ALOD) 
and operational 
ALOD of 
reference strain

Multiple phases of 
testing to address 
these characteristics 
(Phases I–IV)

Determine 
probability 
of detection 
of reference 
strain spiked 
at different 
concentrations

Limit of detection 
determined to be 
concentration with 
0.95 probability of 
detection

Method developer stage

Determine probability of 
detection (POD)  when 
reference strain is present 
at AMDL—goal is 0.95 
POD at AMDL with 95% 
confidence

n = 96 replicates

0 or 1 nondetect = pass;
>1 nondetect = fail

If 95/96 samples, the 95% 
lower confidence limit on 
the POD is approx. 95% 

Phase I: 
Analytical Limit 
of Detection

Test reference 
strain at 
concentrations of 
0.025, 0.05, 0.1, 
0.2, 0.4, 0.8 pg/
reaction (rxn)

In the absence 
of nontarget 
nucleic acid or 
environmental 
background

Estimate ALOD as 
lowest concentration 
that can be detected 
95% of time

n = 3 replicates 
by 3 operators 
(total = 9) for each 
concentration

If 9/9 samples 
are able to detect 
the concentration, 
the 95% lower 
confidence limit on 
the ALOD is 66%

Step 1: Determine 
Probability of 
Detection

Test reference 
strains at range 
of 8 or more 
concentrations of 
DNA (0 to 8192 
copy numbers/
rxn)

n = 20 replicates

0 unexpected results 
= pass;
1 nondetect, tested 
an additional 20 
replicates;
39/40 detections = 
pass;
>1 nondetect = fail 

If 20/20 samples 
are able to detect 
the concentration, 
the 95% lower 
confidence limit 
is 86%; for 39/40 
samples the 95% 
lower confidence 
limit is 89%
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TABLE 3-2 Comparison of SPADA, PHAA/FSAPE, and BioWatch 
Acquisition Testing Approaches

Characteristic

SPADA FSAPE/PHAA (for environmental samples)a BioWatch Process (LANL Gen-3 Testing)

Approach Testing Details Approach Testing Details Approach Testing Details

Detection Limit

Preestablished Acceptable 
Minimum Detection 
Limit (AMDL) of 
reference strain

Two stages of testing: 
method developer 
stage and collaborative 
validation stage

Reference strain is spiked 
into matrix of interest

Criteria require that false 
negative rate of the agent at 
the AMDL be less than 5%

Determine 
analytical limit of 
detection (ALOD) 
and operational 
ALOD of 
reference strain

Multiple phases of 
testing to address 
these characteristics 
(Phases I–IV)

Determine 
probability 
of detection 
of reference 
strain spiked 
at different 
concentrations

Limit of detection 
determined to be 
concentration with 
0.95 probability of 
detection

Method developer stage

Determine probability of 
detection (POD)  when 
reference strain is present 
at AMDL—goal is 0.95 
POD at AMDL with 95% 
confidence

n = 96 replicates

0 or 1 nondetect = pass;
>1 nondetect = fail

If 95/96 samples, the 95% 
lower confidence limit on 
the POD is approx. 95% 

Phase I: 
Analytical Limit 
of Detection

Test reference 
strain at 
concentrations of 
0.025, 0.05, 0.1, 
0.2, 0.4, 0.8 pg/
reaction (rxn)

In the absence 
of nontarget 
nucleic acid or 
environmental 
background

Estimate ALOD as 
lowest concentration 
that can be detected 
95% of time

n = 3 replicates 
by 3 operators 
(total = 9) for each 
concentration

If 9/9 samples 
are able to detect 
the concentration, 
the 95% lower 
confidence limit on 
the ALOD is 66%

Step 1: Determine 
Probability of 
Detection

Test reference 
strains at range 
of 8 or more 
concentrations of 
DNA (0 to 8192 
copy numbers/
rxn)

n = 20 replicates

0 unexpected results 
= pass;
1 nondetect, tested 
an additional 20 
replicates;
39/40 detections = 
pass;
>1 nondetect = fail 

If 20/20 samples 
are able to detect 
the concentration, 
the 95% lower 
confidence limit 
is 86%; for 39/40 
samples the 95% 
lower confidence 
limit is 89%
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TABLE 3-2 Continued

Characteristic

SPADA FSAPE/PHAA (for environmental samples)a BioWatch Process (LANL Gen-3 Testing)

Approach Testing Details Approach Testing Details Approach Testing Details

Detection Limit, continued

Collaborative validation 
stage
12 collaborators (4 at 3 
sites)

Each collaborator 
tests 12 samples of the 
reference strain; study 
must produce 10 valid 
data sets and report 
reproducibility and 
standard deviation
(total = at least 120)

See below for testing in 
absence of agent

Confirming POD in 
presence of agent

Samples spiked at AMDL; 
matrix is dust-loaded 
collection medium (such as 
a BioWatch filter)

POD at least 0.95 with 95% 
confidence limit

Phase II: 
Intermediate 
precision/
repeatability 

Test reference 
strain spiked 
at the limit 
of detection 
calculated in 
Phase I

Tested in absence 
of nontarget/
background

n = 20 replicates by 
3 operators (total 
= 60)

Criteria:
If 0 negative results 
= pass 

For 60/60 samples, 
the 95% lower 
confidence limit 
of detection at the 
ALOD is 95%

If ≥1 unexpected 
result, evaluate 
assay at next 
concentration 
above ALOD and/
or may modify the 
signatures or test 
(if so, assay must 
repeat process)

0-2 failures = 
“robust” if ALOD is 
0.1 pg/rxn bacteria 
and 0.05 pg/rxn 
virus;
0-2 failures = 
“acceptable with 
limitation” if ALOD 
is 0.5 pg/rxn 
bacteria or 0.1 pg/
rxn virus;
3+ failures at 0.5 
pg/rxn bacteria or 
0.1 pg/rxn virus 
= “assay may 
not be acceptable 
for the intended 
application”

“Threshold 
of Probable 
Detection” 
measured at the 
BioWatch system 
level

2012-2014:  System 
characterization and 
field tests conducted 
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Characteristic

SPADA FSAPE/PHAA (for environmental samples)a BioWatch Process (LANL Gen-3 Testing)

Approach Testing Details Approach Testing Details Approach Testing Details

Detection Limit, continued

Collaborative validation 
stage
12 collaborators (4 at 3 
sites)

Each collaborator 
tests 12 samples of the 
reference strain; study 
must produce 10 valid 
data sets and report 
reproducibility and 
standard deviation
(total = at least 120)

See below for testing in 
absence of agent

Confirming POD in 
presence of agent

Samples spiked at AMDL; 
matrix is dust-loaded 
collection medium (such as 
a BioWatch filter)

POD at least 0.95 with 95% 
confidence limit

Phase II: 
Intermediate 
precision/
repeatability 

Test reference 
strain spiked 
at the limit 
of detection 
calculated in 
Phase I

Tested in absence 
of nontarget/
background

n = 20 replicates by 
3 operators (total 
= 60)

Criteria:
If 0 negative results 
= pass 

For 60/60 samples, 
the 95% lower 
confidence limit 
of detection at the 
ALOD is 95%

If ≥1 unexpected 
result, evaluate 
assay at next 
concentration 
above ALOD and/
or may modify the 
signatures or test 
(if so, assay must 
repeat process)

0-2 failures = 
“robust” if ALOD is 
0.1 pg/rxn bacteria 
and 0.05 pg/rxn 
virus;
0-2 failures = 
“acceptable with 
limitation” if ALOD 
is 0.5 pg/rxn 
bacteria or 0.1 pg/
rxn virus;
3+ failures at 0.5 
pg/rxn bacteria or 
0.1 pg/rxn virus 
= “assay may 
not be acceptable 
for the intended 
application”

“Threshold 
of Probable 
Detection” 
measured at the 
BioWatch system 
level

2012-2014:  System 
characterization and 
field tests conducted 
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Characteristic

SPADA FSAPE/PHAA (for environmental samples)a BioWatch Process (LANL Gen-3 Testing)

Approach Testing Details Approach Testing Details Approach Testing Details

Detection Limit, continued

Not applicable Not applicable Phase III: 
Operational 
ALOD

Test reference 
strain at 
concentrations of 
0.025, 0.05, 0.1, 
0.2, 0.4, 0.8 pg/
rxn in presence 
of background 
(nontarget 
nucleic acid or 
environmental 
materials) 

Under FSAPE: 
Background 
of 20 “pooled 
processed 
BioWatch 
PCR-negative 
samples”

n = 3 replicates 
by 3 operators 
(total = 9) for each 
concentration 

Estimated 
operational 
analytical limit of 
detection calculated

If 9/9 samples 
are able to detect 
the concentration, 
the 95% lower 
confidence limit on 
the measurement is 
66%

Not applicable Not applicable

Not applicable Not applicable Phase IV: 
Operational 
Intermediate 
precision/
repeatability

Test reference 
strain spiked at 
the operational 
ALOD calculated 
in Phase III 
in presence of 
background 
(nontarget 
nucleic acid or 
environmental 
materials) 

n = 20 replicates by 
3 operators (total 
= 60)

Criteria: 0 false 
negatives expected

If unexpected 
results, evaluate at 
next concentration 
above the ALOD 
(see description for 
Phase II)

For 60/60 samples, 
the 95% lower 
confidence limit on 
the measurement is 
95%

Not applicable Not applicable

TABLE 3-2 Continued
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Characteristic

SPADA FSAPE/PHAA (for environmental samples)a BioWatch Process (LANL Gen-3 Testing)

Approach Testing Details Approach Testing Details Approach Testing Details

Detection Limit, continued

Not applicable Not applicable Phase III: 
Operational 
ALOD

Test reference 
strain at 
concentrations of 
0.025, 0.05, 0.1, 
0.2, 0.4, 0.8 pg/
rxn in presence 
of background 
(nontarget 
nucleic acid or 
environmental 
materials) 

Under FSAPE: 
Background 
of 20 “pooled 
processed 
BioWatch 
PCR-negative 
samples”

n = 3 replicates 
by 3 operators 
(total = 9) for each 
concentration 

Estimated 
operational 
analytical limit of 
detection calculated

If 9/9 samples 
are able to detect 
the concentration, 
the 95% lower 
confidence limit on 
the measurement is 
66%

Not applicable Not applicable

Not applicable Not applicable Phase IV: 
Operational 
Intermediate 
precision/
repeatability

Test reference 
strain spiked at 
the operational 
ALOD calculated 
in Phase III 
in presence of 
background 
(nontarget 
nucleic acid or 
environmental 
materials) 

n = 20 replicates by 
3 operators (total 
= 60)

Criteria: 0 false 
negatives expected

If unexpected 
results, evaluate at 
next concentration 
above the ALOD 
(see description for 
Phase II)

For 60/60 samples, 
the 95% lower 
confidence limit on 
the measurement is 
95%

Not applicable Not applicable
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Characteristic

SPADA FSAPE/PHAA (for environmental samples)a BioWatch Process (LANL Gen-3 Testing)

Approach Testing Details Approach Testing Details Approach Testing Details

Inclusivity Panel Testing

Test inclusivity 
panel organisms at 
concentration of AMDL

n = 1

0 unexpected results = pass;
If an unexpected result, re-
test with n = 96, 0 failures 
allowed

For 1/1 sample, the 95% 
lower confidence limit is 
5%. 

For 95/96 samples, the 95% 
lower confidence limit of 
detection approx. 95%

Demonstration of 
detectability 

Conducted prior 
to the limit of 
detection testing 
(Phases I-IV 
above)

Inclusivity panel 
of strains are 
each tested at 
1pg/rxn DNA or 
RNA (bacteria) 
and 0.5 pg/rxn 
(virus)

n = 3 (n = 1 run by 
3 personnel when 
applicable)

0 unexpected results 
= pass;
≥1 unexpected 
result, “assay does 
not definitively 
meet performance 
standard” and will 
be investigated

For 3/3 samples,  
the 95% lower 
confidence of 
detection approx. 
37%

Step 2: Test using 
strains on SPADA 
inclusivity panels 
identified by 
SPADA panel 
chairs as high 
priority

Step 3: Test 
using additional 
SPADA strains 
obtained by 
LANL

n = 20 replicates

If 1 nondetect, tested 
an additional 20 
replicates

Tested at 
concentration of 
reference strain 
expected to give 
0.995 POD based 
on the target strain 
probability of 
detection (Step 1)

For vendor platform 
testing used 
concentration with  
0.995 probability of 
detection for least 
sensitive system 
being evaluated

Exclusivity Strain Panels

Test exclusivity 
panel organisms at 
concentration of 10× 
AMDL

n = 1

0 unexpected results = pass;
If an unexpected result, re-
test with n = 96, 0 failures 
allowed

For 95/96 samples, the 95% 
lower confidence limit of 
detection approx. 95%

Phase V: 
Evaluation of 
Assay Exclusivity

Test up to 10 
organisms per 
pool at 100 pg/
organism (total of 
1000 pg/rxn)

Tested in the 
absence of target

n = 3 (n = 1 run by 
3 personnel when 
applicable)

0 unexpected results 
= pass;
If 1-2 unexpected 
results, analyze 
each pool 
component (number 
of replicates 
unspecified)

If all pool 
components 
individually test 
negative = pass

If 3+ unexpected 
positive results = fail

Step 2: Test using 
strains on SPADA 
exclusivity panels 
identified by 
SPADA panel 
chairs as high 
priority 

Step 3: Test 
using additional 
SPADA strains 
obtained by 
LANL

n = 20 replicates

If 1 unexpected 
result, tested an 
additional 20 
replicates

Tested at 10× the 
concentration of 
reference strain 
expected to give 
0.995 probability 
of detection based 
on the target strain 
probability of 
detection (Step 1)
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continued

Characteristic

SPADA FSAPE/PHAA (for environmental samples)a BioWatch Process (LANL Gen-3 Testing)

Approach Testing Details Approach Testing Details Approach Testing Details

Inclusivity Panel Testing

Test inclusivity 
panel organisms at 
concentration of AMDL

n = 1

0 unexpected results = pass;
If an unexpected result, re-
test with n = 96, 0 failures 
allowed

For 1/1 sample, the 95% 
lower confidence limit is 
5%. 

For 95/96 samples, the 95% 
lower confidence limit of 
detection approx. 95%

Demonstration of 
detectability 

Conducted prior 
to the limit of 
detection testing 
(Phases I-IV 
above)

Inclusivity panel 
of strains are 
each tested at 
1pg/rxn DNA or 
RNA (bacteria) 
and 0.5 pg/rxn 
(virus)

n = 3 (n = 1 run by 
3 personnel when 
applicable)

0 unexpected results 
= pass;
≥1 unexpected 
result, “assay does 
not definitively 
meet performance 
standard” and will 
be investigated

For 3/3 samples,  
the 95% lower 
confidence of 
detection approx. 
37%

Step 2: Test using 
strains on SPADA 
inclusivity panels 
identified by 
SPADA panel 
chairs as high 
priority

Step 3: Test 
using additional 
SPADA strains 
obtained by 
LANL

n = 20 replicates

If 1 nondetect, tested 
an additional 20 
replicates

Tested at 
concentration of 
reference strain 
expected to give 
0.995 POD based 
on the target strain 
probability of 
detection (Step 1)

For vendor platform 
testing used 
concentration with  
0.995 probability of 
detection for least 
sensitive system 
being evaluated

Exclusivity Strain Panels

Test exclusivity 
panel organisms at 
concentration of 10× 
AMDL

n = 1

0 unexpected results = pass;
If an unexpected result, re-
test with n = 96, 0 failures 
allowed

For 95/96 samples, the 95% 
lower confidence limit of 
detection approx. 95%

Phase V: 
Evaluation of 
Assay Exclusivity

Test up to 10 
organisms per 
pool at 100 pg/
organism (total of 
1000 pg/rxn)

Tested in the 
absence of target

n = 3 (n = 1 run by 
3 personnel when 
applicable)

0 unexpected results 
= pass;
If 1-2 unexpected 
results, analyze 
each pool 
component (number 
of replicates 
unspecified)

If all pool 
components 
individually test 
negative = pass

If 3+ unexpected 
positive results = fail

Step 2: Test using 
strains on SPADA 
exclusivity panels 
identified by 
SPADA panel 
chairs as high 
priority 

Step 3: Test 
using additional 
SPADA strains 
obtained by 
LANL

n = 20 replicates

If 1 unexpected 
result, tested an 
additional 20 
replicates

Tested at 10× the 
concentration of 
reference strain 
expected to give 
0.995 probability 
of detection based 
on the target strain 
probability of 
detection (Step 1)
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Characteristic

SPADA FSAPE/PHAA (for environmental samples)a BioWatch Process (LANL Gen-3 Testing)

Approach Testing Details Approach Testing Details Approach Testing Details

Exclusivity Strain Panels, continued

Collaborative validation 
stage
12 collaborators (4 at 3 
sites)

Each collaborator tests 
12 samples; study 
must produce 10 valid 
data sets and report 
reproducibility and 
standard deviation
(total = at least 120)

Confirming POD in absence 
of agent

Samples spiked with a near 
neighbor at 10× AMDL; 
matrix is dust-loaded 
collection medium (such 
as a filter); 95% confidence 
limit that POD is 0.05 or 
less

Not applicable Not applicable Not applicable Not applicable

Environmental Background Organisms and Substances

Testing pools of panel 
organisms at 10× AMDL 
each (up to 10 organisms 
per pool)

Two types of testing:
(a) in the presence of the 
target agent, and 
(b) in the absence of the 
target agent at AMDL 

n = 1

0 unexpected results = pass;
If an unexpected result, re-
test individual components 
with n = 96

For 1/1 sample,  the 95% 
lower confidence limit is 
5%; 
for 95/96 samples, the 95% 
lower confidence limit is 
approx. 95%

Phase V: 
Evaluation of 
Assay Exclusivity

Tested in the 
absence of target

Up to 10 
organisms per 
pool at 100 pg/
organism (total of 
1000 pg/rxn)

Under FSAPE: 
Sample derived 
from known 
negative 
BioWatch samples 
(100; pooled 10/
tube)

n = 3

0 unexpected results 
= pass;
If 1-2 unexpected 
results, analyze 
each component of 
the pool (number 
of replicates 
unspecified)

all pool components 
individually test 
negative = pass

3+ unexpected 
positive results = fail

Step 4: Test 
using SPADA 
environmental 
panel organisms 
in pools

Tested as 
individual 
organisms T1-11 
and 8 pools

n = 20 replicates

If an unexpected 
result, each strain 
from pool tested 
individually 20 
times

Tested at 10× the 
concentration of 
reference strain 
expected to give 
0.995 POD based 
on the target strain 
probability of 
detection calculated 
in Step 1
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Characteristic

SPADA FSAPE/PHAA (for environmental samples)a BioWatch Process (LANL Gen-3 Testing)

Approach Testing Details Approach Testing Details Approach Testing Details

Exclusivity Strain Panels, continued

Collaborative validation 
stage
12 collaborators (4 at 3 
sites)

Each collaborator tests 
12 samples; study 
must produce 10 valid 
data sets and report 
reproducibility and 
standard deviation
(total = at least 120)

Confirming POD in absence 
of agent

Samples spiked with a near 
neighbor at 10× AMDL; 
matrix is dust-loaded 
collection medium (such 
as a filter); 95% confidence 
limit that POD is 0.05 or 
less

Not applicable Not applicable Not applicable Not applicable

Environmental Background Organisms and Substances

Testing pools of panel 
organisms at 10× AMDL 
each (up to 10 organisms 
per pool)

Two types of testing:
(a) in the presence of the 
target agent, and 
(b) in the absence of the 
target agent at AMDL 

n = 1

0 unexpected results = pass;
If an unexpected result, re-
test individual components 
with n = 96

For 1/1 sample,  the 95% 
lower confidence limit is 
5%; 
for 95/96 samples, the 95% 
lower confidence limit is 
approx. 95%

Phase V: 
Evaluation of 
Assay Exclusivity

Tested in the 
absence of target

Up to 10 
organisms per 
pool at 100 pg/
organism (total of 
1000 pg/rxn)

Under FSAPE: 
Sample derived 
from known 
negative 
BioWatch samples 
(100; pooled 10/
tube)

n = 3

0 unexpected results 
= pass;
If 1-2 unexpected 
results, analyze 
each component of 
the pool (number 
of replicates 
unspecified)

all pool components 
individually test 
negative = pass

3+ unexpected 
positive results = fail

Step 4: Test 
using SPADA 
environmental 
panel organisms 
in pools

Tested as 
individual 
organisms T1-11 
and 8 pools

n = 20 replicates

If an unexpected 
result, each strain 
from pool tested 
individually 20 
times

Tested at 10× the 
concentration of 
reference strain 
expected to give 
0.995 POD based 
on the target strain 
probability of 
detection calculated 
in Step 1
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TABLE 3-3 Comparison of Two Assay Performance Approaches on 
Several of the Parameters Discussed in the Report

Parameter SPADA PHAA/FSAPE

Limit of 
detection 

Includes sufficient replicates 
for statistically robust 
determination of probability 
of detection at acceptable 
minimum detection level

Includes sufficient replicates for 
statistically robust determination 
of limit of detection and 
associated probability of 
detection at that quantity

Inclusivity 
strains 

Strains represent a reasonable 
starting point but may not 
reflect sufficient genetic 
diversity for all pathogens, 
especially in light of new 
knowledge

Includes a larger number 
of strains than the SPADA 
panels; may call for testing 
more strains than required for 
sufficient BioWatch performance, 
particularly dependent on 
intended use of the assay

Exclusivity and 
environmental 
strains

Strains represent a reasonable 
starting point but may not 
reflect sufficient genetic 
diversity for all pathogens, 
especially in light of new 
knowledge

Includes a larger number 
of strains than the SPADA 
approach; may call for testing 
more strains than required for 
sufficient BioWatch performance, 
particularly dependent on 
intended use of the assay

Environmental 
substances

Includes a panel of 
environmental substances 
for interference testing; uses 
“dust-loaded filters” during 
reproducibility phases of 
collaborative validation

Does not specifically list 
environmental substances panel; 
some phases of FSAPE testing 
call for using pooled BioWatch 
filter samples to provide realistic 
environmental background

Process Developed through 
stakeholder working groups; 
published as voluntary 
consensus standards in open 
literature through AOAC 
International

Developed as a government 
unique standard; experts within 
and outside federal government 
consulted but not published in 
open literature

reveals that, in both cases, the testing strategy “is highly protective against 
accepting the method if the true POD [probability of detection model 
at the AMDL, as defined by the SPADA standard] is lower than 0.95” 
(DHS 2013b, p. 9); similar analysis with regard to PHAA analytical LOD 
determination is found in DHS (2013a). For both standards approaches, 
this means that the true detection rate needs to be higher than 95 percent 
in order for the assay to have a good chance of passing the performance 
standard criteria. To meet the SPADA requirement of 95/96 or 96/96 
detections with greater than 43 percent probability, the true detection rate 
must be over 98 percent; if the true detection rate is 95 percent the test 
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will only have 4.4 percent probability of meeting the criteria (DHS 2013b). 
The initial phase of LOD estimation under PHAA guidelines (n = 9) has a 
lower statistical confidence associated with a 30 percent margin of error, 
but estimates undergo subsequent testing with a larger number of repli-
cates (n = 60). To meet the PHAA requirement of 60/60 detections with 
greater that 50 percent probability, the true detection rate must be over 
99 percent; if the true detection rate is 95 percent, the test will only have 
4.6 percent probability of meeting the criteria (DHS 2013b). The assay 
LOD testing previously conducted as part of the BioNet study, initiated 
in 2005, similarly tested 60 replicates (using a strategy of 3 runs of 20 
replicates tested on at least 2 days, by at least two operators, on at least 
two instruments). In this case, results of 58/60 or better were considered 
acceptable (Joan Gebhardt, Naval Medical Research Center, personal com-
munication, January 6, 2015). PCR assays are highly sensitive, and validat-
ing the minimum LOD of the assay could be useful information because 
it helps set the maximum achievable performance. For a screening assay, 
this high level of statistical confidence in the probability of detection of 
representative inclusivity strains may be especially useful. As discussed 
above, a key consideration at a screening assay stage is avoiding false 
negative results.

Examining the methodology used by these various standards 
approaches and the statistical confidence presented in Table 3-1, the com-
mittee concluded that obtaining 60/60 detections is sufficient to infer a 
high degree of confidence that the assay will be able to detect DNA at 
that concentration with high probability of success. Even with acceptance 
criteria that would allow for two failures (58/60), the long-term prob-
ability of detection will still be close to at least 90 percent with 95 percent 
confidence. The committee concluded that this approach should be rea-
sonable, when combined with appropriate data analysis and curve fitting, 
to determine an assay’s LOD in the laboratory setting.

As noted previously, for decision makers the most relevant infor-
mation is not necessarily the analytical laboratory LOD of an assay but 
whether the assay is sensitive enough to detect an amount of DNA rea-
sonably expected to be present in a filter sample following an intentional 
release. Using the calculated laboratory LOD of the assay in concert with 
additional data and modeling from release to extracted sample would pro-
vide information to help determine whether the laboratory performance 
of the PCR assay meets such fit for purpose, operational requirements.

ASSAY SPECIFICITY: STRAIN AND SUBSTANCE PANELS

A BioWatch performance standard must sufficiently sample the 
known genetic diversity of a tested pathogen species such that a defined 
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set of strains (the ones of biothreat concern) is detected, but closely related 
nonpathogenic species and strains are not detected. The standard also 
needs to provide a reasonable balance among competing goals: achiev-
ing maximal assay specificity, being feasible within the constraints of 
assay design and optimization, using available strain sequences and DNA 
against which to test the assay, and taking account of practical consider-
ations such as time, cost, and who bears the primary responsibility for the 
burden of validation testing. As expected, there is an inherent tension over 
meeting these requirements. 

An environmental pathogen detection assay for BioWatch should be 
designed and tested against three types of panels:

•	 Inclusivity:	the	set	of	pathogen	strains	the	assay	should	detect.
•	 Exclusivity:	the	set	of	closely	related	species	and	strains	the	assay	

should not detect.
•	 Environmental	 background:	 the	 set	 of	 other	 organisms,	 includ-

ing higher eukaryotes as well as additional microorganisms, that 
the assay should not detect through cross-reactivity. Potentially 
interfering background substances (e.g., dust, pollen) also should 
be included on defined environmental exclusivity panels.

The composition of the panels defined in assay standards are estab-
lished through consultation with subject-matter experts knowledge-
able about the genetic diversity of the pathogen and its near neighbors. 
Although strain panel composition varies among different standards, 
the general principles for determining which organisms and strains to 
include or exclude are similar. An example of the selection criteria used 
by one of the SPADA working groups in developing its inclusivity panel 
recommendations was provided by Luther Lindler (2014). The SPADA 
working group took account of the genetic relationships of this particu-
lar pathogen (including strains with pathogen-specific DNA sequences, 
strains with plasmid variations, and strains from various phylogenetic 
branches [Morelli et al. 2010]), as well as the virulence status of the strains 
(including strains with unusual genetic makeup known to be virulent in 
an animal model and strains with known virulence status verified by 
small- animal models). The selection of target inclusivity strains should 
generally seek to balance broad phylogenetic and geographic diversity 
within the realm of practical testing. The selection of exclusivity (near 
neighbor) and environmental organism panels generally should include 
a broad range of taxonomic diversity based upon available knowledge, 
data, and strain accessibility. The composition of the PHAA/FSAPE 
inclusivity and exclusivity panels was determined in coordination with 
subject experts at CDC (DHS 2014).
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As Table 3-4 shows for a representative sample of biothreat agents, the 
inclusivity and exclusivity strain panels in the SPADA SMPRs generally 
contain fewer organisms than the inclusivity and exclusivity strain  panels 
called for under the PHAA environmental sample approach or under 
FSAPE. As part of an informal interagency working group, Stephen Morse 
and Paul Jackson were asked to compare several of the SPADA and PHAA 
panels and provide their suggestions on whether the panels sufficiently 
sampled different species’ genetic diversity. As can be seen from the 
table, representative pathogen species of interest vary significantly in their 
levels of genetic diversity, which is a key factor in the number of strains 
suggested for inclusion on the required panels by different approaches. 
The current SPADA panels should be reviewed in light of the new genetic 
knowledge available and the Morse-Jackson strain suggestions, given the 
time that has passed since most of the SPADA working groups established 
their recommendations (generally 2010-2011). Such a review would deter-
mine whether additions or alterations should be made to the panels. 

In silico testing can be used to screen large numbers of inclusivity 
strains for predictions of assay detectability. The testing strategy should 
include in silico procedures (e.g., predictions of cross-reactivity based on 
sequence alignments undertaken during assay design and optimization) 
and laboratory analysis to validate the predicted performance. To keep the 
inclusivity panel size manageable for laboratory testing, a strategy for pri-
oritizing the inclusivity panel strains is required. The committee suggests 
that inclusivity panel strains for laboratory characterization and validation 
of assay performance should sample the genetic diversity represented by 
available strain collections with the emphasis on prioritizing those strains 
that cause significant morbidity or mortality, have high transmissibility, 
or have a wide host range. The strain panel contents are likely to evolve 
over time as novel diversity is encountered, and it is likely that each agent 
of interest to BioWatch will have its own unique rate of such evolution.

For practical use in an environmental surveillance program such as 
BioWatch, the system also needs to function in the presence of a range of 
substances that could inhibit the assay detection (e.g., pollen, dirt). The 
SPADA SMPRs provide a list of environmental background substances 
against which assay performance should be tested to determine whether 
these substances inhibit or interfere with the results. The PHAA/FSAPE 
approach does not specifically identify a panel of background substances. 
At the request of DHS, LANL did not test assay analytical performance 
against the SPADA environmental substances panel, because system oper-
ational performance testing was subsequently undertaken by the program 
elsewhere. As a general principle, the committee agrees with the concept 
that assay analytical performance should be tested against environmental 
substances that might be present on filters in a realistic operational envi-
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TABLE 3-4 Comparison of the Numbers of Inclusivity and 
Exclusivity Strains for a Representative Sample of Agents Under 
Different Standards Approaches 

 Number of Strains and Substances

Agenta SPADA LANL Assembly FSAPE / PHAAb
Jackson/ 
Morse Jackson/Morse Suggestionsc

A
Inclusivity
Exclusivity

15
20

13
20

48
61 (+ 7 on environmental panel)

15
22

Genetically monomorphic;
SPADA panels sufficient for 
inclusivity and exclusivity

B
Inclusivity
Exclusivity

9
10

9
7

40
42

35
19

Genetically diverse; 
for inclusivity and exclusivity, 
supplement SPADA panels; provided 
suggestions for additional strains

C
Inclusivity
Exclusivity

16
17

15
17

46
37

40
32

Genetically diverse; 
for inclusivity, supplement SPADA 
panel; provided suggestions for 
additional strains;
for exclusivity, use FSAPE panel

D and E
Inclusivity
Inclusivity
Exclusivity

12
24
24

10
24
21

31
73
91

31
82
98

Genetically diverse; 
for inclusivity and exclusivity of D 
and E, use FSAPE panels

F
Inclusivity
Exclusivity

Additional strains 
for testing

At least 2 from each major clade
11 

Based on bioinformatics 
screening 

Ongoing 45
26

Did not review this agent

Environmental 
panels (strains)

Other threat agents: 7
Bacteria in air/soil: 36
DNA viruses: 3
Microbial eukaryotes: 14
Higher eukaryotes: 18
Biol. insecticides: 5

Total = 83

Other threat agents: 3 of 4*
Bacteria in air/soil: 33
DNA viruses: 3
Micro. eukaryotes: 8
Higher eukaryotes: 17
Biol. insecticides: 1 of 2

Arthropod: 20
Bacterial: 112
Botanical: 10
Fungal: 14
Protists: 10
Vertebrates: 20
Viral: 9

Total = 195

N/A Did not comment on these panels

Environmental 
panels (substances)

32 N/A N/A N/A Did not comment on these panels

Total strains and 
substances

262 Assembled 214 of 220 
unique strains in SPADA 
panels

664

aSpecific pathogen names have been replaced with a designation of “Agent A,” “Agent B,” 
etc. The full table and associated references are provided in Appendix A.
bThese strain panels continue to evolve as new strains have been identified. Numbers listed 
reflect strains in DHS (2014).
cBased on an analysis undertaken by Paul Jackson and Stephen Morse (unpublished).
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TABLE 3-4 Comparison of the Numbers of Inclusivity and 
Exclusivity Strains for a Representative Sample of Agents Under 
Different Standards Approaches 

 Number of Strains and Substances

Agenta SPADA LANL Assembly FSAPE / PHAAb
Jackson/ 
Morse Jackson/Morse Suggestionsc

A
Inclusivity
Exclusivity

15
20

13
20

48
61 (+ 7 on environmental panel)

15
22

Genetically monomorphic;
SPADA panels sufficient for 
inclusivity and exclusivity

B
Inclusivity
Exclusivity

9
10

9
7

40
42

35
19

Genetically diverse; 
for inclusivity and exclusivity, 
supplement SPADA panels; provided 
suggestions for additional strains

C
Inclusivity
Exclusivity

16
17

15
17

46
37

40
32

Genetically diverse; 
for inclusivity, supplement SPADA 
panel; provided suggestions for 
additional strains;
for exclusivity, use FSAPE panel

D and E
Inclusivity
Inclusivity
Exclusivity

12
24
24

10
24
21

31
73
91

31
82
98

Genetically diverse; 
for inclusivity and exclusivity of D 
and E, use FSAPE panels

F
Inclusivity
Exclusivity

Additional strains 
for testing

At least 2 from each major clade
11 

Based on bioinformatics 
screening 

Ongoing 45
26

Did not review this agent

Environmental 
panels (strains)

Other threat agents: 7
Bacteria in air/soil: 36
DNA viruses: 3
Microbial eukaryotes: 14
Higher eukaryotes: 18
Biol. insecticides: 5

Total = 83

Other threat agents: 3 of 4*
Bacteria in air/soil: 33
DNA viruses: 3
Micro. eukaryotes: 8
Higher eukaryotes: 17
Biol. insecticides: 1 of 2

Arthropod: 20
Bacterial: 112
Botanical: 10
Fungal: 14
Protists: 10
Vertebrates: 20
Viral: 9

Total = 195

N/A Did not comment on these panels

Environmental 
panels (substances)

32 N/A N/A N/A Did not comment on these panels

Total strains and 
substances

262 Assembled 214 of 220 
unique strains in SPADA 
panels

664

aSpecific pathogen names have been replaced with a designation of “Agent A,” “Agent B,” 
etc. The full table and associated references are provided in Appendix A.
bThese strain panels continue to evolve as new strains have been identified. Numbers listed 
reflect strains in DHS (2014).
cBased on an analysis undertaken by Paul Jackson and Stephen Morse (unpublished).
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ronment for informational purposes. If interference from environmental 
substances affects performance, modifications to sample preparation pro-
cedures or assay conditions may need to be made.

Strain access and quality control are fundamental issues for any per-
formance standard. The work undertaken by LANL to assemble and 
quality control the inclusivity and exclusivity strains in published or 
forthcoming SPADA SMPRs for five pathogen species is illustrative of 
the challenges (AOAC 2011a,b,c, in preparation-a,-b; LANL 2011a). Not 
all strains of a pathogen that might be reported in the literature are 
easily accessible. Not all strain cultures or extracted DNA that LANL 
obtained matched canonical nucleic acid sequences for the strain; others 
failed quality control for other reasons. Although most strains could ulti-
mately be obtained and verified, LANL was not able to obtain several of 
them, as Table 3-4 makes clear. The time, cost, and ability to obtain and 
verify strains would be expected to be greater the larger is the size of the 
required panels (such as for the more extensive PHAA/FSAPE panels).

As noted above, testing assay performance against inclusivity and 
exclusivity strains should be conducted through a combination of in silico 
prediction and laboratory analysis. In silico predictions of sequence align-
ment and potential detection or cross-reactivity rely on access to quality 
databases with as many accurate pathogen sequences as possible, but are 
an especially useful tool to screen large numbers of organisms quickly 
and economically and flag likely issues. Laboratory testing is more time-
consuming, but is required to validate the expected performance. 

Most standards approaches specify laboratory testing of inclusivity 
strains at the limit of detection (generally the quantity producing a 95 per-
cent probability of detection, or a related modification such as the testing 
conducted by LANL at the concentration producing a 99.5 percent prob-
ability of detection). Exclusivity or environmental panel testing, on the 
other hand, is generally carried out at 10× the LOD or 10× the AMDL to 
maximize the chance of detecting an issue should one exist. These levels 
are appropriate and reflect general procedures in the community. 

For exclusivity and environmental panel organisms, a strategy of 
sample pooling can be considered in order to increase testing efficiency. 
If a positive result is detected in a particular pooled sample, each agent 
in the pool then should be tested separately. Both SPADA and PHAA/
FSAPE use a pooling strategy—SPADA for environmental organisms 
and PHAA/FSAPE for environmental organisms and exclusivity strains. 
Anecdotally, it is possible that assay sensitivity may decrease when pool-
ing DNA from multiple organisms and the guidance documents reviewed 
by the committee generally limit pooling to a maximum of 10 organisms 
per pool. The reality that some pools may need to be deconvoluted and 
the strains tested individually should be kept in mind when planning 
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validation time lines and budgets. Overall, however, the committee agrees 
that a strategy of sample pooling is reasonable in order to increase testing 
efficiency for exclusivity and environmental panels, rather than a require-
ment that each such organism be tested individually.

As with assay LOD, understanding the statistical levels of confidence 
around an assay’s performance on inclusivity and exclusivity panel testing 
is important for interpreting the results. Different approaches use differ-
ent testing strategies with different implications for statistical confidence. 
The SPADA SMPR testing for inclusivity, exclusivity, and environmental 
interference evaluates a single sample if the expected result is obtained. 
This provides only weak statistical confidence that the test will identify 
an issue should one exist. On the other hand, if an unexpected result is 
obtained, follow-up testing is done at high stringency (a further n = 96 
samples). The PHAA/FSAPE approach for inclusivity on the full panel 
of inclusivity strains relies on an initial demonstration of detectability 
using three samples. The obtained threshold cycle (Ct) values are exam-
ined in comparison to the Ct value of the reference strain to judge how 
the assay performs across strains and whether there appear to be issues 
with the detectability of any of them. Exclusivity and environmental panel 
organisms also are only tested with n = 3 samples (three total runs of 
the panel strains by three different operators, one run per operator). The 
implication of both the SPADA and PHAA/FSAPE approaches for testing 
exclusivity and environmental strains is that the assays’ potential false 
positive rate is not well characterized unless an issue is detected in the 
first tested sample and subsequently re-tested (under SPADA guidelines). 
For n = 1/1, there is 95 percent confidence that the lower confidence limit 
on the measurement is only 5 percent (e.g., the long-term detection rate 
is at least 5 percent); even if there is an assumed error rate of 20 percent, 
the sample would still have an 80 percent chance of passing the test. For 
n = 3/3, there will be 95 percent confidence that the long-term detection 
rate is at least 37 percent. With an assumed error rate of 20 percent, there 
will be a 51 percent rate of passing the test (DHS 2013a,b). 

Under the SPADA approach, if the n = 1 sample does not produce the 
expected result of detection (inclusivity strains) or nondetection (exclu-
sivity and background strains), a further 96 samples are tested. This pro-
duces stringent confidence around the results (should 95/96 detections 
be obtained based on the further testing, the assay will have a 95 percent 
probability of detecting the strain with a 95 percent lower confidence 
limit). On the other hand, this type of approach has the potential to lead 
to a significant increase in the number of tests required under the stan-
dard (e.g., were testing conducted on 20 strains and 10 produced failures 
in the n = 1 sample such that a further n = 96 replicates were required, an 
additional 960 samples would need to be performed).
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High uncertainty around the false positive rate may be particularly 
problematic for a secondary assay, because assay specificity will be criti-
cal in ensuring that false positive results do not lead to high-consequence 
actions. The use of three or more independent signatures in a secondary 
assay (as is the case with the BioWatch assays through the LRN), and use 
of a decision algorithm that requires all of the signatures to be positive 
in order for the result to be considered a positive detection, mitigates the 
likelihood of a false positive in the overall detection algorithm, although 
the possibility of a false negative could exist if a signature fails. It appears 
to the committee that additional performance data at the inclusivity and, 
particularly, the exclusivity testing stage by testing a larger number of rep-
licates than included in either SPADA or PHAA/FSAPE guidance would 
be valuable as part of a BioWatch performance standard. As discussed 
elsewhere in the chapter, obtaining and quality assuring strain DNA 
can represent a significant effort. Once this DNA has been assembled, 
conducting additional replicate testing in order to increase the statistical 
confidence associated with the results may not pose an extraordinary bur-
den. In this regard, the committee notes that the LANL test and evaluation 
work conducted on behalf of BioWatch tested inclusivity and exclusivity 
strains using 20 replicates. If an unexpected result was obtained, 20 fur-
ther replicates were tested. This yields a statistical lower confidence limit 
of 86 percent for 20/20 expected results and 89 percent for 39/40 samples. 

A potential false positive or false negative performance rate on the 
assay of 1 – 0.86 = 0.14 (14 percent) for a given strain may seem particu-
larly problematic to program users and the committee considered this 
issue. Even for a secondary assay panel comprising three independent 
signatures, the potential false positive or false negative rate would be 
0.14 × 0.14 × 0.14 = 0.0027 or one incorrect result per 370 tests. 

The committee noted that balancing the need to undertake a rea-
sonable amount of laboratory assay testing (in both time and cost) with 
achieving high statistical certainty around assay performance is inherently 
challenging for a system such as BioWatch. The program has so far con-
ducted over 7 million assays and must certainly keep its false positive rate 
low in order to be acceptable to jurisdictions. Its false negative rate must 
also be very low since a failure to detect an actual biothreat release would 
be potentially catastrophic. If one were to set the performance targets for 
laboratory validation testing of an assay at the sort of stringency level 
users may desire operationally (e.g., specifying that an assay false positive 
or false negative rate be less than 1 per 100,000 tests with 95 percent con-
fidence, as a hypothetical example), it would not be possible or practical 
to conduct enough replicates to validate performance to this level. And 
furthermore, this process would reflect laboratory testing, rather than 
performance in the real-world environment of the jurisdictions.
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The most feasible option to the committee is to conduct a manageable 
amount of laboratory testing at the assay performance characterization 
and validation stage, in order to gain confidence that the assay appears 
to perform reasonably. Ongoing analysis of assay performance data from 
verification in user laboratories and from operational deployment of the 
assay in the program will be critical to build a more complete understand-
ing of assay performance over time. This ongoing data analysis will build 
confidence in the performance of the assay or reveal issues that need to 
be addressed.

As a result, the committee concluded that the approach and number 
of replicates used for inclusivity and exclusivity strain testing by LANL 
provides a reasonable level of confidence in assay performance for the 
laboratory validation stage. Combining the data obtained through this 
validation with ongoing performance monitoring should be considered 
in assessing confidence in the assay.

UNDERSTANDING ENVIRONMENTAL BACKGROUND

The BioWatch system is required to successfully detect a specific set 
of pathogenic organisms from the millions of nonpathogenic related or 
unrelated microorganisms present in the environment. This aim requires 
understanding how the assay result differs from a baseline. The pro-
gram involves the collection of aerosol samples from multiple jurisdic-
tions around the country and multiple locations within each jurisdiction. 
Because filter samples are collected daily, conditions such as the season, 
temperature, precipitation, presence of local disturbances such as con-
struction, and other factors vary substantially over time for any given 
sample site. All of these factors make the background of microbes and sub-
stances out of which the pathogenic strains need to be detected extremely 
demanding. 

How to detect a true signal from the noise of background is made 
more complicated still by the fact that the distribution of bacteria and 
viruses in different environments around the United States is not well 
characterized. Some BioWatch collectors are located in indoor, rather 
than outdoor, environments but indoor environmental background also 
is not well known.4 Though culture was, for many years, the standard for 
characterization of microorganisms, many bacteria and viruses cannot 
be cultured. Advances in recent years in genomic sequencing have con-
tributed substantially to sampling microbiomes in media such as water 

4  For example, the Alfred P. Sloan Foundation is currently supporting a research pro-
gram to investigate “microbiology of the built environment” (see http://www.sloan.org/
major-program-areas/basic-research/microbiology-of-the-built-environment/).
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and soil samples, on surfaces, and in the air, yet it is common that a large 
fraction of the sequencing reads from such samples cannot be mapped to 
any known genome.

Investigations have been undertaken to explore the presence and 
composition of bacteria and near neighbors relevant to the current 
 BioWatch program using sources such as archived filters from Environ-
mental Protection Agency (EPA) air quality monitoring stations (Barns 
et al. 2005; Kuske et al. 2006; Merrill et al. 2006). Certain bacteria or near 
neighbors were detected more commonly than others, and notable vari-
ability was observed. These surveys also observed significant sequence 
identity between pathogens of interest and near neighbors, including near 
neighbors carrying partial or similar virulence genes, such as the pX01 
plasmid found in Bacillus anthracis (Kuske et al. 2006). 

It appears to the committee that public health users and others on the 
front line of decision making in BioWatch jurisdictions remain wary about 
the use of results in making decisions because of previous experiences 
with nonbiothreat environmental detections. This has been a bigger issue 
in some jurisdictions than others. For example, BioWatch jurisdiction 
“X” has experienced relatively high assay detections for tested pathogen 
“C,” which has led the jurisdiction to stop using this particular assay (see 
Appendix A for further information). Specific investigations of these fil-
ters should occur and continue in order to uncover the root cause behind 
these results.

For BioWatch and its users, the practical implication is that to inter-
pret assay data in a real-world situation, more accurate background infor-
mation for existing collector locations is needed against which to compare 
results. Previously tested, threat agent–negative BioWatch filters from 
selected locations in the BioWatch jurisdictions could be used to under-
take this environmental sampling, which could be carried out through 
deep metagenomic sequencing. Judicious sampling of microorganisms 
present in soil and water samples would also be informative. The signifi-
cance of environmental background to confidence in assay results echoes 
a recommendation made in a previous NRC report (IOM and NRC 2011, 
pp. 9-10):

RECOMMENDATION 5: As part of its response to the technical and 
opera  tional challenges posed by the development and launch of Gen-
eration 3 BioWatch, DHS should collaborate with HHS, DoD, EPA, the 
National Science Foundation, and other agencies doing relevant work 
to develop and execute an aggressive research and development plan 
focused on (1) shorter-term goals to improve the capabilities and cost 
effectiveness of the environmental monitoring for airborne biological 
threats performed by the BioWatch system, and (2) longer-term goals to 
improve the knowledge base needed to support transformational inno-
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vations in environmental biosurveillance. 
 Work in support of shorter term goals should focus on
	 •	 	Advancement	of	the	state	of	science	needed	for	the	development	of	

an autonomous field-deployable detector with capabilities to meet 
Generation 3 BioWatch operational requirements and beyond.

 Work supporting longer-term goals should include
	 •	 	Temporal	and	spatial	characterization	of	pathogen	and	near	neigh-

bor populations in air and natural reservoirs in urban areas, in-
cluding those near BioWatch sites, and

	 •	 	Participation	in	the	work	by	others	on	host–pathogen	interactions,	
surveillance, and epidemiologic research investigations and estab-
lishment of shared databases. 

The use of existing resources such as used BioWatch filters to improve 
understanding of environmental background would build on the capac-
ity of the BioWatch network as a tool. An improved understanding of 
background for that jurisdiction and location would help more broadly in 
assay data interpretation or in the prediction that such results might occur 
under certain sets of circumstances, and in understanding the context of 
the result. This understanding might help prevent a jurisdiction from 
dropping an assay in frustration.

In addition to helping put assay results in context, genomic sequence 
information obtained through further characterization of environmental 
background in BioWatch jurisdictions could aid PCR assay design (for 
example, in selection and in silico screening of target sequences,  primers, 
and probes in an effort to make the assays as sensitive and specific as 
possible). It also is possible that results from further environmental back-
ground characterization could help guide selection of the most appropriate 
exclusivity and environmental strains with which to conduct the labora-
tory validation testing of BioWatch assays. As with selection of the inclu-
sivity strains that should form part of the standard panels, employing a 
strategy to prioritize the most appropriate subset of environmental strains 
will be helpful in balancing the need to cover genetic diversity while 
reducing the size of strain panels and number of required tests.

Using Environmental Background to Understand 
Predictive Value of the Assay

Better understanding of environmental background would provide 
information on the expected probability of the tested organism or near 
neighbors in the specific jurisdictional environment. The predictive value 
of a test, particularly positive predictive value (PPV), is a concept that 
relates how likely it is that the condition is true when there is a posi-
tive test result (“true positives” divided by “positive test results”). The 
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negative predictive value (NPV), on the other hand, reflects “true nega-
tives” divided by “negative test results.” These parameters are familiar 
from clinical and public health use. The determination of PPV is affected 
by prevalence. For BioWatch, the true prevalence of tested pathogens 
in local environments is difficult to determine, because little is known 
about the actual environmental background of the agents and how they 
vary geographically and temporally, and because the prevalence of the 
tested microorganisms is likely to be generally very low. For certain bio-
threat agents of potential relevance to BioWatch, such as Variola virus, the 
causative agent of smallpox, the environmental prevalence is expected 
to be zero. Other relevant biothreat agents are zoonotic and endemic, 
however, and may be found in certain U.S. environments under certain 
conditions. As a result, the prevalence is not necessarily too low to be 
relevant in all cases. Earlier in the program’s history, for example, test-
ing included a species of bacteria that infects livestock animals such as 
cattle, pigs, and sheep, and wildlife such as bison; this organism was 
subsequently dropped from BioWatch because of the frequency of envi-
ronmental detections. Decision making by state and local jurisdictions 
would be strengthened by a better understanding of assays’ PPV in the 
local context, could this be obtained. The committee notes that the newly 
released SPADA SMPR for Variola virus (AOAC 2014) asks for the detec-
tion assay’s PPV to be reported given that the virus has been eliminated 
from the environment.

MICROBIAL DIVERSITY

Microorganisms are diverse. Bacteria, for example, may undergo 
mutations during replication, exchange genetic information, experience 
deletions or rearrangements in their genomes, or gain and lose plasmids 
(additional, extra-chromosomal pieces of DNA) associated with virulence. 
Viruses, especially RNA viruses because of an error-prone polymerase 
(Smidansky et al. 2008), may also mutate, or viruses with segmented 
genomes, such as influenza, undergo recombination (Bean et al. 1980). In 
addition, viruses exhibit a broad inherent diversity in mammals that far 
exceeds the known diversity in humans (Anthony et al. 2013), and novel 
human viruses are being continually discovered (Chiu 2013). This diver-
sity is of direct relevance to BioWatch because nearly all of the microbial 
agents targeted by the program are zoonotic in origin. Appendix A pro-
vides an additional figure that attempts to capture measures of variation 
involved with representative pathogenic agents.

Several concepts have been proposed to express the range of micro-
bial diversity. Viruses may evolve through mutation into distinct phylo-
genetic groups, or “clades,” resulting in independent, potentially highly 
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diverse strains circulating in the population. Even within an infected 
individual, there can be viral “quasi species” which reflect a distribu-
tion of closely related viral genomes in a population. It is thus critical 
that PCR assays targeting these viruses use primers derived from highly 
conserved regions of the genome to be able to capture the diversity of 
viruses within individuals as well as populations. In many cases, a single 
viral reference sequence may not be sufficient to detect all viral genomes 
within a population (Domingo et al. 2012), and the availability of multiple 
reference sequences spanning the phylogenetic “space” may be needed. 
The viral reference database for assay design also needs to be regularly 
updated given the high mutation rate for RNA viruses. A recent genomic 
study of Ebola viruses from the 2014 West African outbreak found that the 
2014 genomes differed from the PCR primers and probes for four separate 
assays that had been deployed for Ebola and pan-filovirus diagnostics 
(Gire et al. 2014). 

For organisms such as bacteria, defining the pan-genome is an effort 
to represent the species diversity that exists. The pan-genome represents 
the full set of genes present in all of the strains of a species. Thus, the 
known pan-genome is likely to grow as new strains are identified and 
sequenced.5 The pan-genome includes a core genome, containing the 
absolutely conserved genes present in all members of the species, and an 
accessory genome, representing the elements that are present in only one 
or a subset of strains. Whereas the core genome of a species is associated 
with many of its fundamental characteristics, it has been suggested that 
the accessory genome is frequently associated with traits of interest such 
as antibiotic resistance and virulence (Tettelin et al. 2005). As new strains 
are sequenced the accessory genome may grow while the core genome is 
reduced. 

An example from the bacterial species Burkholderia pseudomallei illus-
trates the challenges that can be presented for PCR assay development. To 
avoid a failure to detect the particular species of interest (a false negative), 
assays target DNA signatures drawn from the core genome of the spe-
cies. To avoid detecting a near neighbor that is not the species of interest 
(a false positive result), assays target those core genome sequences that 
are not shared with the other species. As can be seen in Figure 3-3, the 
 Burkholderia genus exhibits very high diversity and there is only a small 
portion of the overall B. pseudomallei genome that is suitable for use in 
designing an effective PCR assay. As more and more genomic informa-

5  Alternatively, as genetic sequence information increases, a pathogen previously identi-
fied as a strain of a particular species could be reclassified as belonging to a different spe-
cies. In that case, its genetic information would no longer be part of the pan-genome for 
the initial species.
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Overlap with Near Neighbor Species

Characterization of Burkholderia pseudomallei using unique genomic components

With Increasing Genome Sequencing
Expanding Accessory, Shrinking Core

FIGURE 3-3 A. Representation of the Burkholderia pseudomallei pan-genome. 
B. Effect this has on the selection of DNA signatures that can be used in design-
ing PCR assays. 
SOURCE: J. Sahl, P. Keim, and D. Wagner, unpublished data, used with permission.

A

B
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tion has become available on B. pseudomallei strains and on closely related 
 Burkholderia species, what is recognized as the conserved, core genome has 
shrunken and the accessory genome has grown. This presents a huge chal-
lenge to identifying DNA signatures that can be distinctive for particular 
subsets of B. pseudomallei. Furthermore, as knowledge of the  Burkholderia 
genus has expanded, it is being recognized that pathogens B. pseudomallei 
and B. mallei may need to be treated as a single assay target rather than as 
two separate targets, because of their genetic similarity. Despite causing 
vastly different disease manifestations, there are now no uniquely identi-
fying signatures available for B. mallei (Keim 2014).

Even for bacteria that exhibit much less genetic diversity than the 
Burkholderia genus, a given bacterial strain can vary unexpectedly. For 
example, investigations into the Bacillus anthracis Ames strain used in 
the 2001 anthrax mailings identified morphological differences among 
colonies within the Ames strain and associated genetic changes, including 
insertions, deletions, or single nucleotide alterations in the chromosomal 
DNA or in the plasmid pX01 (NRC 2011; Rasko et al. 2011). Should a PCR 
assay’s primers and probe target sequences exhibit such variations, bind-
ing and amplification could potentially be affected. 

To help deal with the challenges posed by genetic diversity, it may in 
some cases be useful to incorporate into the BioWatch program the use 
of one or more additional near-neighbor rule-out assays as part of the 
decision-making algorithm (e.g., the development and use of PCR-based 
or other assays, beyond the existing screening and secondary assays, 
that would be designed to detect expected nonpathogen near neighbors). 
These could be incorporated into the program for pathogens that exhibit 
high genetic variability that makes it challenging to design and validate 
screening and secondary assays against a limited number of target DNA 
sequences with sufficient powers of discrimination. This option might be 
considered for use with certain pathogens in the context of certain collec-
tor sites or certain jurisdictions where it has been challenging to obtain 
PCR assays with sufficient specificity. This situation also suggests that a 
single set of initial and secondary assays sufficient for all BioWatch juris-
dictions and all collection sites may not be feasible.

ASSAY PRECISION AND OTHER PERFORMANCE PARAMETERS

Assay performance characterization undertaken to validate perfor-
mance standards needs to consider several additional factors such as 
precision and robustness. Assay precision represents the closeness of the 
values of results obtained through independent tests of a sample. It can 
include two dimensions—repeatability (measurements carried out under 
identical conditions and over a short period of time) and reproducibility 
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(measurements carried out using different reagent lots, different opera-
tors, and over different days).

In addition, the accuracy of the assay can be determined in situations 
where results from the tested assay or method can be compared with 
results from a standard reference method or with a true value known by 
other means. For analytical testing of a real-time PCR assay starting from 
known quantities of a purified nucleic acid, the accuracy of the assay 
result can at least be compared with the starting reference value.6 As the 
BioWatch program validates new assays or new detection technologies, 
it also can compare the performance of the new candidate method to the 
existing assay system.

POSITIVE AND NEGATIVE PCR ASSAY CONTROLS

Appropriate positive and negative controls are required when con-
ducting all real-time PCR assays to ensure that the reagents and instru-
ments are operating correctly, that there is no detectable contamination, 
and that PCR inhibitors are not present. These controls should be speci-
fied in any performance standard. Rather than compare and contrast 
descriptions of assay controls used by LANL in its extensive testing or 
discussed in existing performance standards, the committee provides 
the principle types of controls it judges are necessary for inclusion in a 
performance standard for a real-time pathogen detection assay to meet 
BioWatch’s needs. These are

Positive controls

•	 Positive	 target	 amplification	 control	 (external	 positive	 control):	
contains all of the reaction components along with reference DNA 
that should be amplified by the assay; used to help rule out 
amplification failure if a negative sample result is obtained.

•	 Positive	amplification	control	(inhibition	control):	contains	mate-
rials designed to amplify a known, different region of DNA (such 
as the bacterial 16S gene) along with a test sample; used to help 
rule out an amplification failure due to the presence of substances 
that inhibit PCR in the test samples. In addition to running the 
inhibitor control within the background of a test sample, the inhib-
itor control should be run by itself to rule out a failure of amplifica-
tion due to a failure of the 16S assay or reagents.

6  Note that when creating test samples using dilutions series the actual concentration of 
DNA in a given sample will be subject to a statistical distribution. The effects of a Poisson 
distribution of genome copies will be more noticeable at very low copy numbers.
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Negative controls

•	 No	template	control:	contains	all	of	 the	reaction	components	 in	
the absence of target DNA; used to detect contamination or some 
nonspecific amplification products.

Instrument and operator performance controls

•	 Quality	 and	 uniformity	 controls:	 known	 samples	 run	 regularly	
that help the laboratory assess that procedures and instruments 
are performing as expected. LANL’s testing and evaluation, for 
example, included the following:

 —  Daily quality control samples that verified the concentration 
of DNA aliquots used in testing and correct preparation of 
dilution series; and

 —  Monthly uniformity samples that contained the same reac-
tion in all wells of a 96-well assay plate, to verify that similar 
results were obtained across the plate.

•	 Prior	 to	 validation	 testing,	 the	 assay	 or	 instrument	 developer	
should provide information on the expected acceptable perfor-
mance of the assay on the instrument or platform, such as speci-
fied ranges for Ct values. This type of information is used to 
ensure, for example, that the results produced by positive ampli-
fication controls are in the correct range.

Sufficient positive and negative controls should be included to ensure 
that the PCR process was performed properly and to reliably indicate 
when there has been some type of mitigating result. Quality control and 
proficiency test samples also should be run as part of a comprehensive 
quality assurance (QA) framework. Ongoing monitoring and evaluation 
of assay and operational performance through a QA program is discussed 
further in Chapter 4.

TESTING LABORATORY SETUP AND MANAGEMENT

Assay performance and validation testing should be conducted using 
a laboratory setup designed to minimize the potential for contamination 
and with systems to record and manage the data obtained. International 
standards such as ISO 17025 provide guidance for testing laboratories and 
should be consulted.

The report does not delve into appropriate laboratory setup in detail, 
but points, for example, to the procedures implemented at LANL for 
the assay and platform testing it conducted on behalf of the BioWatch 
program (LANL 2010). Different stages of the assay testing process were 
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conducted in separate rooms with directional sample flow from one stage 
of analysis to another (see Figure 3-4).7 Weekly swipe testing also was 
conducted to monitor for cross-contaminating DNA. The time, space, and 
cost to set up and maintain the appropriate type of laboratory operation 
(with associated, trained personnel) is not insignificant.

REFERENCE MATERIAL AVAILABILITY

A critical dimension of assay characterization and validation, regard-
less of the performance standard, is the use of quality-controlled refer-
ence materials. Reference materials must be available to BioWatch assay 
developers and laboratories conducting validation in quantities sufficient 
for the required testing.

For BioWatch assay development and testing, access is required to 
at least extracted nucleic acids from inclusivity, exclusivity, and envi-
ronmental background organisms. For ongoing or large-scale testing, 
having access to microbial cultures from which new batches of DNA can 
be extracted and purified is helpful. The BioWatch program has also con-
ducted some system testing using live microbial agents. The committee 
recognizes that access to certain live biothreat agents may be limited to 
designated parties or locations that are licensed to handle these organisms 
under appropriate safety and security regulations. Even with select agent 
registration it can reportedly be difficult to access select agent materials 
and, in particular, federal agencies may not be willing to distribute select 
agents to nonfederal entities. Because of specific restrictions on the pos-
session of, for example, Variola virus cell culture stocks and DNA, special 
considerations arise when undertaking assay performance testing and 
validation for orthopox detection assays. 

To reduce the need for high-level biosafety facilities and to clarify 
access, establishing mechanisms to provide assay developers and valida-
tion testing laboratories with necessary testing materials would be help-
ful. Non–live agent strain materials that could be used for conducting 
PCR assay testing include sterilized or killed agents, purified genomic 
DNA, or synthetic or cloned DNA fragments. To address orthopox assay 
testing needs, for example, the molecular genetics and assay develop-
ment communities are currently wrestling with the issue of whether 
candidate gene fragments can be used as an acceptable substitute to 

7  Preparation of PCR master mix and preparation and aliquoting of DNA are performed 
in the same room, although the steps are separated on either side of the room. Note that for 
clinical and public health PCR testing, spatial segregation between these areas is generally 
recommended. Thus this specific setup may not be the one in operational use in BioWatch 
laboratories.
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Operated by Los Alamos National Security, LLC for NNSA

Laboratory workflow: unidirectional movement of DNA, 
segregation of activities

DNA Quantification & Characterization

Segregated High-Concentration DNA Standard Storage 
and Preparation

Laboratory Swipe Analysis 

DNA Quantification

Culture, DNA Extraction

Culture

DNA extraction

Storage (DNA/Culture)

Assay Preparation

Preparation and Aliquot of Master Mix
(dedicated PCR workstations)

Preparation and Aliquot of DNA Plates (dedicated workstations)

Preparation of PCR Plate Control Area (dedicated workstations)

Addition of Master Mix to DNA Plates (dedicated workstations)

Right-hand (master mix) side of room Left-hand (genomic DNA) side of room

Amplification

DNA Amplification

Post-Amplification

Plate Discard

Post-Amplification Processes

FIGURE 3-4 Laboratory organization used by LANL in conducting assay testing. 
SOURCE: Los Alamos National Laboratory, used with permission.

genomic DNA or live virus, or whether all Variola materials and test-
ing would need to be conducted at the CDC’s Variola laboratory, which 
could place a burden on the CDC’s Biosecurity Level 4 resources. The 
committee supports efforts to address the issue of which types of strain 
reference materials are necessary for biodetection assay testing and how 
they can be provided, and notes, as well, that the need for access to rel-
evant reference materials does not imply that all such materials should 
be held in a single repository.

Awareness of who holds nucleic acids from which microorganisms 
and how to obtain these materials is an important issue for the biodetec-
tion community and has the potential to limit assay development and 
validation efforts. A clear list of who maintains which strains and strain 
nucleic acids across federal agencies and through other known sources 
currently is not available. The committee’s understanding is that discus-
sions were previously held among federal agencies and relevant par-
ticipants on creating such a catalogue, informational reference, or virtual 
database, but the effort did not come to fruition. 
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There are several sources from which relevant strain cultures and 
extracted strain nucleic acids can be obtained. Acquisition and subsequent 
use of materials from all sources is likely to be governed by applicable 
material transfer agreements:

•	 Los Alamos National Laboratory: In 2009, DHS contracted with 
LANL to assemble the inclusivity and exclusivity strain panels 
recommended by the SPADA SMPRs that address aerosol collec-
tion of representative biothreat agents. The materials that LANL 
assembled, particularly culture stocks from which new batches 
of DNA could be produced and purified, remain available for 
further assay or device testing.

•	 Critical Reagents Program: As discussed in Chapter 2, the CRP pro-
vides a source for reference materials to DOD as well as to other 
agency purchasers. 

•	 American Type Culture Collection (ATCC): ATCC is a nonprofit cen-
ter that maintains and sells microorganisms, cells, and other bio-
logical materials (non–select agents).

•	 BEI Resources (BEI): BEI was initially established by the National 
Institute for Allergy and Infectious Diseases of the National Insti-
tutes of Health to support infectious disease research, including 
maintenance and provision of microbiological research materials. 
It is currently managed under a contract to ATCC.

•	 Other Agency Collections: DHS and CDC have identified strains 
listed on the PHAA panels for agent detection assays as part of 
CDC LRN assay validation testing and documentation. 

•	 Other Resources: 
 —  Individual researchers may be sources for particular strains. 

For example, Paul Keim is recognized as having assembled a 
substantial collection of Burkholderia species in the course of 
his research on that genus. 

 —  Private companies may hold relevant strains from their 
research and development of different types of detection 
devices. For example, MRI Global has served as the inde-
pendent testing laboratory to conduct validation following 
AOAC and SPADA requirements and maintains ISO 17025 
accreditation under the American Association for Laboratory 
Accreditation. It also formerly served as an “Accredited Refer-
ence Material Producer” to the ISO 34 standard.8

8  MRI Global recently canceled its ISO 34 certification because it did not have active busi-
ness in this particular area (Chris Bailey, MRI Global, personal communication, January 5, 
2015). 
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The initial screening assay and associated reagents used by BioWatch 
are provided to the jurisdictional laboratories through the DOD CRP. At 
the time that LANL assembled SPADA panel strains in order to conduct 
performance testing, it obtained some materials from CRP, some from 
repositories such as BEI and ATCC, and some from private collections and 
other sources. In parallel, the CRP undertook an effort to obtain stocks for 
additional microorganisms that it did not previously hold. As a result, 
the CRP now strives to hold as reference materials the strains listed on 
SPADA inclusivity and exclusivity panels that are biological weapons 
agents, and the strains held by CRP are in the process of being sequenced 
(Bruce Goodwin, CRP, personal communication, January 12, 2015).9 The 
resultant data raise the question for the microbiology, molecular  genetics, 
and population genetics communities about what degree of sequence 
similarity is sufficient for something to be considered the same strain and 
to proceed with using it for the panels, given the potential for mutations 
and plasmid changes over time. The CRP is wrestling with this issue 
(Goodwin 2014; Omberg 2014).

The secondary assay and associated reagents used by BioWatch are 
provided to the jurisdictional laboratories through the CDC LRN. The 
CDC has adopted the PHAA performance standard, which includes test-
ing procedures and strain panels for clinical samples and procedures 
and strain panels for environmental samples. The CDC has been submit-
ting LRN assays to the Food and Drug Administration (FDA) for 510(k) 
approval (clinical diagnostic component); it has so far completed this 
submission for one LRN agent detection assay and has others in the 
process (Toby Merlin and Harvey Holmes, CDC, personal communica-
tion, December 2, 2014). As a result, sources for the relevant pathogen 
strains on PHAA panels for certain agents have been identified, and 
strain material has been extracted. In this case, nucleic acids from the 
identified strains are requested through the DHS Science and Technology 
(S&T) Directorate, which communicates with the experts who possess and 
maintain the strains in their laboratories. The committee does not have 
detailed information on the quality control processes used in verifying the 
panel strain materials, but these experts provide certificates of analysis on 
which CDC relies for strain authentication. As noted, the subject experts 
continue to maintain the strains in their own laboratories and provide 
them on request. However, these experts are not professional repositories 
and a streamlined mechanism or repository to make standard materials 
from the PHAA panels available to the broader community does not cur-

9  The CRP indicated that it focuses on strains that are biological weapons agents (BWAs) 
and is generally not in the practice of producing reference materials for non-BWAs as these 
materials may be available through other entities.
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rently exist and remains a limitation (Toby Merlin and Harvey Holmes, 
CDC, personal communication, December 2, 2014). It might be feasible 
for panel materials eventually to be transferred to another entity to serve 
as the resource to provide them to DHS or others, as necessary for future 
assay performance and validation testing, but this option would need to 
be explored.

Quality Control

LANL was able to obtain the majority of the SPADA strains it 
sought—214 out of a total of 220 strains in SPADA inclusivity, exclusiv-
ity, and environmental strain panels were obtained by time of its report 
to DHS in 2011 (LANL 2011a). Some of these strains were obtained as 
cultures and others as purified nucleic acids.

LANL scientists went through an extensive process to obtain and 
qualify these 214 strains to verify that the materials were the agents speci-
fied and to assess the purity, quality, and concentration of the nucleic acid 
prior to use (Omberg 2014). The multistep characterization varied with 
species based on published information, but 

involved a combination of PCR for plasmid identity and/or specific 
genomic signatures, sequencing of the 16S rDNA gene, multi-locus 
 sequence typing (MLST), canonical single nucleotide polymorphism 
(SNP) analysis, amplified fragment length polymorphism (AFLP) analy-
sis, and variable number tandem repeat (VNTR) region analysis to con-
firm strain identity. Samples were characterized at both the species level 
and the strain level. (LANL 2011a, p. 22) 

A table summarizing the strain characterization procedures used by 
LANL for different species is included in Appendix A.

LANL investigators reported several challenges. It was difficult to 
identify strain sources for certain samples of DNA and, in some cases, 
multiple or inconsistent nomenclature in the literature complicated the 
ability to determine that they were obtaining the correct strain. Once 
obtained, some strains were discovered to be contaminated or to have 
lost canonical sequences (e.g., exhibited mutations in the set of single 
nucleotide polymorphisms used to type the strain or had lost particular 
plasmids normally contained in that strain of that particular pathogen). 
LANL reportedly went through three different sources to obtain one par-
ticular strain. It also noted that some species and strains in the SPADA 
panels were very precisely specified whereas others, particularly on the 
environmental panels, were specified only generally (e.g., pine pollen). 
LANL did not undertake the same level of extensive characterization of 
the SPADA environmental panel materials as it undertook for the inclu-
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sivity and exclusivity panels because there was insufficient literature on 
how to proceed for many of the organisms.

LANL’s work assembling and qualifying strain reference mate rials for 
subsequent assay performance evaluation has implications for a  BioWatch 
performance standard and the qualified reference materials that are 
needed to support the standard. It was not a trivial exercise or inexpen-
sive process for LANL to identify, assemble, and quality control the mate-
rials they obtained, which represented the majority (but not entirety) 
of the inclusivity and exclusivity strains recommended by SPADA for 
the representative set of agents they examined. Similarly, MRI Global 
assembled SPADA strain panels (inclusivity targets, near-neighbor and 
background exclusivity panels, and potentially interfering environmen-
tal substances) for at least one biothreat agent of relevance to BioWatch. 
The effort in time and costs to identify sources for these strains or strain 
nucleic acids, acquire them, and undertake quality control and sample 
preparation were similarly nontrivial, although the committee does not 
have a precise figure for these costs (Matthew Davenport, Johns Hopkins 
University Applied Physics Laboratory, personal communication, Janu-
ary 8, 2015). An important question posed by LANL and others is “how 
good is enough” for ensuring the microbial strain identity and quality of 
DNA in the panels that will be used for assay validation. Both the num-
ber of required strains and the level to which they need to be qualified 
will affect the cost required to assemble and maintain reference material 
collections. The strain panels recommended by PHAA and FSAPE are 
more extensive in number than the SPADA panels, which may make this 
process even more complicated. 

TIME AND COST CONSIDERATIONS

There are obvious tradeoffs between how precisely reference mate-
rials can be qualified, how thoroughly the performance of an assay can 
be characterized and validated, how fast this can be accomplished, and 
how much the effort will cost:

•	 The	greater	 the	number	of	 inclusivity,	exclusivity,	and	environ-
mental materials against which assays should be tested, the 
 longer it will take to obtain and validate these materials. The larg-
est investment of time and cost is incurred during initial panel 
assembly, although there are ongoing production and quality 
control expenses associated with providing the materials to users 
(making additional culture stocks or extracted DNA as needed, 
ongoing quality control monitoring of existing lots, and testing of 
new lots, etc.).
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•	 The	more	precisely	assay	reagents	and	reference	materials	need	to	
be quality-tested initially and the more frequently they need to be 
re-tested, the more the time and cost will increase. For example, 
some materials may be subject to higher mutation rates or to the 
frequency with which plasmid gain or loss occurs. DHS should 
explore the question of “what’s close enough” with regard to 
genetic changes for DNA to be considered the same strain, in 
order to inform its assay and system testing.

•	 The	better	the	available	data	curation—for	example,	the	existence	
of high-quality sequence data deposited into reference databases 
and documentation on other strain characterization parameters—
the greater is the likelihood that some labor and resource costs 
may be reduced.

•	 The	greater	 the	number	of	 inclusivity,	exclusivity,	and	environ-
mental materials against which assays should be tested, the more 
precisely assay specificity will be known but the higher the time 
and cost to conduct the assay testing. Similarly, requiring testing 
with a greater number of replicates will increase statistical confi-
dence in the assay performance results but increase time and cost.

Table 3-5 summarizes the cost information provided to the committee 
from several sources. The cost estimates for performance testing given 
in the table include the stages of laboratory testing undertaken to deter-
mine assay probability of detection and LOD, assay specificity using 
inclusivity, exclusivity, and environmental panels, and, where applicable, 
testing using BioWatch filters to provide background. The costs do not 
include multisite collaborative validation, a component that is found in 
the AOAC validation guidance documents. In addition to the informa-
tion in Table 3-5, a commercial vendor has taken a PCR detection system 
through a SPADA-based validation process. It took BioFire 2-3 years and 
roughly $3+ million dollars to validate its RAZOR EX device to the full 
AOAC/SPADA standard for the detection of B. anthracis, which included 
performance testing conducted by BioFire, production of testing kits for 
additional testing, program management, and report writing, but did not 
include the independent laboratory testing conducted by MRI Global 
to address AOAC/SPADA requirements for multilaboratory validation 
(Matthew Scullion, BioFire, personal communication, December 12, 2014). 
Undertaking independent laboratory validation at MRI Global to repeat 
the vendor testing conducted by BioFire took roughly a month and cost 
approximately $300,000, although it is estimated that costs for indepen-
dent validation under the SPADA approach might be able to be reduced 
to something on the order of $150,000 based on lessons learned and/or 
revisions in the required testing (Matthew Davenport, personal communi-
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TABLE 3-5 Estimated Time and Cost Associated with Assay Testing 
and Reference Material Provision

Step Details
Completion 
Time (approx.) Cost (approx.)

Assembly and 
quality control of 
reference materials 
(strain panels)

SPADA 
(214 strains 
obtained by LANL)

18 months $1. 2Ma

PHAA 
(to identify strain 
sources and develop 
extracted material)

2 years $0.5-1M

Testing laboratory 
setup costs

LANL for BioWatch 
assay testing

$2.1M

Assay performance 
testing 

BioWatch process 7 months $0.6M

SPADA/PSAA 6 months $0.4M

PHAA 2 or more years $1-2Mb

Platform 
performance 
testing 
(comparison of 
two Gen-3 vendor 
systems with 
reference system)

LANL for BioWatch 
vendor system 
testing

9 months, 
setup to 
completion

$4.4M

Ongoing assay and 
reference material 
provision

PCR assays and 
reagents; most 
strains on SPADA 
panels that are 
bioweapons agents

PCR Mastermix

PCR positive 
plasmid controls

Available 
through CRP 
catalogue

$909 per strain vial 
(~200 ng DNA/
vial). Strains sold 
individually (not in 
panels)

$4 per reaction (sold 
in vials suitable for 
variable numbers 
of runs and using 
variable technologies)

$90 per 50-µl tube

PHAA panels and 
LRN assays

Coordinated 
through 
DHS S&T 
Directorate

Available through 
subject-matter 
experts who hold the 
identified strains in 
their laboratories

aCost includes nucleic acid acquisition and quality control. The unburdened nucleic acid 
 acquisition cost was reportedly $605k (Omberg 2014); the cost to acquire nucleic acid includ-
ing labor to extract DNA was reportedly $1.4M (Walter 2014b). The differences reported 

continued
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cation, January 8, 2015). BioFire’s and MRI Global’s costs for this activity 
were supported primarily by DHS.10 

These expenses are not insignificant. On the other hand, investments 
have already been made and are continuing to be made in assembling 
relevant panels of strains and establishing workflow processes in inde-
pendent testing laboratories, both at private companies and in national 
laboratories. Initial work to assemble SPADA panel strains has been 
undertaken by CRP and LANL, while work identifying sources from 
which to assemble PHAA/FSAPE strains has occurred and appears to be 
ongoing by DHS and CDC. These efforts provide a base for undertaking 
future performance characterization and validation studies should the 
need arise.

An important consideration is who should bear the burden in time 
and cost of which parts of assay development, performance testing, and 
validation. For clinical diagnostic use, a significant burden is on the medi-
cal assay or device developer to sufficiently demonstrate performance in 
order to obtain FDA approval. The health care market is a key driver of 
advancing technology, and the potential financial rewards to developers 
for a successful product help support this system. Although an oversee-
ing regulatory authority such as the FDA does not exist in the environ-
mental biosurveillance realm, biodefense remains a potentially significant 
market. Government agencies serve as substantial buyers of technology; 
however, different local, state, and federal agencies and programs may 
need different types of assays and devices to meet different mission needs.

10  The RAZOR EX device was developed as a portable field detection system using 
pouches of reagents; it is not the same as the system of collectors and laboratory-based PCR 
assays used in the BioWatch program. However, it provides the only data point available to 
the committee on the time and cost associated with validating a biothreat detection device 
to the full AOAC/SPADA standard.

in quality control costs ($560k in Omberg [2014] and $982k in Walter [2014b]) presumably 
represent differences in how these figures are calculated and what costs are included. 
bA figure of 2 or more years and $1.2M per agent was reported by Walter (2014b). A figure 
of $1.8M “end to end” over 2-3 years per agent was reported by scientists at CDC, who 
noted that this figure reflects elements associated with LRN assay submission under FDA 
regulations. The CDC scientists suggested that the figure might be reduced by roughly half 
for environmental assay validation that did not involve FDA approval (Toby Merlin and 
Harvey Holmes, CDC, personal communication, December 2, 2014). 
SOURCES: LANL 2010, 2011a,b, 2012a,b; CRP 2015; Walter 2014b; Toby Merlin and Harvey 
Holmes, CDC, personal communication.

TABLE 3-5 Continued
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One approach that could be considered would be for assay and 
device developers to be required to undertake initial studies to validate 
assay specificity using extensive in silico screening as well as a reason-
able amount of laboratory testing against a set of inclusivity, exclusivity, 
and environmental organisms and substances. For example, developers 
might be asked to document performance testing against some or all of 
the SPADA strains. Further validation conducted by DHS through inde-
pendent laboratories could be used to confirm the performance reported 
by the developer against a subset of the same strains and to conduct per-
formance validation testing against additional strains to further sample 
genetic diversity (e.g., using additional priority strains drawn from the 
PHAA/FSAPE panels). Such a model would enable validation costs to be 
shared and would mean that validation testing is undertaken at several 
steps in the process from assay design to operational use. Both SPADA 
and PHAA/FSAPE guidelines list potential tools and databases that can 
be used for in silico screening (DHS 2011, 2014; AOAC 2014). 

In estimating the time lines and budgets necessary for assay perfor-
mance characterization and validation, it will also be important to take 
into account the implications of obtaining “failures” at different points 
in testing. Both SPADA and PHAA/FSAPE pool DNA from exclusivity 
and/or environmental strains to reduce test numbers. But for each pool 
that produces an unexpected assay result, individual agents will still need 
to be tested separately and so the potential cost savings from a pooling 
strategy, for example, will not be perfect.

USE OF PRIOR AND ONGOING 
PERFORMANCE TEST INFORMATION

CDC is currently testing its LRN assays, which are used by BioWatch 
as secondary assays, to the PHAA standard for submission to FDA (clini-
cal diagnostic use). PHAA/FSAPE guidance includes more extensive 
inclusivity and exclusivity strain panels than SPADA. PHAA/FSAPE 
also uses a fairly similar overall testing approach to that suggested by 
the committee, although the committee has suggested conducting a larger 
number of exclusivity and environmental panel replicates than the n = 3 
specified under PHAA/FSAPE. If CDC is willing to share its performance 
testing data with the BioWatch program, the committee does not mean to 
imply that the BioWatch program should duplicate all of the time, effort, 
and cost that will have gone into CDC’s work on these assays.

LANL, on behalf of DHS, has conducted testing on several of the CRP 
assays, which are used by BioWatch as screening assays. The approach 
used by LANL involved SPADA panels and was not exactly the same as 
the approach suggested by the committee, but is also very similar. The 
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committee likewise does not intend to imply that the BioWatch program 
should redo the existing foundation of work that has been conducted or 
is ongoing. The committee wishes to emphasize three points, however:

•	 The	 need	 to	 annually	 revisit	 all	 strain	 panels	 in	 light	 of	 new	
genetic knowledge and, for example, specific suggestions such 
as those made by Paul Jackson and Stephen Morse with regard 
to SPADA panels (see Appendix A for further details on these 
suggestions).

•	 The	need	for	BioWatch	to	better	understand	actual	environmental	
background to inform assay design (target sequences, primers, 
and probes), assay testing (identification of the most important 
inclusivity, exclusivity, and environmental strains and sub-
stances), and user understanding of assay performance. The com-
mittee stresses the usefulness of this knowledge, which remains 
very limited.

•	 The	need	for	communication	with	 laboratory	experts	and	 juris-
dictional officials on the detailed performance data obtained, the 
necessary limits to what can be accomplished through in silico 
and laboratory assay testing, and how the data can be interpreted 
and used. The committee aims to recognize the valuable efforts 
that have been made to obtain assay performance data but does 
not wish the message to be that DHS, CDC, and others have con-
ducted all of the necessary testing and that jurisdictions should 
trust that fact without enabling data access and discussions.

In this chapter, the committee explored key factors that will affect 
whether a PCR assay standard is suitable for performance testing and 
validation as part of the BioWatch program. However, the steps that sur-
round the PCR play critical and interconnected roles in the overall system. 
Supporting the entire system is an ongoing validation and quality assur-
ance framework.
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The system that surrounds the polymerase chain reaction (PCR), 
including the input steps leading to the PCR, the processes for 
addressing the results obtained and their interpretation, and a com-

prehensive framework of quality assurance (QA) are critical to overall 
system integration and to the confidence users have in a PCR assay in an 
operational context.

SAMPLE COLLECTION, EXTRACTION, AND 
PURIFICATION AFFECT PCR ASSAY PERFORMANCE

The results obtained through PCR amplification and detection form 
the basis for subsequent decision making by the users who participate in 
BioWatch. Characterizing the assays to ensure that they meet performance 
standards is important to the success of the program. However, even the 
most perfect assay will be limited by the material that serves as its input. 
Aerosol samples contain a mix of viable and nonviable microorganisms 
along with numerous other substances (dust, pollen, dander, etc.). Sample 
collection, extraction, and purification steps precede the PCR and will 
affect the sensitivity and specificity of the results that can be obtained 
(Figure 4-1). This section discusses some of the issues that these steps 
present for PCR analysis. 

Aerosol samples generally have a lower biomass for a given vol-
ume than other types of environmental samples, such as water or soil 
samples. The types of sample collection system used by a biomonitoring 

The Framework that Surrounds the 
PCR Reaction Affects Performance

 4
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FIGURE 4-1 PCR Assay. Several key steps precede the PCR amplification reac-
tion. When combined with a detection mode, these steps form a complete PCR 
assay.
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program affect the air volumes that can be sampled within a defined 
period of time and the types of downstream analyses that can be con-
ducted. In the current BioWatch system, air flows across a dry filter, and 
particulate material above a certain size threshold will be deposited. This 
system results in desiccation of organisms that become embedded in the 
filter. Although biological agents that form spores are environmentally 
hardy and may remain viable, this type of airflow system is less likely 
to allow recovered microorganisms to be cultured to determine whether 
they were live at the time of their collection. On the other hand, BioWatch 
 aerosol collector technology uses a relatively large flow rate, enhancing 
the  ability to sample a large volume of air. Other types of potential sample 
collection technology, such as impaction onto agar plates or into liquid 
collectors, also exist and would have their own associated advantages 
and dis advantages for the program. Once a BioWatch filter has been col-
lected, the sample preparation steps (extraction and purification) critically 
affect the subsequent PCR.

Introduction of Sample Biases

Common extraction methods include soaking samples to release 
embedded material, often accompanied by mechanical agitation or 
homogenization (e.g., bead beating) to break up components such as cell 
walls, and freeze/thaw cycles and detergents to lyse cell membranes and 
release nucleic acid. Different types of microorganisms will be extracted 
more or less easily from filters, and may be more or less easily damaged 
during the extraction process. Spores are hardy, for example, but may 
require aggressive techniques to break them open and release sufficient 
amounts of an agent’s DNA. Gram-negative bacteria are more easily 
lysed, but their genomic material also may be more easily sheared and 
degraded during extraction. As a result, the specific extraction methods 
used have the potential to bias the types of organisms that will be most 
readily available to the PCR amplification and thus be most efficiently 
detected.
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Ability to Remove Inhibitors

A wide variety of substances may be co-extracted with sample nucleic 
acids. These substances may act in a number of ways to inhibit the effec-
tiveness of a PCR assay. For example, an inhibitor may interfere with 
cell lysis and reduce the release of target nucleic acid. Once the nucleic 
acid is released, an inhibitor might degrade DNA so that it is not useable 
for PCR or might form a complex with it so that the primers, probes, 
and polymerase cannot access it. Alternatively, an inhibitor might block 
or affect the functioning of the polymerase enzyme during the PCR, 
reducing or preventing DNA amplification. For fluorescence-based real-
time PCR, contaminants in the reaction also can interfere with successful 
 fluorescence detection.

Substances that have been reported to function as PCR inhibitors 
include heavy metals and a number of organic or inorganic chemicals. The 
complex environmental backgrounds expected to be present in BioWatch 
filter samples increase the potential that inhibitors may be present. For 
example, the presence of tannic acid, which can be found in some types of 
leaf litter, and humic acid, which can be found in soils, has been reported 
to inhibit PCR reactions (Opel et al. 2010; Schrader et al. 2012). The pres-
ence of inhibitory substances in environmental samples has been reported 
to decrease assay sensitivity by an order of magnitude (Wilson 1997). On 
the other hand, Peccia and Hernandez (2006, p. 3951) report that “[r]eview 
of PCR application in aerosols suggests that, detection levels of 10–102 
gene copies can be achieved provided that appropriate steps to miti-
gate inhibition have been taken and the cell lysis and DNA purification 
steps in sample processing are efficient.” Taking into account extraction 
 inefficiencies, detection limits of 2,000-3,000 Gram-positive bacterial cells 
and 10-25 fungal spores per aerosol collection filter have been reported in 
the literature (Hospodsky et al. 2010). 

As a result, the performance of PCR assays suitable for use in Bio-
Watch needs to be tested against panels of environmental substances and 
in the context of likely environmental background (such as previously 
tested filters). The potential impact of inhibitors also informs some of 
the necessary controls during the PCR, such as inclusion of a control to 
demonstrate that the reaction mix can successful amplify a ubiquitous 
DNA target such as the 16S ribosomal RNA gene of bacteria. Various 
purification steps can be used to separate extracted nucleic acid from 
other substances prior to use in PCR. For example, extracted DNA can 
be treated with phenol and chloroform to separate it from co-extracted 
proteins. However, there will be sample losses and inefficiencies during 
all of the sample preparation steps. 
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The importance of sample extraction and purification steps to the 
sensitivity and effectiveness of downstream PCR raises two issues for 
consideration by BioWatch:

•	 Protocols	for	sample	preparation	must	clearly	define	the	steps	to	
be conducted, reagents and methods to be used, and associated 
parameters such as times and temperatures.

•	 BioWatch	 collectors	 are	 deployed	 in	 different	 locations	 in	 dif-
ferent jurisdictions across the country, and some are located in 
indoor settings while others are sited outdoors. It may not be 
possible to define a single procedure for sample extraction and 
purification that works for all of these collectors under all circum-
stances. Rather, a suite of sample preparation protocols may need 
to be defined along with an accompanying decision framework to 
inform the determination of which procedures to use where and 
when.

The BioWatch program provides sample processing and extraction 
protocols to the jurisdictional laboratories to be used on collected filters. 
Two extraction options are provided—a protocol using a single tube filter 
apparatus and a protocol using a 96-well filter apparatus for multiple 
samples—along with a recommendation for which to use based on the 
number of samples the laboratory processes. An additional protocol has 
more recently been provided for high pollen counts; its use is at the 
discretion of the jurisdictions. The program is considering opportuni-
ties to improve these protocols, and it has indicated that such efforts 
are separate from the PCR assay test and validation that are the subject 
of the present study. The critical nature of sample preparation steps for 
PCR assay results is why guidance documents such as those from Food 
and Drug Administration (FDA) or the Minimum Information for Pub-
lication of Quantitative Real-Time PCR Experiments (MIQE) guidelines 
include sample preparation as part of the assay submission information. 
This report does not delve in further detail into these PCR input steps, 
because they were not the focus of the statement of task. However, their 
importance should be strongly emphasized and be part of any validation 
of a PCR assay.

Optimization of Reaction Conditions

The reaction conditions during PCR affect performance and may need 
to be adjusted during assay development. The enzymes used in PCR will 
polymerize available nucleic acids either perfectly or imperfectly from 
whatever material is present in the reaction mixture. It may seem counter-
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intuitive, but a PCR can have too much DNA or other nucleic acid in the 
sample. As a result, copies of nucleic acids from an imperfectly matching 
template can be synthesized by the polymerase, and could be detected as 
a false positive in some detection formats. This is particularly true when 
there is an excess of template in the reaction. In other circumstances, too 
much DNA in the reaction can result in little or no amplification. Reagent 
balancing is key to PCR and any synthetic reaction. The unknown envi-
ronmental background in input samples contributes to this issue because 
background content cannot be controlled. Nucleic acid will be extracted 
from multiple unknown organisms that make up the material collected 
on a BioWatch filter. Measures of pre-PCR DNA concentration in a sample 
should be taken prior to use in a PCR reaction. Simple tests such as use of 
fluorescent intercalating dyes can be used as a crude DNA sample content 
quantification method. 

Detection Technology

The technology used to detect the amplified PCR products can also 
affect assay performance. Such detection parameters include the method 
of detection (e.g., SYBR green DNA binding dye, Taqman fluorescent 
probes, and hybridization to beads) and the instrument platform (e.g., 
Applied Biosystems, Roche, or others). In the case of hybridization of PCR 
products to beads, which is one strategy used in multiplex PCR assays, 
the PCR products and DNA conjugated to the beads must have high 
complementarity, resulting in some potential restrictions on the primers 
and target sequences used. This is an example of a situation in which 
the detection method can affect PCR requirements. To understand PCR 
assay performance, the performance must be evaluated on the detection 
platform that will be used. When an assay has previously been validated 
on a particular platform and a change is contemplated, bridging studies 
must be conducted to re-test the assay on the new platform. 

VALIDATION IS THE FRAMEWORK THAT SUPPORTS QUALITY

Just as steps that provide input to the PCR are critically important 
to the overall PCR assay performance, so too are the interpretations that 
follow a PCR result. As shown in Figure 4-2, a result can lead to the deter-
mination that a pathogen’s nucleic acid is present on a BioWatch filter, 
resulting in further downstream actions, or that a pathogen’s nucleic acid 
is not present, in which case routine operations continue. Surrounding the 
entire system from sample collection through post-result decision making, 
however, is a QA and validation framework. This framework supports 
robust feedback to the PCR assay (and other steps in the process) in order 
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FIGURE 4-2 PCR assay performance is influenced by feedback from the steps that 
follow a result and the surrounding QA infrastructure.
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to further inform the understanding of assay performance, detect issues 
that arise, determine the root cause of such issues, and implement appro-
priate corrective action plans.

The Process of Validation: General Principles

Validation is the process of assuring and documenting that a thing, 
such as a test, device, or process, fulfills the purpose for which it is 
intended. As defined by Budowle et al. (2014, p. 4), validation accom-
plishes the following goals:

1. Assesses the ability of procedures to obtain reliable results under 
defined conditions;

2. Rigorously defines the conditions that are required to obtain the 
results;

3. Determines the limitations of the procedures;
4. Identifies aspects of the analysis that must be monitored and 

controlled; and
5. Forms the basis for the development of interpretation guidelines 

to convey the significance of the findings.

A full validation pipeline includes multiple steps, from defining 
intended purpose through post-implementation assessment. Validation is 
not performed one time, prior to implementation, but is a continuous pro-
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cess to ensure that the test is performing as expected (i.e., part of the con-
tinuous quality control/quality assurance [QC/QA] process). Using vali-
dated approaches is a critical part of providing confidence in the results 
to the program’s users. In the context of BioWatch, validation provides an 
understanding of the strengths and limitations of the data obtained from 
the PCR assays, which is crucial in interpreting results and using them as 
a basis for taking action. It is important to note that validation is not the 
same as setting the performance standard for an assay. The performance 
standard sets the criteria that the assay must fulfill in order to be able to 
meet its intended purpose. Validation is the process to ensure that a given 
assay meets or exceeds those requirements. Extensive guidance exists on 
the basic validation process and criteria for validating diagnostic assays 
designed to detect microbial agents for human disease (CLSI 2004, 2012; 
Jennings et al. 2009; Burd 2010), veterinary infectious diseases (OIE 2013), 
pathogen detection in food (FDA 2011), and law enforcement investiga-
tions using microbial forensics (Budowle et al. 2008, 2014).

Validation includes, but is not limited to, characterization of the ana-
lytical performance of the assay when used according to a given pre-
parative method and instrument. As discussed in Chapter 3, measures to 
characterize the performance of PCR assays include, but are not limited 
to, limit of detection, sensitivity, specificity, repeatability, and robustness 
and are usually carried out by one or more independent laboratories to 
complement the characterization work done by the assay developer. In 
addition to analytical validation, validation also undertakes characteriza-
tion of the performance of the assay in an operational context. For veteri-
nary or clinical diagnostics use of a real-time PCR assay, factors such as 
the assay’s diagnostic sensitivity, diagnostic specificity, and positive and 
negative predictive value will be examined (OIE 2013).

The series of steps in the validation framework, for real-time PCR 
detection assays applicable for BioWatch, are captured in Figure 4-3. 
As can be seen in the figure, after studies conducted by the developer 
and independent laboratories to validate assay performance characteris-
tics, verify that user labs can obtain appropriate assay performance, and 
validate and verify the assay in a system operational context, validation 
includes ongoing monitoring of assay and operational performance. This 
monitoring includes laboratory proficiency testing, which helps to ensure 
that samples are handled and assays performed correctly according to 
procedures. In addition to obtaining sample results, this testing may deal 
with aspects such as sample entry, report writing and interpretation, 
and technical and administrative review. But a robust QA program does 
more than this. The data obtained feed back to inform the understanding 
of assay performance over time. Assessing the performance of positive 
controls over time can be an invaluable way to monitor the assay to pro-
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FIGURE 4-3 Steps in assay and system validation.
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vide such feedback. The results may influence changes to assay design 
and to the strategies used for testing and validation. The data also serve 
to inform an understanding of assay and system performance limits and 
guidance around the interpretation of results for decision making.

CONTINUOUS MONITORING AND ASSESSMENT 
IS A NECESSARY PART OF VALIDATION

The Role of Quality Assurance

QA is a comprehensive infrastructure that defines the overall lab-
oratory system including validation, maintenance of standard operat-
ing protocols, training and testing standards, proficiency testing using 
 quality-controlled reference materials, audits, and corrective action plans.1 

1  Quality assurance and quality control are related but distinct concepts. Quality assurance 
is a comprehensive system and infrastructure that ensures that the laboratory meets stan-
dards of quality. Quality control, on the other hand, focuses on the performance of specific 
assay testing activities.
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In 2011, the Department of Homeland Security (DHS) implemented a QA 
program for the BioWatch program. The program is based on ISO 17025 
standards and includes an analytical component and a field component, 
with yearly reviews. The QA program includes (1) plans and audits, 
which define requirements and monitor compliance with those require-
ments; and (2) performance assessment, which evaluates whether perfor-
mance is at a level to meet program objectives. 

The performance assessment incorporates data from the BioWatch 
jurisdictional laboratories arising from daily, external QC samples that 
are sent to the laboratories as well as the internal QC samples that are 
routinely run with the assays. Each laboratory is required to track its 
data using control charts. An external contractor, Signature Science LLC, 
evaluates the data acquired from the laboratories to determine if the 
laboratory is meeting the established metrics and goals; data are exam-
ined by Signature Science and DHS based on 8-week sliding windows 
and each laboratory is reportedly audited every 2 years with the findings 
provided to the laboratory and to DHS. Information associated with the 
BioWatch program, including data obtained through the QA program, is 
available to laboratory directors through a BioWatch portal. In general, 
a BioWatch laboratory has access to its own data and to trend data com-
piled across the network, but not to specific data obtained from other 
laboratories. Proficiency testing is also conducted 3 times per year. As 
with the BioWatch screening assays, the Department of Defense (DOD) 
Critical Reagents Program (CRP) is the source for the reagents, QC sam-
ples, and proficiency test samples. Benchmarks have been established for 
false positive and false negative rates (starting from the filter extraction 
step), which, when linked to confidence intervals for those error rates, 
determine whether performance goals are being met. This evaluation 
strategy provides performance reviews of gene targets across the various 
testing laboratories and of various laboratories across gene targets (Isbell, 
2014; Walter 2014b).

Assay Ruggedness

Data from the QA program provide information that can inform user 
understanding of BioWatch assay performance. For example, the robust-
ness or ruggedness of an assay refers to the ability of the method to 
achieve acceptable performance under the variable conditions that come 
with routine use (e.g., the use of different batches of reagents, perfor-
mance of the assay by different operators in different laboratories, or 
small instrument-to-instrument differences even when users are running 
the assay on the same instrument platform). Data obtained through the 
QA program enable monitoring for changes or variations in the false posi-
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tive and false negative rates obtained during QA and proficiency testing, 
which can provide a multiyear assessment of how robust the assay is.

The continuous performance monitoring stage is also the time dur-
ing which real-world assay performance issues are likely to arise that 
may have significant effects on the confidence that jurisdictional decision 
makers have in BioWatch results. The system can help identify develop-
ing issues in the performance of an assay that may need to be addressed 
through changes to the assay signatures, primers, probes, strain panels, 
or other features (requiring new performance testing) or through changes 
to the decision-making algorithm. 

Signature Maintenance

One of the practical implications of the increasing genetic knowledge 
and recognition of microbial genetic diversity, discussed in Chapter 3, 
is the need for maintenance of the signatures used in the assay and the 
existence of signature erosion. As the amount of genetic information con-
tinues to increase from the identification and sequencing of new strains 
of a species and of near-neighbor organisms, signatures that were once 
thought to be uniquely identifying for a particular strain may no longer 
be, in fact, unique. Such results lead to erosion of the utility of the sig-
natures used in PCR assays, but also provide an opportunity for refine-
ment and improvement of the system to be more selective for the specific 
strains that pose a threat to public health. As a result, a real-time PCR 
assay for pathogen detection is not a static, one-time process of develop-
ment, validation, and deployment.

At regular intervals, the signatures used in such assays must be screened 
in silico against databases of genomic sequences to flag potential issues such 
as cross-reactivity with newly identified near neighbors or for the inability to 
detect a new pathogenic strain added to inclusivity panels. This testing can 
identify potential false positive and false negative situations, with  follow-up 
laboratory testing carried out if needed. Lack of proper PCR signature main-
tenance can lead to overconfidence in signatures because “knowable” false 
positive and/or false negative events have remained unknown. The need 
for periodic in silico and laboratory re-testing of expected assay performance 
should be part of an assay performance standard suitable for BioWatch. In 
silico testing should be undertaken at least annually.

Other implications for assay performance standards are

•	 Each	tested	BioWatch	agent	is	likely	to	require	a	different	number	
of strains of the agent and of near neighbors to enable adequate 
testing. One size definitely does not fit all when it comes to testing 
these PCR assays.
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•	 Both	 the	 sequence	 of	 the	 signatures	 used	 in	 the	 assay	 and	 the	
composition of appropriate inclusivity and exclusivity strain 
panels can be affected as new microbial genetic knowledge is 
obtained.

•	 Appropriate	strain	panels	 for	highly	diverse	organisms	such	as	
Burkholderia spp. may be significantly different when the assay 
is used for screening versus for secondary testing. For example, 
a Stakeholder Panel on Agent Detection Assays (SPADA) work-
ing group previously developed a strain panel with 60 well- 
characterized strains (AOAC 2011 in preparation-a,b). However, 
the chair of that panel provided the caveat that a final PCR assay 
used for confirmation would need to be tested against over 1,000 
strains to ensure its ability to correctly distinguish strains (Keim 
2014).

•	 A	 clear	 process	 is	 needed	 for	 conducting	 the	 regular	 assay	 re-
testing required and for updating versions of the assay and 
the performance standard so that signature erosion is clearly 
documented.

The issue of microbial genetic diversity and how to account for it is 
relevant for any nucleic acid–based detection technology, including the 
real-time PCR assays currently used by BioWatch. As more information 
is obtained about the numbers and types of microorganisms in the envi-
ronment and as increasing amounts of sequence data for these microbes 
become available, assay design, performance characterization, and valida-
tion become more complex. The implications of microbial diversity and 
the potential for fewer good signatures and greater numbers of panel 
strains also provide an incentive for programs such as BioWatch to look 
at the applicability of advancing technologies such as next-generation 
sequencing (NGS), discussed in Chapter 5.

APPLYING VALIDATION PRINCIPLES TO  
ASSAY PERFORMANCE CHARACTERIZATION: 

PUTTING THESE INTO PRACTICE

Chapters 3 and 4 discuss the validation process and principle steps 
in establishing PCR assay performance. The following section illustrates 
how these could be applied to BioWatch to provide a reasonable amount 
of statistical confidence in the results obtained through laboratory assay 
characterization and validation, while seeking to keep numbers of rep-
licates and numbers of strains practical. The approach discussed below 
does not duplicate the full level of detail contained in guidance docu-
ments such as the AOAC validation guidelines, SPADA Standard Method 
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Performance Requirements, Public Health Actionable Assay (PHAA) and 
Federal Standards for Assay Performance and Equivalency (FSAPE) docu-
ments, and other sources, which necessarily contain comprehensive and 
specific explanations for the ways that tests are carried out and data is 
handled and reported. These represent valuable resources to consult in 
fleshing out the details of a BioWatch standard.

The following process represents an approach that can serve as a 
starting point. The basic dimensions are given below and are explored 
in an example. It is important to emphasize that the specific details of 
the process ultimately used by the BioWatch program will need to be 
determined by the program and established in consultation with its stake-
holder community. 

The committee also noted that the list of pathogens for which 
 BioWatch tests is based on risk analyses and so far has not included 
RNA-based agents. Should RNA agents be included in the future, the 
standards for assay validation would be similar to those for agent detec-
tion assays for DNA-based microorganisms. In such a situation, the 
reverse transcriptase (RT) enzymatic step would be considered part of 
the PCR reaction and the need to optimize and test reaction conditions 
for potential inhibition also would apply to the RT enzyme.

Starting point for standards approach recommended by the committee: 

•	 Determination of limit of detection. A reasonable approach to deter-
mining an assay’s analytical limit of detection (LOD) in a labo-
ratory setting is to conduct serial dilution at a range of concen-
trations bracketing the estimated LOD. This reflects guidance 
on LOD determination provided by the Clinical and Laboratory 
Standards Institute (CLSI), and is also in line with assay data 
packages through DOD and the PHAA and FSAPE documents. 

•	 Expanded in silico testing. Use of in silico screening presents a rela-
tively fast and low-cost way to predict assay performance using as 
many strains as are available as high-quality sequences in reference 
databases. It is also possible that in silico screening may uncover 
reference database curation issues. These could include pathogen 
DNA erroneously incorporated into host genomes (or vice versa), 
contaminated or mixed pathogen genomes, or misidentified patho-
gen genomes. The lack of ground truth must always be considered 
when evaluating DNA signatures for pathogens.

•	 Strain panels to use for testing. The panels recommended by 
SPADA represent a good starting point and were developed with 
stakeholder participation. All strain panels need to be regularly 
reviewed and updated to account for new genetic knowledge. As 
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a result, it should be recognized that the current SPADA panels 
may not provide sufficient genetic coverage for certain pathogens 
without additional review and modification.

•	 Testing of inclusivity and exclusivity strains. The strategy used by 
Los Alamos National Laboratory (LANL) for testing detectability 
or nondetectability of inclusivity and exclusivity strains repre-
sents a reasonable model for BioWatch.

•	 Cost. Initial costs for assay development and primary performance 
characterization should be undertaken by the developer. Indepen-
dent validation should subsequently be conducted by DHS. 

This approach is spelled out in greater detail in the example, below.

Hypothetical Example: The BioWatch program decides to deploy a new set 
of assays against a pathogen of interest.

Assay Development (for a New Assay): The assay developer selects the regions 
of the tested pathogen to be targeted for detection and designs associated 
primers, probes, PCR conditions, and other aspects of the assay protocol. 

•	 The	developer	uses	best	practices	in	PCR	assay	design	and	opti-
mization to create one or more assays that will detect the patho-
gen of interest under appropriate reaction conditions, while not 
cross-reacting with organisms that are not of interest. As part 
of this process, the developer undertakes in silico assay perfor-
mance testing by screening for predicted inclusivity, exclusivity, 
and environmental background performance against organisms 
whose high-quality sequences are available in reference data-
bases. This approach presents an opportunity to anticipate perfor-
mance against as many relevant strains or organisms as possible. 

•	 If	 the	 sequences	 are	 available,	 in silico performance predictions 
should be examined against the full set of strains and organisms 
recommended in the PHAA panels (under the section describing 
testing of environmental samples, not clinical samples).

Initial Performance Validation: The developer, or a laboratory contracted by 
the developer, determines assay parameters such as limit and dynamic 
range of detection, sensitivity, and specificity, along with associated con-
fidence limits on the results. 

•	 The	developer	obtains	the	necessary	nucleic	acids	for	the	strains	
that will be tested from a repository that is able to supply 
 quality-controlled materials. For BioWatch, this repository could 

BioWatch PCR Assays: Building Confidence, Ensuring Reliability; Abbreviated Version

Copyright National Academy of Sciences. All rights reserved.

http://www.nap.edu/21658


114 BIOWATCH PCR ASSAYS

be the CRP. If necessary materials could be provided by sources 
or repositories other than CRP. DHS will need to ensure that those 
conducting validation testing have sufficient access.

•	 A	primary	reference	strain	and	three	to	five	additional	reference	
inclusivity strains are used in determining several of the perfor-
mance characteristics. These strains should be specified in the 
performance standard and selected from among the inclusivity 
strains that the assay should detect.

•	 The	 developer	 determines	 the	 LOD	 for	 the	 primary	 reference	
strain. If there is agreement on a specific acceptable minimum 
detection level to be fit for purpose (AMDL, in the case of a stan-
dard such as SPADA), testing to determine probability of detec-
tion around that concentration could alternatively be undertaken.

•	 A	reasonable	approach	to	determining	an	assay’s	analytical	LOD	
in a laboratory setting is to conduct serial dilution at a range of 
concentrations bracketing the estimated LOD, using n = 60 rep-
licates with acceptance criteria of at least 58/60 for a given con-
centration, followed by appropriate curve fitting. If the assay is 
able to detect 60/60 samples, there is an approximately 95 percent 
probability that the assay will detect that quantity of DNA with 
an associated lower confidence limit of 95 percent. If the assay 
is able to detect 58/60 samples, there will be an approximately 
90 percent long-term probability of detection at that concentration 
of DNA, with an associated lower confidence limit of 95 percent. 
This approach represents a fairly stringent characterization of 
assay performance for this variable—as noted earlier, for exam-
ple, the long-term probability of detection at a particular quantity 
of DNA must be 99 percent in order to achieve 60/60 detections 
with greater than 50 percent probability (DHA 2013a). 

•	 A	smaller	number	of	replicates	could	first	be	used	to	narrow	the	
expected range within which the LOD falls, with a larger number 
of replicates used around the hypothesized LOD (an approach 
that is used in PHAA and FSAPE guidance). 

•	 The	developer	tests	the	LOD	of	the	three	to	five	additional	refer-
ence inclusivity strains at a subset of values around the calcu-
lated reference strain LOD to examine detection variability across 
strains.

•	 Targeted	laboratory	testing	is	undertaken	to	validate	the	predicted	
inclusivity, exclusivity, and environmental background perfor-
mance against a prioritized subset of strains based on morbidity 
or mortality, transmissibility, and host range (inclusivity panel) 
and on sampling relevant genetic and environmental background 
diversity (inclusivity, exclusivity, and environmental panels). 
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The SPADA strain panels represent a reasonable starting point, 
updated as needed to reflect current genetic information and pri-
oritization since the panels were developed. 

•	 Characterizing	 detectability	 of	 inclusivity	 strains	 or	 nondetect-
ability of exclusivity strains and environmental organisms by test-
ing n = 20 replicates, followed by testing 20 additional replicates if 
an unexpected detect or nondetect result is obtained, with accep-
tance criteria of 20/20 or 39/40, represents a reasonable model. 
If the assay is able to detect 20/20 samples, the 95 percent lower 
confidence limit on the probability of detection of the reference 
strain at this concentration will be approximately 86 percent. If 
the assay is able to detect 39/40, the 95 percent lower confidence 
limit on the probability of detection of the reference strain at this 
concentration will be approximately 89 percent.

•	 In	addition	to	LOD	and	specificity	tests	conducted	using	purified	
nucleic acid, tests performed in the presence of realistic back-
ground matrix, such as by spiking DNA onto used BioWatch 
filters, is conducted to investigate whether assay performance is 
affected. For example, a reduced signal could indicate inhibition 
due to the presence of substances such as metal ions or humic 
acids. An understanding of potential inhibition due to back-
ground is important is assessing negative results. Initial assay 
robustness also is conducted by the developer to understand 
performance in the context of variable conditions that may be 
encountered in use and that may impact PCR. Appropriate posi-
tive and negative controls should be included in all of the testing, 
as discussed in Chapter 3.

•	 The	developer	should	report	the	data	obtained	and	accompany-
ing calculations in an acceptable format so that it can be under-
stood and used by those who will perform the tests, those who 
will interpret the results, and other stakeholders that may have 
to respond based on the results.

Independent Validation: DHS undertakes or contracts with an independent 
laboratory (not the developer) to validate the performance information on 
the assay. Similar steps are repeated, but the focus is on targeted testing 
of the documented assay performance.

•	 The	 LOD	 is	 validated	 using	 nucleic	 acid	 with	 an	 appropriate	
number of replicates (see above). In this case, testing should be 
conducted in the context of the expected sample matrix.

•	 Validation	testing	is	conducted	to	confirm	the	assay	performance	
reported by the developer against the strains used in the initial 
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laboratory inclusivity, exclusivity, and environmental background 
testing (see above).

•	 BioWatch	uses	 certain	assays	 for	 screening	and	other	assays	 for	
secondary verification that a tested pathogen’s nucleic acid is 
present on a collected filter. Although the same core performance 
standard and validation framework is appropriate for these PCR 
assays, “tiers” of validation testing could be implemented that 
emphasize different parameters based on intended use. Labora-
tory testing using the full sets of PHAA panels is not required for a 
screening assay, although current SPADA panels may not capture 
sufficient genetic diversity for all pathogens, and all panels must 
be revisited regularly. Laboratory validation for a secondary assay 
could include testing of additional inclusivity, exclusivity, and 
environmental strains (e.g., drawn from PHAA/FSAPE  panels) 
in order to sufficiently characterize assay sensitivity for this type 
of intended use.

•	 Alternatively,	 a	 set	 of	 subsequent	 assays	 (for	 use	 following	 the	
screening assay) that draw on PCR, NGS, and other technologies 
could be established for each tested BioWatch agent and designed 
to serve different roles in ruling in, ruling out, confirming, or 
characterizing the sample.

When Pulling an Existing Assay Off the Shelf for Deployment: A relevant 
assay and accompanying package of performance data may have previ-
ously been developed, perhaps for another purpose, but not deployed by 
BioWatch. The validation data generated for that assay could be used to 
support the use of the assay. In this case, new genomic information may 
have been obtained since the assay was designed. An in silico reexamina-
tion of expected assay performance is carried out to look at the target 
region of amplification, primer and probe sequences, and anticipated 
performance against inclusivity, exclusivity, and environmental strains 
in order to check for potential performance issues prior to conducting 
additional validation testing as required using the framework described 
above.

System Characterization and Validation: Any assay must work in concert 
with all of the steps in the system from sample collection to data analy-
sis and ongoing quality assurance. Similar to the independent valida-
tion stage, above, targeted testing to characterize performance should 
be conducted in a more realistic operational context (e.g., to determine 
LOD and performance against inclusivity, exclusivity, and environmental 
background in an operational system context).
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•	 Testing	is	conducted	using	samples	in	the	context	of	the	collection	
media, matrix, and realistic environmental background.

•	 Sample	 extraction	 and	 preparation	 procedures	 are	 tested	 from	
realistic environmental background to determine performance; 
changes to sample extraction, preparation, or assay procedures 
made as necessary.

•	 Assay	 performance	 is	 tested	 against	 a	 panel	 of	 environmental	
substances that might interfere with PCR amplification and detec-
tion. SPADA environmental substances panels represent a reason-
able starting point for testing. Utilizing BioWatch filter samples 
from jurisdictions that have experienced PCR inhibition problems 
in the vicinity of particular BioWatch sampling units would also 
be useful.

Verification of Operational Performance by User Laboratories: The performance 
of the assay (either in isolation or, more appropriately, in the context of 
the system from sample collection to output) should be tested by the 
BioWatch jurisdictional laboratories that will use the assay. This testing 
indicates whether laboratories across the program network can achieve 
the anticipated assay performance results and gives a sense of the opera-
tional robustness of the assay.

•	 This	 stage	 determines	 whether	 there	 are	 local	 issues	 (e.g.,	 PCR	
inhibition, environmental cross-reaction with some or all assays 
for the organism due to unknown near neighbors, etc.) that may 
arise and, if so, they will need to be addressed.

•	 Verification	of	LOD	could	be	conducted	using	n = 20 replicates; 
verification of detectability or nondetectability of the prioritized 
inclusivity, exclusivity, and environmental strains could be con-
ducted using n = 5 replicates for each tested strain.

Monitoring and Maintenance: Validating and deploying an assay is not a 
one-time event. 

•	 Operational	 performance	 by	 user	 laboratories	 should	 be	 moni-
tored over time through a QA program, which may flag potential 
issues that develop in particular locations or under particular 
conditions or from lot-to-lot variation.

•	 New	genetic	knowledge	of	relevant	microorganisms	and	of	envi-
ronmental background is rapidly being acquired. DHS should 
reexamine each assay at regular intervals, ideally annually. 
This review should include in silico testing of expected assay 
performance for the target region of amplification, primer and 
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probe sequences, and anticipated performance against inclusiv-
ity, exclusivity, and environmental strains as well as all other 
relevant microbial and host genomes available in databases. If 
potential issues are detected, targeted laboratory testing should 
be conducted to determine whether the assay continues to meet 
performance goals or needs to be redesigned. The results of the 
annual in silico and periodic laboratory re-testing should be docu-
mented, as well as the action(s) taken, in a reasonable time frame 
when the need for assay redesign is indicated.

CONSTRAINTS OF THE CURRENT SYSTEM AND 
OPERATIONAL EXPERIENCE OF BIOWATCH JURISDICTIONS

Building on the detailed discussion of analytical characteristics that 
define the performance of real-time PCR assays and the factors that need 
to be considered for a BioWatch-suitable standard, it is important to return 
to the real-world context in which these assays are used and the experi-
ences of BioWatch jurisdictions. It is the laboratorians in the network of 
state and local public health laboratories who have to be confident that 
they sufficiently understand assay performance and have confidence in 
the results and the local and national BioWatch Advisory Committee 
members who need to use assay results in actionable decisions.

The implementation of the BioWatch QA program is a positive recent 
development to provide guidance. The BioWatch program also conducts 
periodic workshops or webinars for the network of jurisdictional labora-
tories in order to discuss the obtained performance data and appropriate 
interpretation. The QA program thus is a critically important component 
of the program management processes. However, the committee observed 
several areas during its data-gathering where it appears that user juris-
dictions would benefit from additional discussions and information. An 
increased effort in communication, education, and training would be 
invaluable for interpretation of results and building user confidence. 
Information from these discussions also needs to be translated back to the 
public health officials who make decisions based on the laboratory results, 
in order to inform their understanding of the information they receive.

Additional Parameters Influencing Decision Making on Assay Results

To support actionable decision making based on assay results, it is 
helpful to examine an assay’s sensitivity, to the extent possible, in the 
context of the pathogen dose required to cause disease. For example, if 
an assay is able to detect a single bacterium with sufficient confidence, 
but the infectious dose of the pathogen would require exposure to at 
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least 1000 bacteria and the assay result yields a threshold cycle (Ct) value 
around the cutoff cycle (therefore, barely above the threshold for judging 
it a positive result), a jurisdiction may respond differently. Likewise, if 
the same assay has an LOD of 100 bacteria (a less sensitive assay), but is 
producing a very strong signal, the laboratory may respond rapidly and 
aggressively.

The interpretation of assay results in this context is significantly com-
plicated by the fact that it is extremely difficult to link an assay’s analytical 
sensitivity with the aerosol quantity of a pathogen. If a BioWatch collector 
was sampling the very edge of a plume, it may indicate only a weak signal 
when in reality the center of the plume could have clinically significant 
pathogen concentrations. So it is inherently problematic for jurisdictions 
to disregard weakly positive results if they are over the threshold for a 
positive detection. This is also an opportunity to raise the question of 
guidance on whether and how to draw on the semi-quantitative infor-
mation provided by the real-time PCR curves and resulting Ct values, 
as opposed to yes/no decision making based on cutoff Ct thresholds. 
Because the screening assay tests for one signature and the secondary 
verification or confirmatory assay tests for several additional signatures, 
situations also can arise in which some signatures are positive and some 
are negative. The program has decision algorithms (e.g., that all 3/3 sig-
natures must give positive results to declare a BAR), but the committee’s 
impression is that jurisdictions would like to have further discussions on 
what these types of “partial” results truly mean. The committee agrees. 
Discussions among the BioWatch program, federal experts, and jurisdic-
tional technical experts on additional guidance on assay interpretation for 
situations beyond simply detect/nondetect could help inform operational 
decision making.

Troubleshooting Assay Issues Encountered by Jurisdictions

The operation of the QA program and interpretation of the resulting 
data could be even more closely integrated with the network of BioWatch 
laboratories in order to better troubleshoot key operational issues that 
are encountered by individual laboratories and to provide guidance to 
the laboratories on the interpretation of results. For example, the issues 
encountered in jurisdiction “X” with relatively high rates of positive 
results in the assays for agent “C” do not involve false positive or false 
negative results on known QC test samples, but should be addressed as 
part of the QA framework because the issue involves overall performance 
and validation. The jurisdiction still needs a basis from which to address 
its specific situation. The reasons an assay does not work well in a par-
ticular jurisdiction could include
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•	 Lack	 of	 understanding	 or	 knowledge	 of	 assay	 performance	
parameters, which are needed in order to understand assay lim-
its and data interpretation;

•	 An	environmental	background	issue	in	broad	or	limited	regions	
within certain jurisdictions; and

•	 A	technical	issue	with	the	performance	of	the	assay.

The most effective solutions to address the different causes above will 
vary. Similarly, although a significant amount of useful data is obtained 
through the BioWatch QA program, state and local users may not always 
know what specific corrective actions have been implemented in response 
to issues identified in their own or in others’ laboratories. 

The impression that the committee obtained (recognizing that expe-
riences may not be the same for all users and that there may be rel-
evant information to which the committee did not have access) is that 
laboratories and jurisdictions address issues with assay results on an ad 
hoc basis. Incorporating a systematic mechanism into the QA system for 
feedback and for making and communicating decisions on whether to 
implement assay or operational changes would strengthen the already 
valuable effort. BioWatch needs to have a process to identify the root 
cause of an issue, discuss appropriate strategies to resolve it, and carry 
out processes to address it in an expeditious manner. For example, one 
suggestion might be modeled on the process of medical peer review, in 
which clinicians periodically come together to review cases and discuss 
what went right and what went wrong. The BioWatch program could con-
sider holding sessions with federal and jurisdictional laboratory experts 
and public health decision makers to report on unusual assay results 
obtained during operational performance and discuss collectively how 
to solve them. If there is an environmental background detection issue 
in a jurisdiction, this might provide an opportunity to make a change to 
increase the specificity of the assay(s) in question that could eventually 
spread to other jurisdictions.

Communication Across the Program Network 
and with Additional Stakeholders

The QA operations and information largely involve the initial screen-
ing assay. The external contractor, who analyzes the data and provides the 
information to DHS for its further analysis and any decision making, does 
not have access to information from the Centers for Disease Control and 
Prevention (CDC), which is the source for the secondary assay. Because 
the initial and secondary assays currently are used as a two-step process 
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by BioWatch laboratories, further communication and regular data shar-
ing would be helpful. 

BioWatch jurisdictional users also expressed the strong desire to have 
greater access to specific assay performance and validation data on both 
the initial screen and the secondary assay, and to have more detailed QA 
program data than are currently provided. The depth of laboratory techni-
cal expertise may vary from jurisdiction to jurisdiction, but in fundamen-
tal ways the BioWatch program operates locally. There are opportunities 
to better leverage the expertise that exists in, for example, the state and 
local public health laboratories. Laboratory directors and senior personnel 
in jurisdictions must present assay results and their interpretation to local 
BioWatch Advisory Committees and decision makers; these personnel 
express frustration in not having access to as much performance and vali-
dation data as possible to support their responsibilities (personal commu-
nications from jurisdictional scientists and officials, September 3-4, 2014).

This issue is not entirely within DHS’s ability to solve. It will involve 
discussions with the jurisdictions but also with agencies such as CDC. 
Both BioWatch and the CDC LRN currently maintain user web portals as 
information repositories, which might be expanded to share additional 
data.2 The need to maintain appropriate security around assay and opera-
tional performance information should be taken into account. Neverthe-
less, mechanisms must be implemented to convey relevant information 
while maintaining necessary security measures. Sufficient numbers of 
personnel in BioWatch laboratories should have (or have the ability to 
obtain) the necessary security clearance, and systems could be devised 
to share and discuss details of assay analytical and operational perfor-
mance and validation. Greater transparency and data sharing would 
improve user confidence. Overall, the committee concluded that a good 
framework for the program is in place, but the importance of communica-
tion to confidence and actionability should be strongly emphasized.

2  For example, the LRN portal includes data on the performance of LRN assays (such as 
LOD, sensitivity, specificity, and matrix) that resulted from testing conducted around 2008 
by CDC using inclusivity and exclusivity strain panels assembled by CDC subject experts 
(this testing predates the current effort to submit LRN assay data to FDA) and would be 
available to LRN laboratory directors (Toby Merlin and Harvey Holmes, CDC, personal 
communication, December 2, 2014). The BioWatch portal similarly contains various data 
accessible to the directors of the state and local laboratories that perform BioWatch assays.
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The changing technology landscape will affect the BioWatch program. 
This chapter comments on additional assay performance consider-
ations that arise from the use of multiplexed real-time polymerase 

chain reaction (PCR) assays and potential implications for the program of 
continued advances in genetic sequencing technology.

MULTIPLEXING PCR ASSAYS FOR USE IN BIOWATCH

It is possible to “multiplex” a nucleic acid–based detection assay in 
various ways. Several examples of possible approaches include

•	 Parallel	readout	of	multiple,	singleplex	reactions	(not	discussed	
further);

•	 Multiplex	 PCR	 using	 multiple,	 specific	 primer	 sets	 in	 a	 single	
reaction (see Box 5-1);

•	 Multiplex	 PCR	 using	 conserved	 primers	 in	 a	 single	 reaction	 to	
amplify a large number of related species for subsequent analysis 
(e.g., using primers directed toward 16S ribosomal DNA, which 
is capable of amplifying a wide range of bacteria, followed by 
sequencing of the amplification products to identify the organisms);

•	 PCR	 amplification	 using	 random,	 universal	 or	 whole	 genome	
amplification followed by another, high-throughput method of 
analysis and readout, such as via microarrays; and

•	 PCR	 amplicon,	 targeted	 probe	 enrichment,	 or	 metagenomic	
sequencing of various types.

Looking to the Future:
Multiplex PCR and 
Next Generation Sequencing

 5

123
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BOX 5-1 
Multiplex PCR

Multiplex PCR, as discussed in the report, is similar to the singleplex realtime PCR 
discussed in Box 11, except that each sample is designed to amplify and detect 
multiple target sequences rather than only a single target per reaction. Several 
detection methodologies exist. Targetspecific fluorescent probes can be used that 
each emit at different wavelengths. Alternatively, probes specific to the different 
target sequences can be hybridized to beads having different florescence profiles 
(expanding the numbers of colors that can be detected). After PCR ampli fication, 
the DNA containing a mix of the sequences can be hybridized to the beads in order 
to detect the specific signal associated with each amplified target.

BOX FIGURE: Depiction of different strategies for multiplex PCR. A. Using targetspecific 
fluorescent probes; B. Using fluorescent beads.
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With several potential technologies, the signal obtained can suffer 
from nonspecific hybridization (e.g., microarrays), nonspecific protein sig-
nals (e.g., protein mass spectrometry), or limited resolution provided by 
information on only the relative percentages of A,C,G,T DNA nucleotides 
(e.g., nucleotide mass spectrometry). PCR with conserved primers is most 
useful for cases where it is desirable to detect a wide range of targets with 
broad sensitivity (e.g., the use of primers to detect 16S or rpoB sequences 
in bacteria [Case et al. 2007]). This method may be less useful for viruses, 
which are highly diverse, or specific organism identification to the species 
or strain level required by BioWatch for most targets. Sequencing can be 
prone to multiple potential sources of errors, some systematic (e.g., runs 
of homopolymers) and some random, and each sequencing technology 
has its own error model. Recent reports have examined potential alterna-
tive technologies for BioWatch detection (IOM and NRC 2014), and these 
are not explored in detail here.

The type of multiplex PCR technology that the committee focuses on 
in the report is the inclusion of multiple sets of target-specific primers in a 
single reaction (the second item in the list above and described in Box 5-1). 
All of the real-time PCR assays currently used in BioWatch are performed 
as singleplex assays, in which a single target DNA signature is amplified 
for each assay. The secondary assay for any of the tested BioWatch agents, 
which looks for the presence of three or more signatures, also is run in a 
singleplex manner, meaning that the “secondary assay” consists of three 
or more individual singleplex assays. However, if BioWatch assays were 
combined in a multiplex fashion, multiple targets could be tested at one 
time, potentially saving time and labor but with a potential loss of detec-
tion sensitivity. Multiplexing BioWatch assays has potential advantages 
and disadvantages for the program, some of which are listed below.

Characteristics of Singleplex PCR:

•	 Has	 good	 sensitivity	 and	 specificity	 as	 a	 result	 of	 carefully	
designed primer and probe sets. However, assay performance is 
dependent on availability of nucleotide information for primer 
design.

•	 Narrowly	focuses	on	only	one	region	of	 the	genome.	However,	
it may not provide sufficient discrimination between a biothreat 
agent and nonpathogenic flora because only a fragment of the 
genome is detected.

•	 Relies	 on	 conservation	 of	 primer	 binding	 sites	 used	 for	 ampli-
fication. Sequence specificity is required for primer and probe 
hybridization to the target. However, viruses have high diversity, 
which must be considered in designing primers and probes that 
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can detect the virus or that may need to anneal to a primer bind-
ing region that can exhibit variability. In bacteria, the potential 
dropout of targets on plasmids or in certain genes (such as the 
antibiotic resistance gene mecA in Staphylococcus aureus) may need 
to be addressed. As a result, the use of more than one target in an 
initial screen or in a secondary assay is beneficial.

•	 For	serial	testing,	uses	up	a	lot	of	sample,	but	there	is	potentially	
less input per target assay.

•	 Typically	provides	limited	information	on	strain	genotype	and	on	
additional pathogen characteristics such as antibiotic resistance.

Characteristics of Multiplex PCR:

•	 Targeted	PCR	has	the	same	types	of	limitations	as	singleplex	PCR	
(conservation of primer binding sites, narrow focus on specific 
regions of genome).

•	 “Random”	PCR	methods	amplify	everything	in	the	sample	ide-
ally without biased representation of the targets. As a result, these 
methods can detect a broad range of targets, although a method 
to further type the targets is required.

•	 Multiplex	methods	must	deal	with	interactions	between	multiple	
sets of primers and probes that may have different annealing tem-
peratures and different performance in the assay, and that may 
cross-react and generate primer dimers, for example. An “all-in-
one” approach may not be useful in the detection of many agents 
with large variations in diversity, genome sizes, AT/GC ratios, or 
other parameters that affect assay performance.

•	 Selection	 and	 use	 of	 proper	 controls	 can	 be	 challenging	 where	
many targets are being detected simultaneously. 

•	 Rather	than	designing	one	multiplex	to	cover	all	desired	targets,	
it is also possible to design several multiplex assays that each 
covers a set of targets whose performance under PCR conditions 
can be better optimized; such multiplex assays can be used in 
combination.

•	 Detection	 of	 a	 multiplex	 PCR	 typically	 requires	 more	 sophisti-
cated instrumentation than a singleplex, because multiple colors 
need to be detected when using fluorescent probes (see Box 5-1). 
The excitation and emission spectra start to overlap when more 
than six or so probes are used in a reaction. Distinguishing mul-
tiple distinct colors can be a challenge to sensitivity and specific-
ity of the assay. Options include use of hybridization to beads, or 
splitting up the assays into a combinatorial approach into many 
parallel reaction tubes for real-time PCR. 
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For nucleic acid–based multiplex options, such as the multiplex PCR 
focused on by the committee, the core technology includes a PCR ampli-
fication step. Thus, the considerations that guide the development of 
PCR assay performance standards for singleplex real-time PCR analysis, 
the focus of the rest of the report, remain relevant to the development of 
appropriate standards for multiplex assays. Multiplex assays will need 
to be characterized and validated for the limit of detection (LOD) of each 
target in the multiplex, and assay specificities will need to be determined 
by testing against appropriate inclusivity, exclusivity, and environmental 
panels. However, several additional considerations arise in the develop-
ment and validation of multiplex PCR assays. 

Just as in singleplex assays but on a larger scale, the inclusion of mul-
tiple pairs of primers and multiple probes into a single reaction mix can 
result in primer–primer interactions that interfere with target amplifica-
tion or lead to the production of nonspecific amplification products and 
reduce assay sensitivity. The composition of DNA sequences also affects 
optimal thermal cycling conditions, and optimizing the overall reaction 
conditions becomes more difficult with an increased number of DNA 
targets. For example, some microorganisms have GC-rich genomes, and 
GC base pairs in DNA generally require a higher melting temperature 
because of the greater number of hydrogen bonds compared with AT 
base pairs. In a multiplex assay, reaction conditions need to be suitable for 
targets that may vary in composition. The nature of the target DNA and 
reaction conditions also can result in one target sequence preferentially 
amplifying over others; strategies such as reducing (or increasing) concen-
tration of certain primers may be needed to enable sufficient amplification 
of all desired sequences. Development of a multiplex assay becomes a 
fairly complex matrix of variables, including cross-reactivity, the poten-
tial for dye quenching and spectral overlap, and the incorporation of 
appropriate positive and negative control references, and conditions will 
likely need to be adjusted and checked as probes and primers are added 
to the multiplex. In the case of hybridization-based detection assays with 
primers and probes on beads, the capture sequences must also be verified 
and adjusted as needed. As a result, it has been suggested that it may be 
easier to start from scratch in the design of a multiplex assay rather than 
to adapt several existing singleplex targets, primers, and probes to be 
run together in a multiplex manner (Naraghi-Arani 2014). This approach 
may be hampered if there is only one known signature to detect and 
discriminate a target. Despite these challenges, assay developers have 
successfully designed PCR assays that multiplex large numbers of targets. 
The BioWatch program indicated to the committee a particular interest in 
multiplexing the routine initial screening assays to save time and labor. 
Because the screening assays identify one signature per pathogen, the 
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required BioWatch multiplex assay for this purpose would include fewer 
than 10 signatures in the sample.

Multiplex assays are becoming increasingly common and assay 
developers and regulators have substantial experience with optimizing 
and evaluating them. One of the first Food and Drug Administration 
(FDA)-approved multiplex assays was the Luminex xTAG Respiratory 
Viral Panel, which tested for 12 viruses and was approved for market-
ing in 2008 (FDA 2008). The field has continued to expand, and FDA 
now has guidance available on performance characterization for highly 
multiplexed nucleic acid–based diagnostics designed to detect 20 or more 
targets per multiplex (FDA 2014a). As noted, many core aspects of per-
formance characterization and validation are similar for singleplex and 
multiplex assay development, but additional guidance provided by the 
FDA for highly multiplex reactions includes

•	 Demonstrating	through	in silico analysis and validation data that 
negative interactions among assay components such as primers, 
probes, and amplified targets are not interfering with performance. 

•	 Providing	information	not	only	on	the	individual	LODs	for	each	
target in the assay, but also on the assay cutoff values for each tar-
get and how these values were determined and validated. 

•	 Using	representative	panels	of	organisms	targeted	by	the	multi	plex	
assay to demonstrate system repeatability and reproducibility, in 
order to reduce the overall size of the required studies. Similarly, 
one or more representative targets of the multiplex assay can be 
used to demonstrate that carryover and cross- contamination do not 
occur in the device between samples, rather than testing all targets.

Finally, the current FDA guidance indicates that a change to an 
approved multiplexed assay, such as the addition of a new target, requires 
the manufacturer to submit a 510(k) premarket notification submission 
because it represents a new intended use of the assay. However, the guid-
ance acknowledges that only a subset of performance studies would be 
required because much of the assay’s previously reviewed performance is 
expected to remain similar. New data to be submitted would focus on the 
additional target (characterization of LOD and inclusivity and exclusivity 
detection, for example). Tailored studies on a representative subset of the 
existing targets also would be conducted, such as a limited series bracket-
ing the LOD to confirm that it is performing consistent with the original 
assay version (FDA 2014a). FDA is concerned with clinical use of devices 
and reportedly considers the impact of assay changes on the potential 
false positive and false negative rates as they would affect making appro-
priate patient treatment decisions; thus performance data required by the 
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FDA can depend on the tested pathogen. The overall goal, however, is to 
ask developers to provide information necessary to evaluate performance 
without putting an undue burden on them (Hobson 2014). Standards 
approaches such as the Stakeholder Panel on Agent Detection Assays, 
Public Health Actionable Assays, and Federal Standards for Assay Perfor-
mance and Equivalency also recognize that assays may be developed in 
a multiplex fashion; the documents that describe validation under these 
approaches generally indicate that multiplex validation studies should 
be conducted so as to test the individual PCR targets together in a single 
sample. These approaches in concert with the FDA guidance documents 
should provide a suitable basis for validation testing of multiplexed PCR 
assays for BioWatch.

The BioWatch program utilized actionable multiplex assays from late 
2007 before withdrawing them from use in mid-2009. The proposed acqui-
sition of Gen-3 autonomous detection systems (canceled in 2013) also was 
envisioned as operating with multiplex assays. When multiplex PCR assays 
were field-tested by the BioWatch program, concerns were expressed over 
loss of assay sensitivity (U.S. House of Representatives 2012b,c). The evalu-
ation of BioWatch Gen-3 vendor technology undertaken by Los Alamos 
National Laboratory (LANL) used the multiplex PCR assays developed 
by the vendors. In the experience of LANL scientists, PCR assays run in a 
multiplex fashion did show reduced sensitivity compared with singleplex 
assays, but the effect was reportedly closer to a factor of 2 than to an order 
of magnitude. For example, if the LOD with an appropriate probability of 
detection (e.g., 95 percent) of a target in a singleplex assay was 20  copies per 
reaction, the LOD of the target in multi plex might be closer to 40-50 copies 
per reaction, a difference that falls within the potential range of experimen-
tal error (Kristin Omberg, LANL, personal communication, October 24, 
2014). Given the relatively low numbers of copies detectable by the PCR 
assays, the statistical error bars that surround copy number quantification 
at low levels, and the uncertainty in moving from analytical characteriza-
tion of an assay using purified nucleic acid to the real world use in the sys-
tem with DNA extracted from aerosol filter samples, it is unclear whether 
this degree of difference in assay performance would have a significant 
operational effect.

As with other aspects that the committee examined, the primary 
challenge to the use of multiplexed assays by BioWatch appears to be 
a communication issue more than a technical one. It appears likely that 
suitable multiplex assays can be designed for use in BioWatch, particu-
larly to replace the routine screening assays. However, data on multiplex 
assay performance and validation, compared with the existing singleplex 
assays as references, need to be shared with the laboratory experts in each 
jurisdiction in order to give them a basis from which to use the tests. The 
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committee’s understanding is that most jurisdictions did not have access 
to such data during the limited prior deployment of multiplex assays by 
the program, which contributed to uncertainly around use of the assays. 
Without providing performance data to relevant jurisdictional experts, 
discussing differences such as possible, but likely limited, reductions in 
sensitivity, and explicitly considering how any performance reductions 
would be likely to translate to system operational performance, it is not 
surprising that resistance to use of the assays occurred.

TAKING ACCOUNT OF STEP CHANGES IN TECHNOLOGY

The BioWatch program currently operates under several assump-
tions and limitations. These include the use of a two-stage screening and 
secondary assay process based on real-time PCR of a nominal number of 
signature sequences, which places the emphasis on making these PCR 
assays as reliable and robust (as sensitive and as specific) as possible. 
These assumptions are not necessarily unreasonable and the current sys-
tem is functioning. Real-time PCR as the detection methodology makes 
sense for BioWatch’s mission, although the committee has suggested that 
in certain cases additional rule-out assays could be performed.

Technology in the life sciences continues to advance rapidly, driven 
largely by medical applications. As BioWatch looks to the future, one 
particular technology to watch is next-generation sequencing (NGS). 
The advantage of NGS technology is that it can provide more rapid, 
less expensive, and higher-throughput sequence data from a sample. 
NGS protocols in current use still largely depend on amplification of 
the sample materials prior to sequencing, although amplification-free 
methods such as nanopore-based single molecule sequencing are being 
developed (Quick et al. 2014). The implementation of NGS technology by 
 metagenomics (random shotgun) or whole-genome sequencing has the 
potential to provide more precise information on genotype or strain and 
opens the possibility of detecting engineered or novel biothreat agents 
with high sensitivity and specificity. For example, genetic profiles asso-
ciated with antibiotic resistance or with virulence may be identifiable. 
In this way, the technology would enable BioWatch to expand beyond 
its current portfolio of defined inclusivity strains for a small number of 
pathogen species. In clinical diagnostic use, these types of sequencing 
analyses to identify the root cause of hard-to-identify infections are start-
ing to be successfully employed (Wilson et al. 2014).

However, it also is important to be realistic about the challenges asso-
ciated with this technology and how it might or might not be appropriate 
for BioWatch in the near term. The technology will take time to mature. 
For BioWatch, in particular, samples are extracted from a complex envi-
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ronmental background on collected air filters. Accurate taxonomic and 
strain identification (requiring sufficient sequencing coverage and suf-
ficient length of assembled sequence reads) and separation of sequences 
of interest from the enormous unknown background would be both criti-
cal and computationally challenging. In fact, a useful assembly from 
 unbiased metagenomic sequencing of BioWatch filter samples may not 
be possible. The curated databases and informatics required to undertake 
the necessary sequence assembly or mapping at this scale are developing 
rapidly but can still be considered immature. Furthermore, the BioWatch 
program is designed to be an early warning system; thus information 
needs to be obtainable with a relatively rapid turnaround time. Because 
much of the technology and informatics required are still under develop-
ment and are not routine, the required performance validation (involving 
both the assay and the informatics pipeline) also would be complex.

How Sequencing Can Be Useful Now

One key way in which sequencing currently can be incorporated into 
BioWatch is as a tertiary, follow-up analysis method for cases in which 
jurisdictions experience assay-positive results that do not appear to be 
true biothreat detections. In particular, sequencing should be undertaken 
where jurisdictions experience repeated apparent detections of certain 
pathogens, in an effort to truly understand what is causing the results. 
The committee understands that sequencing by Centers for Disease Con-
trol and Prevention (CDC) laboratories from collected filters has been 
attempted in at least some such cases, but that an answer was not always 
obtainable, or the details may not have always been conveyed effec-
tively back to the jurisdictional laboratories and officials. Metagenomic 
sequencing could also be used now as part of efforts to better understand 
background genomic diversity on BioWatch filters from various collec-
tors in various jurisdictions and at various time points. As discussed in 
Chapter 3, certain microbial strains may produce positive assay detections 
as a result of time, weather, or location-specific environmental sources 
and improving the ability to predict these circumstances would aid users 
in interpreting results. The information obtained through sufficiently 
deep metagenomic sequencing would also serve as an especially valu-
able resource for the in silico design of assay target sequences, primers, 
and probes, which currently rely on available databases.

How Sequencing Can Be Useful in the Future

The committee agrees with the findings of a 2013 BioWatch workshop 
that NGS is not yet sufficiently mature to be considered as a replacement 
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technology for the current PCR-based BioWatch operations (NRC and 
IOM 2014). However, the committee believes that NGS could play valu-
able roles for BioWatch in the near and far term.

Sequencing as Confirmation of a PCR Screening Positive

The primary issue is whether it is feasible to utilize metagenomic 
(“random” shotgun) NGS on a portion of a BioWatch filter to provide 
confirmation of a PCR screening positive result and to provide additional 
characterization of the material present in the sample. In this way, NGS 
could essentially serve as a replacement for the current real-time PCR sec-
ondary assays. Multiple factors are involved in calculating the feasibility 
of this approach, including

 1. The amount of DNA that can be extracted from a BioWatch filter 
quadrant, because different NGS technologies require different 
starting amounts;

 2. Whether deposition on the filter is homogeneous (an issue for the 
current assays as well);

 3. Whether random amplification of the DNA is required to obtain 
sufficient starting material, which may introduce biases because 
some DNA regions may be amplified more efficiently than other 
regions;

 4. The likely unknown extent of the genomic background on the 
filter and how this background relates to the genomic material of 
the pathogen(s) indicated as present by PCR;

 5. The sequencing depth of the NGS technology used, in particular 
how many random reads and what read length can be obtained 
from complex mixtures;

 6. The amount of pathogen present that NGS will need to be able to 
detect (e.g., the LOD for the NGS);

 7. The cost of the NGS run;
 8. The sample-in to sequence-out time;
 9. The time needed to analyze the sequence data, which ranges from 

hours to days depending on the bioinformatics algorithms used 
and additional factors; and

10. Technology transfer requirements, especially bioinformatics.

Items 3, 4, and 5 on the list define the tradeoff between patho-
gen LOD and the sequencing depth needed. Because of the enormous 
genomic background present on aerosol filters, standard desktop NGS 
on an instrument such as the Illumina MiSeq (which currently produces 
approximately 15-24 million reads of up to ~250 base pairs in length) may 
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support a LOD that is too many orders of magnitude worse than PCR 
for it to be useful for confirmation and further characterization. Deeper 
sequencing may take too long a time or may be too costly. Thus, while 
NGS is not feasible for routine BioWatch characterization currently, it may 
be acceptable as confirmatory follow-up to near-BAR events as discussed 
above. In the future, continued technology and informatics developments 
may make NGS technology suitable as a replacement for the BioWatch 
secondary assay.

A Note About Targeted Versus Metagenomic NGS

The above discussion assumed that metagenomic sequencing was 
performed on nucleic acids extracted from BioWatch filters. Commercial 
technologies exist that permit targeted sequencing, which can be accom-
plished via targeted-PCR methods (e.g., pools of PCR primers that amplify 
genomic regions that are highly discriminating) or via bait-capture meth-
ods (e.g., array probes that capture highly discriminating regions, which 
can be released for library preparation and sequencing once the back-
ground is washed away). Targeted sequencing is an option that BioWatch 
could utilize to look for a specific set of agent targets. Hundreds of regions 
could be targeted, to provide confident species and strain identification, as 
well as to identify key genes related to virulence or resistance. The use of 
a targeted amplification approach could hasten the potential applicability 
of NGS for BioWatch for confirmation and characterization of a screen-
ing PCR result. Deep metagenomic sequencing would still need to be 
employed in order to detect novel or engineered organisms.

Sequencing as a Replacement for PCR for BioWatch

Given the factors listed above, the committee also asked what require-
ments would be needed for sequencing to be feasible as a full replacement 
for PCR for BioWatch. Clearly, the issues of sequencing depth and LOD, 
total time-to-answer, cost, software to facilitate data analysis, personnel 
training in NGS, and required information technology and laboratory 
infrastructure would dominate the calculation. Necessary requirements 
for BioWatch might include, but not be limited to

•	 Achieving	a	pathogen	LOD	at	a	level	equivalent	to	current	PCR	
assays;

•	 Delivering	an	answer	in	<	24	hours	from	sample	receipt;
•	 Costing	no	more	than	$1,000/sample	(or	even	a	much	lower	cost	

that might be roughly comparable to PCR assay costs); and
•	 Being	able	to	process	in	batch	approximately	36	samples/day	(or	
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some similar number to account for the need to process one or 
more samples per day from multiple collectors in jurisdictions).

To our knowledge, no existing or announced sequencing technology 
is able to meet these specifications yet. The DNA sequencing industry 
currently is driven by the need to lower the cost of sequencing a pure 
human genome or exome, and the industry has succeeded tremendously 
in doing so. However, BioWatch faces the need to confidently identify a 
pathogen at a variable and unknown concentration against a background 
that can also vary enormously over time (e.g., on high pollen versus low 
pollen days). This challenge is very different, especially when the required 
time, cost, and throughput are taken into consideration. Although the 
technology continues to improve, it is not clear when an appropriate 
sequencing platform(s) with the necessary performance characteristics 
will become available. However, the deep analysis of microbiomes, such 
as those found in the human gut, by NGS is drawing increasing attention 
from multiple agencies because of the potential health benefits that may 
be derived. Microbiome analysis may serve as a market driver to produce 
sequencing platforms optimized in ways that BioWatch can ultimately 
find useful and leverage. The FDA, CDC, state public health laborato-
ries, and other partners also are exploring the role of high-throughput 
pathogen genome sequencing using NGS to identify microorganisms in 
food and environmental samples and compare them with clinical samples 
from ill patients, in order to identify causative pathogens in outbreaks of 
foodborne disease. Indeed, approximately 500 isolates of bacteria such as 
Salmonella spp. and Listeria spp. are being sequenced each month.1 These 
whole-genome sequencing approaches using NGS can also be applied by 
BioWatch in the future to recover additional genomes of biothreat agents 
and thereby establish more complete reference databases.

Conclusion About Sequencing Technology for BioWatch

Table 5-1 summarizes ways that three types of next-generation 
sequencing could be applicable to the BioWatch program, along with cur-
rent challenges to implementation. In addition to technical challenges, the 
experience, training and infrastructure within jurisdictional laboratories 
conducting BioWatch assays will need to be considered.

Ultimately, the committee recommends that the BioWatch program 
should continue to monitor and evaluate NGS technologies as they 
develop. Sequencing (through NGS or older Sanger sequencing technol-

1  Information on the FDA’s Whole Genome Sequencing Program is available at http://
www.fda.gov/Food/FoodScienceResearch/WholeGenomeSequencingProgramWGS/. 
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ogy) currently could be used to follow up on unexpected assay results 
from the jurisdictions. In the nearer term, targeted approaches coupled 
with NGS may be useful to the program as a replacement for the cur-
rent real-time PCR secondary assays because of their ability to analyze 
many more genomic regions for identification and characterization. The 
applicability of metagenomic NGS to the program would be a longer-term 
prospect.
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BioWatch is an environmental monitoring system designed to detect 
genomic material from a set of aerosolized pathogens. It is owned 
by the Department of Homeland Security (DHS) but relies on a net-

work of program users and partners in state and local jurisdictions as well 
as federal agencies. The core pathogen detection technology on which 
BioWatch relies is real-time polymerase chain reaction (PCR) and the 
laboratory analyses of BioWatch samples are conducted in state and local 
public health laboratories. To be effective, the program must operate as 
a public safety and health decision-making tool for federal agencies but, 
more importantly, for local system users. Responding to a detection that 
turned out to be false positive drains jurisdictional resources and could 
undermine confidence in the system when a true positive occurs. On the 
other hand, a false negative result could be a catastrophic error if a patho-
gen release was missed.

The BioWatch program drew on scientific knowledge (assays, detec-
tion methods, and pathogen genomic organization) that was available 
at the time of its inception. This base of knowledge has continued to 
evolve over the course of the program’s deployment. Multiple stake-
holders, within and outside of DHS and the federal government, have 
subsequently put substantial effort into the composition of inclusivity, 
exclusivity, and background environmental panels for microbial detection 
assays and the development of assay performance and validation stan-
dards. In recent years, the BioWatch program also has supported work at 
Los Alamos National Laboratory (LANL) and Dugway Proving Ground 
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to assemble and qualify strain materials and conduct assay and opera-
tional testing of its system’s performance. These efforts and existing stan-
dards guidance (such as the Stakeholder Panel on Agent Detection Assays 
[SPADA], Public Health Actionable Assay [PHAA]/Federal Standards for 
Assay Performance and Equivalency [FSAPE], and from the Food and 
Drug Administration [FDA] and the Environmental Protection Agency, 
and others) provide a solid foundation for understanding assay perfor-
mance and validation standards appropriate for the program’s mission.

FUNDAMENTAL PRINCIPLES OF  
PERFORMANCE STANDARDS AND VALIDATION

An assay performance standard describes requirements that must be 
met for the assay to be considered acceptable and describes how testing 
to validate this performance is to be carried out. Elucidation of perfor-
mance standards that ensure that the BioWatch PCR assays have per-
formance characteristics that provide sufficient confidence to program 
stakeholders is the motivating subject of this report. Although the report 
focuses on fundamental principles for the PCR assay component, it is 
important to emphasize that interpretation of an operational result (which 
is essential for user “actionability”) is a complex process involving multi-
ple components of the system, including sample collection, sample extrac-
tion, PCR amplification, PCR detection, data analysis, and current law 
enforcement or intelligence agency threat assessments. Similarly, valida-
tion reflects not only specific testing conducted on the PCR assay’s per-
formance, but an overall framework designed to ensure that the quality 
of the overall systems processes meet their intended purpose.

APPROACHES TO ASSAY PERFORMANCE 
CHARACTERIZATION AND VALIDATION

BioWatch currently operates using a two-stage testing process. Initial 
screening assays and reagents are provided through the Department of 
Defense (DOD) Critical Reagents Program (CRP) (testing for the presence 
of a single signature per pathogen). Subsequent secondary assays and 
reagents to verify the screening results are provided through the Centers 
for Disease Control and Prevention (CDC) Laboratory Response Network 
(LRN) (testing for the presence of several signatures per pathogen). A 
screening assay must be able to detect the presence of small amounts of 
nucleic acid from a tested pathogen (sensitivity) and minimize the rate 
of obtaining a false negative result. A secondary assay for verification 
or confirmation, on the other hand, needs to be able to precisely distin-
guish between the tested pathogen and closely related but nonpathogenic 
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organisms to minimize the rate of a false positive result being passed 
forward for action (specificity). The combination of the screening and 
secondary assays thus functions to provide an overall combination of high 
sensitivity and high specificity.

The BioWatch program operates under some historical assumptions 
and program constraints. These include using one screening assay per 
BioWatch threat organism, emphasizing stringent performance of the 
initial assay (as noted above, certainly such assays must not produce 
many false negatives), using a secondary PCR panel of 3-5 target signa-
tures, and not incorporating additional rule-out assays for certain agents. 
These assumptions are challenged by the strain variability in agents of 
interest to BioWatch. Newly sequenced strains of target agents eventually 
will reveal potential false negative situations, and potential false positive 
situations from newly discovered near-neighbor genomes. Similarly, the 
program has focused its consideration of the development of multiplex 
assays primarily on the initial screen, which may reflect earlier days of 
multiplex PCR development, when successfully multiplexing more than a 
handful of assays was more difficult. Current PCR multiplexing, in solu-
tion or solid phase formats, is no longer subject to as many constraints, 
and BioWatch now can consider expanded multiplexed approaches that 
incorporate a larger number of assays to determine presence or absence 
of key threat agents. 

A final assumption appears to be that the primary opportunity for 
significant assay performance testing against large inclusivity, exclusivity, 
and environmental panels is during laboratory validation. The biothreat 
agent releases the BioWatch system is designed to detect are rare events, 
against complex environmental backgrounds, and all assays have associ-
ated false positive and false negative rates. Using laboratory assay testing 
to obtain very high levels of statistical confidence that might be desirable 
for decision making (e.g., that an assay hypothetically be shown to have 
a false positive or false negative error rate of less than 1 in 100,000 tests 
with 95 percent confidence) is not practically achievable:

•	 The	ongoing	analysis	of	assay	performance	data	from	verification	
in user laboratories and from operational deployment of the assay 
in the program is critical. 

•	 It	will	not	be	possible	to	undertake	laboratory	validation	testing	
using sufficient replicates on enough different inclusivity, exclu-
sivity, and environmental organisms in the presence of enough 
different types of potentially interfering substances and different 
filter conditions to characterize the long-term false positive and 
false negative rates of an assay to a level of statistical confidence 
users may desire operationally.
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A process for testing assay performance to some reasonable level 
in the laboratory, balancing time, costs, and other constraints, is needed in 
concert with ongoing analysis of data obtained from assay verification 
in user laboratories and from operational deployment of the assay in the 
program. These additional sources of data will be important in providing 
further information on assay performance in jurisdictional settings and in 
obtaining a more accurate sense of assay false positive and false negative 
rates. This process will play a role in building confidence in the assay. 

The use of rapidly expanding sequence databases can be of use to the 
program, and the increasing use of massively multiplexed assays also is 
changing the nature of some validation strategies. For example, when 
an individual assay in a multiplex is modified or replaced to reflect new 
knowledge of circulating strains, or a new assay is added to the multiplex, 
a subset of validation testing can be conducted rather than repeating the 
full range of performance data.

In addition to giving further consideration to the possibilities enabled 
by the use of multiplex assays, the report suggests several options that 
BioWatch could consider as alternatives to the model of initial screening 
and subsequent secondary assays and the associated processes of perfor-
mance characterization and validation. These include

•	 Expanding	the	use	of	in silico screening during assay characteriza-
tion and validation;

•	 Using	a	tiered	or	serial	testing	approach	with	certain	performance	
characteristics validated more stringently than others based on 
the intended use of the assay;

•	 Developing	subsets	of	assays	for	each	of	the	tested	BioWatch	agents	
rather than a single set of screening and secondary assays (e.g., 
including additional types of rule-in and rule-out assays along 
with decision algorithms on when to use which tests); and

•	 Incorporating	next-generation	sequencing	(NGS)	into	the	program	
as technology and software development makes this increasingly 
feasible.

Recognizing the Work That Has Been Done

It is important to recognize the substantial body of work that the 
BioWatch program and its contractors have undertaken to assemble ref-
erence materials, design appropriate testing setups, provide guidance on 
performance standards, test and evaluate PCR assays, conduct testing 
to understand current system performance, and establish and operate a 
quality assurance (QA) program. A significant base of information char-
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acterizing assay and system performance is available now to support the 
program’s successful operations.

A PCR Assay Standard to Meet BioWatch’s Mission

The committee focused on the BioWatch program’s mission in order 
to explore the technical considerations that inform design of appropriate 
PCR performance standards for the program and how they could be opti-
mized. To be applicable to BioWatch, a PCR standard to characterize assay 
performance and conduct validation would need to meet the follow ing 
basic goals:

•	 Establish	 that	 the	 assay	 has	 sufficient	 sensitivity	 to	 detect	 the	
release of a tested biothreat agent at a program-relevant concen-
tration above the baseline of environmental background;

•	 Establish	that	the	assay	has	sufficient	specificity	to	detect	tested	
pathogenic strains of concern but not to cross-react with non-
tested strains and organisms within acceptable program false 
positive and false negative rates; and

•	 Be	 sufficiently	 robust	 for	 routine	 operational	 use	 by	 BioWatch	
jurisdictional laboratories and be otherwise acceptable to pro-
gram users.

The committee’s conclusions and recommendations to address these 
goals are detailed below.

Testing Strategies: Opportunities to Expand in Silico Testing

The committee sees opportunities for BioWatch to increase its use of 
in silico testing. To make such testing successful, parallel efforts will be 
needed to ensure that reference databases contain as many high-quality 
sequences as possible (Chain et al., 2009) and are available to PCR assay 
and device developers through accessible reference databases. The avail-
ability of high-quality reference databases also will support PCR assay 
design by enabling signatures, primers, and probes to precisely target 
inclusivity strains while avoiding cross-reactivity with exclusivity strains 
(within the limits achievable given microbial diversity).

Recommendations
BioWatch should strive to test its PCR assays against as many 
known strains of its target agents and relevant near neighbors 
as possible. Undertaking all such testing through laboratory 
analysis alone is likely to be cost, time, and feasibility prohibi-
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tive. Increased in silico testing should thus be incorporated into 
the program to support targeted laboratory testing.

To support this goal, the BioWatch program should work with 
other federal agencies and international partners to ensure 
that as many strains as possible are sequenced to at least a 
high- quality draft level and the data and associated reference 
 materials made available to PCR assay and device developers 
through reference databases.

Assay Sensitivity and Specificity

Assay sensitivity relates to the ability of the assay to reliably detect the 
targeted organism at very low concentrations. Assay specificity is the  ability 
to reliably detect all variants of the targeted organism without detecting 
nontargeted near-neighbor organisms. For pathogen detection assays such 
as those used by BioWatch, characterization of these parameters (whether 
defined in precisely this manner or defined under the overall probability-of-
detection [POD] concept articulated by AOAC) provides important infor-
mation for decision makers. The committee concluded the following:

•	 Either	 approach—using	 a	 predetermined	 acceptable	 minimum	
detectable level (AMDL), if there is stakeholder agreement on 
this value, or calculating minimum concentration of nucleic 
acid detectable by the assay with sufficient confidence, followed 
by stakeholder determination of whether this makes the assay 
acceptable for the mission—is reasonable to establish assay sen-
sitivity as part of a performance standard.

•	 Using	 a	 reference	 strain	 approach	 to	 determining	 the	 limit	 of	
detection (LOD) and POD is reasonable given practical con-
straints on testing, but variation in true LOD/POD among strains 
is a potential issue of which programs making operational use of 
such assays should be aware and document. A reasonable option 
to help address this situation is to test a limited number of ref-
erence strains (such as n = 3-5) in a range of quantities near the 
expected LOD to get a sense of variation.

Similarly, the committee makes the following recommendations 
regarding inclusivity and exclusivity strains:

Recommendations
The panels of inclusivity and exclusivity strains specified for 
laboratory testing should seek to balance broad phylogenetic 
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and geographic diversity within the realm of practical testing. 
Inclusivity panel strains for laboratory testing should sample 
the genetic diversity represented by available strain collections 
with an emphasis on prioritizing those strains that cause sig-
nificant morbidity and mortality, have high transmissibility, 
have a wide host range, or may be readily accessed by nefarious 
actors.

For laboratory testing of exclusivity panels (near neighbors 
and environmental organisms), a strategy of sample pooling 
is appropriate to increase testing efficiency. If a positive result 
is detected, each agent in the pool should be tested separately.

The PCR is Only One Step in the Process of a PCR Assay

The current study and resultant report have focused primarily on the 
core PCR reaction portion of a complete PCR assay, and the key processes 
before and after the PCR are not significantly addressed. PCR assay per-
formance is critically impacted by the steps that lead into the assay and 
is influenced by the amplicon detection methodology and feedback from 
the steps that follow a result. Even a perfectly designed PCR with ideal 
specificity and sensitivity will fail with either a false positive or false 
negative, or an inconclusive, result if the sample collection, processing, 
purification, and reagent input are not optimized and standardized. In 
addition, detection methodology requires certain characteristics of the 
amplicon that results from the reaction. The ability to securely identify 
the target of interest can be affected by these interacting factors. Even the 
comprehensive work performed at LANL to establish standards, which 
was done with purified DNA samples, experienced issues with reagents. 
Similar rigorous and comprehensive studies should be performed, devel-
oped, and implemented for BioWatch in terms of sample processing and 
amplicon detection. 

Recommendation
A PCR assay performance standard that meets program and 
user needs should include development and implementation 
of standards that encompass all of the individual steps in the 
assay from sample collection, extraction, amplification, detec-
tion, reagent quality control, and data analysis. There should 
be an integrated assay standard, as well, that includes all of the 
steps of a complete PCR assay as a unit.
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Environmental Background

The BioWatch system is required to successfully detect a set of patho-
genic microorganisms from a multitude of nonpathogenic or unrelated 
microorganisms present in the environment. This feature requires under-
standing how the assay result differs from a baseline. How to detect a true 
signal from background noise is complicated by the fact that the distribu-
tion of bacteria and viruses in different environments around the United 
States is not well characterized. The nucleic acid extracted from BioWatch 
collection filters must be amplified and detected from the complex back-
ground of environmental substances (e.g., soils) that may interfere with 
the assay. The committee drew the following conclusions:

•	 The	 information	 obtained	 from	 knowledge	 of	 environmental	
background could be used to prioritize the strains included in 
the environmental panel specified by the performance standard, 
in order to cover genetic diversity while keeping the panel size 
manageable. The information also could be used to improve the 
interpretation of assay results in the context of individual jurisdic-
tions and minimize potential environmental nonthreat detections, 
and to provide a basis for improved understanding of assay pre-
dictive value in a particular jurisdiction or collector location.

•	 Expanded	 in silico testing is not likely to reduce the burden of 
laboratory testing against potentially interfering environmental 
substances. Conducting performance testing against a panel of 
such substances is useful to provide information on possible per-
formance issues and to ensure sufficient assay performance in an 
operational context.

Recommendations
The Department of Homeland Security should undertake fur-
ther characterization of environmental background organisms 
over time and at various locations. This sampling could build 
on the existing BioWatch network by using previously tested 
filters as samples and should also include judicious sampling 
of water and soil samples. Operational assay performance data 
in individual jurisdictions based on positive screening results 
might provide a source of invaluable data, as well.

Assay performance in the presence of known environmental 
contamination (e.g., rail dust in a subway system) should be 
addressed by assessing the assay detection limit for a limited 
number of inclusivity and exclusivity panel agents spiked on 
jurisdictional background filters.
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A systematic process should be instituted to identify the root 
cause of positive assay results that do not appear to represent 
the targeted microorganism and to determine appropriate cor-
rective actions to address the cause(s). This feedback and revi-
sion process should include the participation of laboratory 
experts in the jurisdictions and federal experts.

Reference Materials

A source of reference materials and reagents that is accessible to those 
who need it for development and validation is critical to the application 
of a performance standard. The DOD CRP currently serves this function 
for the screening assay and for quality control samples tested under the 
BioWatch QA program. The secondary assay and associated reagents are 
provided through the CDC LRN. The committee concluded that

•	 Maintaining	 and	 quality	 controlling	 reference	 materials	 (par-
ticularly materials derived from microbial strain cultures) are 
not trivial or inexpensive processes. Not all strains of a patho-
gen reported in the literature or identified clinically are easily 
accessible. Furthermore, the genomic organization of pathogens 
maintained in culture for extended time periods may no longer 
accurately reflect that of their pathogenic predecessors and some 
data simply are incorrect.

•	 The	 CRP	 credits	 its	 predicable	 and	 sustained	 funding	 through	
DOD as a necessary element for successful development and 
maintenance of its reference materials. If some or all of the mate-
rials needed for BioWatch assay performance testing and valida-
tion (now or in the future) will not be provided through CRP, 
a similar type of quality-controlled, sustainable, and accessible 
repository will need to be developed independently by DHS.

Recommendation
Federal agencies, including the Department of Homeland Secu-
rity, the Department of Defense, the Department of Energy, the 
Department of Health and Human Services, and other partners, 
should collaborate to produce a reference document or data-
base identifying which repositories contain strains or strain 
nucleic acids relevant for testing pathogen detection assays. 
Information on the requirements or procedures to obtain and 
use strains or strain materials (e.g., extracted nucleic acids) held 
by these repositories should be included, where possible. This 
information would provide a coherent source of information to 
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both federal agency programs and to individuals or companies 
involved in assay and device development and validation.

The Key Importance of Ongoing Assay and 
Reference Database Maintenance

Periodically re-examining performance is part of the ongoing process 
of QA. The performance of pathogen identification assays are inherently a 
process and not an end point: new strains and near neighbors will always 
be encountered, and the microorganisms themselves are constantly evolv-
ing. New sequence information continues to be obtained, which results 
in a dwindling number of potential unique PCR assays available for spe-
cies/strain differentiation. A corollary is that for some agents of potential 
interest to BioWatch, it may not be possible to uniquely specify appropri-
ate targets because of closely overlapping genomes among the target and 
nonpathogenic near neighbors. There already are signs of this with some 
strains of Bacillus cereus that are lethal to humans, very similar to Bacillus 
anthracis.

•	 BioWatch	should	be	prepared	to	flexibly	alter	the	PCR	assays	to	
accommodate these kinds of circumstances. If not, the next set of 
BioWatch assays is just moving the boundaries of the  Maginot 
Line and will likely gradually but inexorably evolve toward 
obsolescence.

•	 The	program	could	also	consider	 including	an	additional,	com-
plementary agent test to achieve maximum sensitivity and speci-
ficity in its detection capabilities for certain agents, or for use in 
certain jurisdictions experiencing issues with a specific assay.

Similarly, documentation of the limits of the assay and well-described 
interpretation criteria provide important information so that users do 
not overextend their use of the data. A limitation of making knowledge 
actionable is not dependent on having perfect data, but on understand-
ing the assumptions on and limitations of the data in order to effectively 
interpret results. 

•	 When	providing	or	deploying	an	assay,	information	on	any	poten-
tial issues with the assay (e.g., that strains x or y have been shown 
to cross-react or that the limit of detection is decreased to xx in 
the presence of contaminant yy) needs to be provided and built 
into operational guidance. Regularly updating the assay with this 
type of information as it becomes available may be easier than 
going back through full redesign and revalidation of the assay if 
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it can enable appropriate decision making based on the assay in 
an operational setting.

Recommendation
The BioWatch program should institute a process to regularly 
review and update all assays in light of new genetic knowl-
edge. The program should re-evaluate its assays through at least 
annual in silico screening to take advantage of new genomic 
information in databases, update signatures, and identify poten-
tial false positive or false negative issues. Similarly, the com-
position of inclusivity, exclusivity, and environmental panels 
used for testing should be reviewed regularly and laboratory 
re-testing conducted as needed. Annual in silico and  periodic 
laboratory re-testing of assay performance should be part of any 
assay performance standard accepted for BioWatch.

Starting Point for a BioWatch Assay Performance Standard

As discussed in the report, some reasonable compromise must be 
achieved in order to undertake performance characterization and valida-
tion work on assays deployed or being considered for deployment in the 
program. The committee has attempted to provide a starting point for 
a performance standards approach for conducting laboratory testing of 
assays that could provide reasonable statistical confidence for BioWatch 
users while seeking to keep numbers of tests and numbers of strains rea-
sonable for intended use.

Recommendation
The following approach can serve as a starting point for a stan-
dard to provide confidence in PCR performance while seeking 
to undertake a reasonable amount of laboratory characteriza-
tion and validation testing:
•	 	A	reasonable	approach	to	determining	an	assay’s	analytical	

LOD in a laboratory setting is to conduct serial dilution at a 
range of concentrations bracketing the estimated LOD, using 
n = 60 replicates with acceptance criteria of at least 58/60 
for a given concentration, followed by appropriate curve fit-
ting. LOD testing should also be conducted in the presence 
of realistic background matrix, such as previously tested 
 BioWatch filters, to gain an understanding of how the LOD 
may be affected by operational background.

•	 	The	use	of	in silico screening presents a relatively fast and 
low-cost way to predict one part of assay performance using 
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as many strains as are available as high-quality sequences in 
reference databases. In silico screening should be undertaken 
using the set of PHAA panels, if these strains’ sequences are 
available. 

•	 	The	strain	panels	recommended	by	SPADA	represent	a	good	
starting point for laboratory validation testing of BioWatch 
assays and were developed with stakeholder participation. 
However, many were developed in 2010-2011 and should be 
reviewed and updated to account for new genetic knowledge.

•	 	The	strategy	used	by	LANL	for	testing	detectability	or	non-
detectability of inclusivity and exclusivity strains represents 
a reasonable model for BioWatch (testing n = 20 replicates, 
followed by testing 20 further replicates if an unexpected 
detect or nondetect result is obtained, with acceptance crite-
ria of 20/20 or 39/40).

A ROBUST QUALITY ASSURANCE PROGRAM 
CONTRIBUTES TO CONFIDENCE IN THE SYSTEM 
BUT COMMUNICATION CHALLENGES REMAIN

Process, Transparency, and Communication

Various technical factors should be considered when establishing 
assay performance standards appropriate for BioWatch’s mission. The 
report discusses key principles and provides the committee’s conclusions 
and recommendations in these areas. Equally important, however, is the 
process that is used to establish such standards.

•	 Different	performance	standards	have	taken	different	approaches	
in developing their guidance. Although the BioWatch program is 
federally owned and relies on important federal relationships, it 
cannot succeed without close engagement with nonfederal part-
ners. The use of subject-matter experts and inclusion of a stake-
holder forum, of whatever type, in coming to agreement on the 
performance and validation standards used by the program will 
be key to ensuring that the standards are acceptable and meet 
program and user needs. 

Since 2011, BioWatch has implemented a QA program that helps 
support the continuous process of validation, provides a mechanism to 
continue to build relationships with BioWatch jurisdictional laboratories, 
and provides a source of operational performance data that can be used 
by the program to improve the understanding and interpretation of assay 
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results. The BioWatch program also has made important strides since 
program inception in improving communication with state and local 
jurisdictions. Despite this progress, 

•	 Jurisdictions,	particularly	jurisdictional	laboratory	personnel,	indi-
cate that they do not have access to the full range of assay perfor-
mance validation and operational performance data they would 
like in order to support decision making based on assay results. 
This situation applies to both the initial screening assay and the 
secondary assay. This discrepancy limits the performance knowl-
edge of those responsible for making response recommendations 
based on that very knowledge. As a result, there remains a lack of 
confidence in the assays from users in the jurisdictions. The com-
mittee does not lay blame on any one group for the communica-
tion deficiency. However, a system of effective data sharing and 
communication is a critical component of overall program success. 
There is an essential need for additional dialogue to implement 
a data-sharing and response system that meets program office, 
federal partner, and jurisdictional needs. 

•	 Communication	also	may	be	useful	in	establishing	which	sample	
extraction and preparation methods work most effectively under 
which ranges of circumstances, and in helping to establish greater 
commonality in PCR input steps among jurisdictions. 

Recommendation
Communication and information-sharing are necessary to estab-
lish confidence in a system. The BioWatch program, relevant fed-
eral agencies, and local and state jurisdictions should expand the 
communication and data-sharing that occurs among the network 
of federal and nonfederal partners involving both the screening 
and the secondary PCR assays. This effort would assist in estab-
lishing acceptable performance standards, enhance informed 
data interpretation and decision making, improve the ability 
to undertake root cause analysis of assay issues encountered by 
jurisdictions, and enable the collective identification and dis-
semination of actions as part of robust quality assurance.

STANDARDS APPROACHES FOR MULTIPLEXING 
REAL-TIME PCR ASSAYS

The committee concluded that existing standards approaches should 
be suitable for characterizing and validating the performance of multi-
plex PCR assays. In particular, guidance recently generated by the FDA 
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on highly multiplexed PCR assays provides information on the types of 
bridging studies or targeted validation studies that can be undertaken 
when making an alteration to an existing multiplex assay. In this way, all 
studies undertaken during the original multiplex assay validation do not 
need to be fully repeated, striking a balance between the need for updated 
performance data and practical time and cost constraints.

Additional considerations will arise with multiplex assays compared 
to singleplex assay. These include the complications posed by the poten-
tial for probe cross-hybridization, which decreases specificity, and practi-
cal challenges with validating mixtures of targets versus a single target. 
The ability for developers to successfully multiplex assays continues to 
improve, and there are opportunities for the BioWatch program to move 
in the direction of multiplexed assays. A critical issue with the prior 
deployment of multiplex assays in the program was a lack of user confi-
dence in assay performance, compounded by a lack of available perfor-
mance data. Expanded data sharing (previous recommendation) should 
help to address this concern and enable stakeholders to reach agreement 
on whether particular multiplex agent detection assays are acceptable for 
use in BioWatch.

The committee concluded that existing guidance on singleplex 
PCR performance for environmental biodetection assays in con-
cert with FDA information should provide a good starting point 
for the performance testing and validation of multiplex assays 
by the BioWatch program. The additional issues that arise when 
designing, validating, and deploying multiplex assays will need 
to be considered when making the decision to switch to a mul-
tiplex format.

INCORPORATING ADVANCES IN SEQUENCING 
TECHNOLOGY INTO THE PROGRAM

Rapid developments in technology such as NGS have significant 
implications for the program. The program eventually may be able to 
move away from the limitations of PCR assays that target only a few 
small regions of a microbe to a more definitive form of agent identifica-
tion that relies on information recovered from an expanded portion of 
the genome. Metagenomic NGS, in particular, is attractive in the future 
as a universal, target-independent approach to identify novel infectious 
agents, including emerging pathogens associated with outbreaks (Briese 
et al. 2009; Grard et al. 2012).

In the short term, the program can use sequencing as a tool to help 
resolve unusual assay results. In this way, sequencing could function as 
a tertiary confirmation and characterization tool. Sequencing and associ-
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ated informatics are not yet at a stage in which they could replace PCR 
assays as the program’s principal detection methodology, and many chal-
lenges remain in detecting a low-prevalence target sequence against a 
high-complexity environmental background in a reasonable period of 
time. However, the program should monitor developments in this area as 
speed increases, cost decreases, and required informatics and databases 
improve.

Recommendation
The Department of Homeland Security should monitor devel-
opments in technology, such as next-generation sequencing, as 
speed increases, cost decreases, and required informatics and 
databases improve. A program to evaluate technology and incor-
porate it into BioWatch would enable the program to improve its 
ability to address current challenges and enable it to meet those 
of the future. However, the program should plan to work with at 
least some early adopter laboratory users in the BioWatch juris-
dictions, along with technology experts, to make sure that new 
technology brought into the program not only incorporates the 
best technology but also functions smoothly for the stakeholder 
community.

BioWatch is only one tool in a layered network of public health and 
safety disease surveillance activities. The challenges that the program 
faces are complex, and to be successful the results obtained from the 
system’s collectors must be useable by decision makers in state and local 
jurisdictions. Currently, and for at least the near future, the program 
relies on real-time PCR as the core of its agent detection technology. The 
program has a strong foundation from which it can develop assay perfor-
mance and validation standards that meet program needs. As the report 
observes, however, the most striking issues do not appear to be technical 
challenges. Rather, they are primarily communication and education and 
training. Building additional, specific mechanisms into the program to 
share assay and system performance results, discussing what these per-
formance results reveal about the limits of the assay and the translation 
of assay results into actions, and sharing applicable assay performance 
information across agencies such as DHS and CDC and with appropriate 
individuals within the network of jurisdictions appear to the committee 
to be critical needs. Even while recognizing the necessary security con-
straints, this goal should be achievable. Addressing this issue would go 
far in ensuring confidence in the system and its results in order to facili-
tate responses to a BioWatch Actionable Result.
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Information contained in Appendix A has been determined by the 
U.S. Department of Homeland Security to be described in Exemp-
tion 7 of the Freedom of Information Act, 5 USC § 552 (b)(7)(F). 

Requests for this document should be directed to the Board on Life Sci-
ences or Office of Program Security of The National Academy of Sciences.
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The committee held three information-gathering meetings in 
 Washington, DC, and heard from federal, state, and local  officials, 
medical and laboratory professionals, and academic and private-

sector researchers. The committee also heard from presenters in data-
gathering sessions that were not open to the public under Subsection 
15(b)(3) of the Federal Advisory Committee Act, 5 U.S.C. App. The 
National Academy of Sciences determined that to open these sessions 
to the public would have disclosed information protected under the 
Freedom of Information Act, 5 U.S.C. § 552(b).

The first meeting, held March 13-14, 2014, in Washington, DC, 
included speakers from the Department of Homeland Security—the spon-
sor of the study—as well as experts on PCR standards development and 
evaluation. The meeting objectives were to hear from the study sponsor 
regarding the statement of task given to the committee, receive an over-
view of the BioWatch program and its current processes, obtain informa-
tion about the Stakeholder Panel on Agent Detection Assays (SPADA) 
PCR standards development process, learn from the Centers for Disease 
Control and Prevention about their involvement in the BioWatch program 
and in relevant standards development and evaluation activities, obtain 
background information on the PCR-based detection system used by the 
U.S. Postal Service, and hear from public health laboratories on the use of 
BioWatch assays and from public health leaders in emergency prepared-
ness and response to better understand their issues and needs.

Study Activities
 B

Appendix
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During the second meeting, held June 12-13, 2014, in Washington, 
DC, the committee learned about the history of federal biosurveillance 
standards efforts and about relevant activities within the Department of 
Defense. The committee heard from additional experts involved in devel-
oping and validating PCR assays and in the design and development 
of PCR performance standards. The discussion considered performance 
characteristics and validation strategies, approaches in the design of PCR 
performance standards, issues that may affect assay performance and 
validation, and conceptual and practical tradeoffs between different types 
of approaches.

At the third meeting, held September 3-4, 2014, in Washington, DC, the 
committee spoke with additional public health laboratory professionals 
and public health decision makers within BioWatch jurisdictions on their 
views and needs with regard to the PCR detection assays and on issues 
encountered in understanding and interpreting assay results. 

The committee also gathered input via several questions online and 
expresses its appreciation to those who shared their views. 
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Agent: See Biological agent.
Air sampling: Collecting quantities and types of atmospheric contami-

nants from a representative sample of air.
Amplicon (PCR): A piece of nucleic acid representing a specific product 

of the amplification reaction.
Assay: A quantitative or qualitative evaluation of the presence or 

amount of a given target in a particular sample. 
Biological agent: A microorganism (or a toxin derived from it) that 

causes disease in humans, plants, or animals and is used in bio-
terrorism or biological warfare.

Biosurveillance: The process of active data-gathering with appropriate 
analysis and interpretation of biosphere data that might relate to 
disease activity and threats to human or animal health—whether 
infectious, toxic, metabolic, or otherwise, and regardless of inten-
tional or natural origin—in order to achieve early warning of health 
threats, early detection of health events, and overall situational 
awareness of disease activity.

BioWatch Actionable Result: A determination that occurs when analy-
sis of a filter from a BioWatch sampler indicates the confirmed pres-
ence of a target organism’s nucleic acid signature.

BioWatch jurisdiction: A major metropolitan area—which may include 
one or more city, county, state, or regional decision-making bodies—
where BioWatch air samplers are operational. 

Glossary
 C
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BioWatch program: An activity funded by the Department of Homeland 
Security that uses sets of air samplers in more than 30 jurisdictions 
to collect airborne particles onto filters that are subsequently trans-
ported to laboratories for analysis for the presence of genetic mate-
rial from certain biological agents. 

BioWatch system: The collection of operational components (which are 
themselves systems) that produce information from air sampling and 
feed it into a public health decision-making process to determine the 
appropriate response to a BioWatch Actionable Result (BAR). 

Detection: The determination or recognition of the presence of an object 
or state of interest.

Detector: A data collection and processing technology that both collects 
and evaluates data. 

Environmental background panel: In the context of a biological agent 
detection assay, a set of organisms that may be present in the envi-
ronment, against which the detection assay is tested to determine 
whether the assay potentially cross-reacts with nucleic acid from 
these organisms.

Environmental sampling: In the context of the BioWatch system, physi-
cal sampling of the environment around a collector associated with a 
positive PCR assay result to provide decision makers with additional 
situational assessment and to inform appropriate response actions.

Environmental surveillance: Monitoring of the environment to evalu-
ate potential exposure to harmful agents and damage to living 
organisms. 

Exclusivity strain panel: In the context of a biological agent detection 
assay, a set of organisms such as closely related bacterial or viral 
strains and species, against which the detection assay is tested to 
determine whether the assay potentially cross-reacts with nucleic 
acid from these organisms.

False negative: A negative result for a given target when the target is 
present.

False positive: A positive result for a given target when the target is not 
present.

Inclusivity strain panel: In the context of a biological agent detection 
assay, the set of organisms, such as bacterial or viral strains and 
species, against which the detection assay is tested to determine 
whether the assay is successfully able to detect nucleic acid from 
these organisms.

Laboratory Response Network: A national network of local, state, and 
federal public health, health care, food, agriculture, veterinary, and 
environmental testing laboratories that provide the laboratory infra-
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structure and capacity to respond to biological and chemical terror-
ism and other public health emergencies.

Limit of detection: The minimum concentration of a substance that an 
assay can detect above background with a certain degree of statisti-
cal confidence probability (frequently with 95 percent confidence).

Monitoring: Periodic or continuous surveillance or testing to determine 
the presence or level of a substance of interest in various media or 
in humans, plants, and animals.

Multiplex (PCR assay): A type of PCR assay designed to simultane-
ously amplify and detect multiple target regions of nucleic acid in a 
single sample. It is distinguished from procedures that perform one 
molecular assay at a time (see Singleplex assay).

Nucleic acid signature: Nucleotide sequence that is considered distinc-
tive for an organism, or a subset of organisms, and can be used in 
testing for the presence of nucleic acid from this organism.

Polymerase chain reaction (PCR): A technique in molecular biology 
that is used to reproduce enzymatically (amplify) selected sections 
of DNA. It permits the analysis of any short sequence of DNA (or 
RNA) without the need for cloning. 

Plasmid: A small piece of DNA found within a bacterial cell that is 
separate from the chromosomal DNA of the organism.

Primer (PCR): A short oligonucleotide that is complementary to part of 
the target nucleic acid sequence that defines the region that will be 
selectively amplified by the PCR. During PCR, the primer hybrid-
izes to its complementary sequence and polymerase extends the 
primer in the amplified region. A pair of primers is used, flanking 
the target amplification region.

Probe: A short oligonucleotide that is complementary to part of the tar-
get region; the probe is labeled in a manner that enables it to detect 
amplification (e.g., by exploiting fluorescence quenching).

Quality assurance: A comprehensive system and infrastructure that 
ensures that a program or laboratory meets standards of quality.

Quality control: A process that focuses on the performance of specific 
testing activities.

Screening: In the context of the BioWatch system, analysis of air 
sampler filters for a preliminary genetic signature of a particular 
pathogen.

Sensitivity: The probability that a system will correctly indicate the 
presence of a particular substance when the substance is present 
above a certain concentration.

Signature: See Nucleic acid signature.

BioWatch PCR Assays: Building Confidence, Ensuring Reliability; Abbreviated Version

Copyright National Academy of Sciences. All rights reserved.

http://www.nap.edu/21658


170 APPENDIX C

Singleplex (PCR assay): An assay that is designed to amplify and detect 
a single target region of nucleic acid per sample. Used in compari-
son to multiplex PCR assay.

Specificity: The ability to correctly identify the absence of a target sub-
stance when it is not present.

Threshold cycle (Ct): In the context of a real-time PCR assay, the cycle 
number at which the amplification curve crosses a specified thresh-
old level, indicating that amplification of the target region is above 
a background level. The greater the number of cycles required to 
cross this threshold, the lower the starting concentration of target 
nucleic acid in the sample.

Validation: The process of ensuring and documenting that a thing, 
such as a test, device, or process, fulfills the purpose for which it is 
intended.

Verification: A process that affirms that a given laboratory can obtain 
the anticipated results and assay performance from a validated 
assay.
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Georges C. Benjamin, M.D., became executive director of the American 
Public Health Association, the nation’s oldest and largest organization of 
public health professionals, in 2002. Prior to that he was secretary of the 
Maryland Department of Health and Mental Hygiene, where he played a 
key role in developing Maryland’s bioterrorism plan, following 4 years as 
the department’s deputy secretary for public health services. Dr. Benjamin 
started his medical career in 1981 in Tacoma, Washington, where he man-
aged a 72,000-patient-visit ambulatory care service as chief of the Acute 
Illness Clinic at the Madigan Army Medical Center. A few years later, he 
served as chief of emergency medicine at the Walter Reed Army Medical 
Center. After leaving the Army, he chaired the Department of Commu-
nity Health and Ambulatory Care at the District of Columbia General 
Hospital. He was promoted to acting commissioner for Public Health for 
the District of Columbia and later directed one of the busiest ambulance 
services in the nation as interim director of the Emergency Ambulance 
Bureau of the District of Columbia Fire Department. Dr. Benjamin has 
served as a member of the Institute of Medicine’s (IOM’s) Board on Popu-
lation Health and Public Health Practice and on several other IOM and 
IOM/National Research Council (NRC) committees in areas such as train-
ing physicians for public health careers, measures to enhance the effec-
tiveness of the Centers for Disease Control and Prevention quarantine sta-
tion expansion plan for U.S. ports of entry, evaluation of the metropolitan 
medical response systems program, and research and development needs 
for improved civilian medical response to chemical or biological terrorism 
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incidents. He is currently a member of the NRC’s Report Review Com-
mittee. Dr. Benjamin is a graduate of the Illinois Institute of Technology 
and the University of Illinois College of Medicine. He is board certified in 
internal medicine and is a fellow of the American College of Physicians 
and a fellow emeritus of the American College of Emergency Physicians.

Kenneth I. Berns, M.D., Ph.D., is distinguished professor emeritus in the 
Department of Molecular Genetics and Microbiology at the University 
of Florida. He also serves as a member of the National Science Advisory 
Board for Biosecurity, a federal advisory committee that addresses issues 
related to biosecurity. He has served as a member of the Composite Com-
mittee of the United States Medical Licensing Examination, chairman of 
the Association of American Medical Colleges, president of the Associa-
tion of Medical School Microbiology and Immunology Chairs, president 
of the American Society for Virology, president of the American Society 
for Microbiology and vice president of the International Union of Micro-
biological Societies. Dr. Berns’ research examines the molecular basis of 
replication of the human parvo virus and the adeno-associated virus and 
its ability to establish latent infections and be reactivated. His work has 
helped provide the basis for use of this virus as a vector for gene therapy. 
Dr. Berns received his M.D. and Ph.D. in biochemistry from the Johns 
Hopkins University. He is a member of the National Academy of Sciences 
and the Institute of Medicine.

Bruce Budowle, Ph.D., is director of the University of North Texas Health 
Science Center’s Institute of Applied Genetics and a professor in the 
Department of Molecular and Medical Genetics. He received a Ph.D. in 
genetics in 1979 from Virginia Polytechnic Institute and State University. 
From 1979 to 1982, Dr. Budowle was a postdoctoral fellow at the Univer-
sity of Alabama at Birmingham. Working under a National Cancer Insti-
tute fellowship, he carried out research predominately on genetic risk fac-
tors for such diseases as insulin-dependent diabetes mellitus, melanoma, 
and acute lymphocytic leukemia. In 1983, Dr. Budowle joined the research 
unit at the Federal Bureau of Investigation (FBI) to carry out research, 
development, and validation of methods for forensic biological analyses. 
Some of Dr. Budowle’s efforts over the last decade are in counterterror-
ism, primarily in efforts involving microbial forensics and bioterrorism. 
Dr. Budowle is heavily involved in the forensic applications of bioterror-
ism and has been involved in developing the field known as microbial 
forensics. In this field, Dr. Budowle has been the chair of the FBI’s Scien-
tific Working Group on Microbial Genetics and Forensics, whose mission 
was to set quality assurance guidelines, develop criteria for biologic and 
user databases, set criteria for a national repository, and develop forensic 
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genomic applications. He also has served on the Steering Committee for 
the Colloquium on Microbial Forensics sponsored by American Society of 
Microbiology and was the organizer of three Microbial Forensics Meetings 
held at the Banbury Center in the Cold Spring Harbor Laboratory. 

Charles Chiu, M.D., Ph.D., is an associate professor in Laboratory Medi-
cine and Medicine, Infectious Diseases at the University of California, 
San Francisco (UCSF). He is also the director of UCSF-Abbott Viral Diag-
nostics and Discovery Center at China Basin and associate director of 
the UCSF Clinical Microbiology Laboratory. Dr. Chiu is an expert in the 
emerging field of viral metagenomics, and his research is focused on 
the development of microarray and deep sequencing technologies for 
viral pathogen discovery and clinical diagnostics. He is also the principal 
investigator on an R01 grant from the National Institutes of Health on 
blood bank pathogen screening, California Discovery, UC-MEXUS, and 
recipient of National Research Fund for Tickborne Diseases grants on 
the microbial epidemiology of encephalitis, diarrhea, and Lyme disease, 
a QB3 Rogers Family Foundation Award in translational diagnostics, 
and a UCSF-Abbott Viral Discovery Award. Dr. Chiu has more than 30 
patents and peer-reviewed publications in scientific journals and ongoing 
collaborations with research groups and public health agencies world-
wide, including Abbott Diagnostics, Inc., Global Viral Forecasting, the 
U.S. Centers for Disease Control and Prevention, the American Red Cross, 
and the Texas Biomedical Research Institute.

John M. Hardham, Ph.D., is an associate research fellow and technical 
director for the Emerging Infectious Disease Program at Zoetis, Inc. (for-
merly Pfizer Animal Health). Dr. Hardham is also a commander in the 
U.S. Navy Reserve where he serves as the executive officer for the 4th 
Marine Medical Battalion. After completion of his postdoctoral fellow-
ship at the University of Texas Medical School in Houston, he became 
a research scientist for Pfizer, Inc. in 1999. Dr. Hardham has served in 
a variety of roles in the research and development of vaccines and bio-
pharmaceutical products. He accepted a direct commission into the U.S. 
Naval Reserves as a Lieutenant Junior Grade in 1994. Over the next 
decade, he served at several naval and fleet hospitals around the coun-
try, as environmental health officer and administrative officer, before 
being mobilized into active duty for the Iraq War in 2003. Dr. Hardham 
served as the Microbiology Lab director and Preventive Medicine Mobile 
Medical Augmentation Response Team microbiologist for Navy Envi-
ronmental Preventative Medicine Unit 6, Pearl Harbor, HI. From 2006 to 
2011, Dr. Hardham was assigned to the Office of the Assistant Secretary 
of Defense for Nuclear and Chemical and Biological Defense Programs, 
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where he served as the deputy medical director and then medical direc-
tor. In this role, he directed the Department of Defense Medical Counter-
measure Development Program and the Advanced Development and 
Manufacturing Initiative. He served on numerous committees and advi-
sory roles to the Department of Defense and the Department of Health 
and Human Services and has made briefings to various House and Senate 
committees, intelligence community programs, executive office commit-
tees, and the National Security Council. Dr. Hardham’s personal military 
decorations include the Joint Service Commendation Medal (awarded 
by Secretary of Defense Robert Gates), the Navy Commendation Award, 
the Navy Achievement Medal (six awards), the National Defense Service 
Medal, the Armed Forces Reserve Medal (Bronze M), and the Outstand-
ing Volunteer Service Medal. He received a B.S. in microbiology from The 
Pennsylvania State University, and M.S. and Ph.D. degrees in microbiol-
ogy from the University of North Carolina, Chapel Hill.

Grace Kubin, Ph.D., is director of the Laboratory Services Section of the 
Department of State Health Services in Austin, Texas. In this role, she 
oversees activities of the Lab Operations and Quality Control Units of 
the South Texas Health branch, and also serves as the Clinical Laboratory 
Improvement Act director for both the Austin and South Texas labora-
tories. She previously served as the laboratory operations unit director 
(2010-2011) and emergency preparedness branch manager (2007-2010) 
for the Department of State Health Services. She is a member of the 
Association of Public Health Laboratories’ Public Health Preparedness 
and Response Committee and has served as a member of the Centers for 
Disease Control and Prevention/Association of Public Health Laborato-
ries’ Laboratory Efficiencies Initiatives Workgroups on Harmonization of 
Platforms, 2012; Sharing of Test Services Policy Guide, 2012; and Public 
Health Laboratory Data Management Tool, 2012, as well as Chair of the 
Laboratory Response Network National Conference Planning Commit-
tee, 2012. Dr. Kubin has received honors including the Emerging Leader 
award from the Association of Public Health Laboratories (2009) and the 
Charles E. Sweet award for Excellence in Leadership from the Department 
of State Health Services (2009). She received her M.A. in microbiology and 
Ph.D. in biological sciences from the University of Texas at Austin.

M. Allen Northrup, Ph.D., is a principal at the Northrup Consulting 
Group, and is the founder of Microfluidic Systems and a co-founder of 
Cepheid. He received his Ph.D. in biomedical engineering from the Uni-
versity of California, Davis. He then spent over 8 years as a researcher 
at the Lawrence Livermore National Laboratory and the University of 
California at Berkeley, where he was the first to demonstrate the poly-
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merase chain reaction process in a micro-machined silicon chip. He also 
co-developed microactuators and microactuator materials. Dr. Northrup 
has 50 issued U.S. and foreign patents, 40 peer-reviewed publications, and 
is a member of the National Academy of Engineering.

Tom Slezak has been involved with bioinformatics at Lawrence  Livermore 
National Laboratory (LLNL) for 30 years after receiving B.S. and M.S. 
degrees in computer science from the University of California, Davis. 
Mr. Slezak is currently the associate program leader for informatics for 
the Global Security Program efforts at LLNL. He was involved with the 
Human Genome Program from 1987 to 2000, leading the  informatics efforts 
at LLNL and then the Department of Energy’s Joint Genome Institute from 
1997 to 2000. In 2000, he began to build a pathogen bio informatics team at 
LLNL, pioneering a novel whole-genome analysis approach to DNA sig-
nature design. His team developed signature targets for multiple human 
pathogens that were used at the 2002 Winter Olympic Games under the 
BASIS program and later adapted for use nationwide in the Department of 
Homeland Security (DHS) BioWatch program. Under a close collaboration 
with the Centers for Disease Control and Prevention, the LLNL team has 
been called on for computational help on smallpox, SARS, monkeypox, 
avian influenza, and numerous other pathogens. In addition to continuing 
work on human and agricultural pathogens, Mr. Slezak’s team is currently 
focusing on signatures of mechanisms of virulence, antibiotic resistance, 
and evidence of genetic engineering. They have been focusing on detecting 
novel, engineered, and advanced biothreats for several years, leveraging 
high-risk Intelligence Technology Innovation Center and DHS funding. 
Mr. Slezak has chaired or served on multiple advisory boards, including 
the rice genome project, mouse and maize genetics databases, spruce tree 
genome project (Canada), plant pathogens, and a National Institute of 
Allergy and Infectious Diseases sequencing center contract renewal.

Peter M. Vallone received his Ph.D. in chemistry from the University of 
Illinois at Chicago in 1999. In 1999 he was awarded a NRC postdoctoral 
fellowship that brought him to the Biotechnology Division at the National 
Institute of Standards and Technology (NIST). After completing his post-
doctoral work in 2001, Dr. Vallone became a permanent staff scientist at 
NIST and he is currently the leader of the Applied Genetics group. During 
the last 14 years, Dr. Vallone has worked on developing multiplex assays 
for the detection of genetic variation, has developed methods for the rapid 
amplification of STR loci, and has been involved in the characterization 
of nucleic acid–based reference materials. Dr. Vallone has also developed 
various bioinformatic software tools for the design of nucleic acid-based 
assays (e.g., AutoDimer). Dr. Vallone has published over 40 peer-reviewed 
articles in the area of DNA thermodynamics and forensic DNA testing.
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